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Abstract
The growing importance of data security in modern information systems extends beyond the preventing malicious software
and includes the critical topic of data privacy. Centralized data processing in traditional machine learning methods presents
significant challenges, including greater risk of data breaches and attacks on centralized systems. This study addresses the
critical issue of maintaining data privacy while obtaining effective malware detection and classification. The motivation
stems from the growing requirement for robust and privacy-preserving machine learning methodologies in response to
rising threats to centralized data systems. Federated learning offers a novel solution that eliminates the requirement for
centralized data collecting while preserving privacy. In this paper, we investigate the performance of federated learning-based
models and compare them classic non-federated approaches. Using the CIC-MalMem-2022 dataset, we built 22 models with
feedforward neural networks and long short-term memory methods, including four non-federated models. The results show
that federated learning performed outstanding performance with an accuracy of 0.999 in binary classification and 0.845 in
multiclass classification, despite different numbers of users. This study contributes significantly to understanding the practical
implementation and impact of federated learning. By examining the impact of various factors on classification performance,
we highlight the potential of federated learning as a privacy-preserving alternative to centralized machine learning methods,
filling a major gap in the field of secure data processing.

Keywords Federated learning · Malware detection · Malware classification · Feedforward neural network · Long short-term
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1 Introduction

Cyber attackers, with the aid of software known as mali-
cious software or simply malware [11], can gain access to
users’ computers or mobile devices and steal many personal
confidential information or render user devices unusable. It
is conceivable to see a comparable rise in cyberattacks as
internet usage rises in the computing world [99]. As a result,
malware detection is a critical issue in cybersecurity that has
received significant attention, and research continues in this
field for an effective solution.

Traditional malware detection approaches are based on
a dataset stored on a central server. This strategy offers a
substantial risk to data privacy because users’ information is
transferred to a central server. For decades, several research
have been conducted in many nations throughout the world
to determine what can be done to improve data privacy and
standardize it. It has been emphasized that this risk has global
importance and needs to be addressed seriously [2, 29, 33,
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77, 83]. On the other hand, collecting and analyzing data on a
central server takes a long time and consumes a lot of server
capacity. This is because users must send all of their data to
the central server in order for the model to be developed. In
the federated learning (FL) approach, users do not need to
send all their data to a central server. This strategy offers a
good solution for both increased security and data protection.
Also known as cooperative learning, FL was first proposed
by Google in 2016 [61, 106]. In recent years, numerous stud-
ies have shown that federated learning is becoming a popular
machine learning strategy [16, 21, 52, 100, 105, 108]. FL
operates on the principle that data continues to be hosted
on local devices that produce that data, and only the param-
eters of the models produced on the devices are sent to a
central server (FL server). In this regard, while FL protects
data privacy, it also enables machine learning models to be
generated more correctly and quickly on the go. Devices in
the FL-based system share a major task among themselves,
as opposed to the conventional approach. That is, each local
device in the FL system develops a specific element of a big-
ger model, which are then integrated at the FL server. Thus,
the FL strategy eliminates the time and resource loss that
happens when all work is done at a single location.

Another important point is that centralized data processing
methods include limitations such as the requirement for high
bandwidth, time loss, and risks to data privacy. However, the
originality of this research comes in actually proving how the
federated learning strategy addresses these shortcomings. For
example, the scalability of FL in response to an increase in the
number of users has been analyzed alongwith its data privacy
advantages. This study aims to fill gaps in the literature by
focusing on the technical details of local FL simulations that
are lacking.

From this point of view, it is predicted that the use of
federated learning method in malware detection will provide
great benefits to users in many aspects, including data secu-
rity. With the malware detection application using the FL
approach, users can detect threats on their own devices and
contribute to the development of a larger model. Users can
create their own models and send the model parameters to
a central FL server. The FL server can then process local
models containing information about threats from different
user devices and develop a global model that can predict and
block most of the threats that may occur in this area. The
parameters of the global model can be sent back to all local
devices in the FL system. Thus, each local device user gains
the experience (without seeing the data) of all other users.

This study focuses on the development of the FL system
(FEDetect) and users’ capacity to detect malware on their
own data while maintaining data privacy. For this purpose, a
simulation representing all local users in theFEDetect and the
FLserver, operatingonabasic device, has beendesigned.The
simulation first creates a local model for each local device

and then merges all created local models (replacing the FL
server). The local user devices and the FL server are cre-
ated virtually. There is no communication between them. All
operations have been performed on a main computer and
symbolically.

1.1 Contributions and organization

This work is important for testing a FL system in a simulation
environment before adapting it to a real-world scenario. It
provides a basis for understanding the possible performance
and challenges of the systems. Local computation without
inter-station communication under simulation conditions can
be considered as an innovative way to study different aspects
of federated learning.

In terms of testing architectures for deep learning models
to be built in the FL system and, if necessary, optimizing the
number of hidden layers or neurons in these architectures, it
can provide better preparation before moving to a real-world
scenario.

When the technical details of the system used (processor,
RAM, etc.) and the results obtained are evaluated, it can be
considered that better results (especially in terms of time)
can be obtained with a technically more powerful system.
For this purpose, it is a study that can be used as a basis
for comparison. The study analyzes the effect of different
numbers of virtual computers (8, 16, 32, 64 and 128) on
federative learning processes. This analysis provides a new
perspective on the computational efficiency and scalability
of federative learning.

In this study, ’reaching a target accuracy value’ was used
as the criteria for stopping the federative system. By deter-
mining the best accuracy value before the target accuracy
value, models that reach a value close to the target accuracy
in less time are generated and their effects are analyzed (early
round stopping).

Since it includes a pseudo code solution for local simula-
tions of the FL system, it also provides a technical perspective
on how federated learning can be applied in local simulation.
It is a new contribution to the limited literature on local sim-
ulations of federated learning systems. By filling the gaps in
this area, it can serve as a basis for future research.

In the study, bothmalwaredetection (binary classification—
BC) and malware type detection (multiclass classification—
MC) have been performed. The second section of the article
includes a literature review of studies in the same field. The
third section contains information about the CIC-MalMem-
2022 dataset used in the study [17]. Additionally, details
about the preprocessing performed on this dataset are pro-
vided. The fourth section provides information about the
proposed methodology and the established simulation. In
addition, classification algorithms used in the study, model
architectures, parameters of the models, pseudo codes of the
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basic part of the programwritten for the study, used libraries,
and other technological details are included. The fifth section
discusses the results of the study and compares them with
previous studies. The final section discusses the challenges
of the study and provides forecasts and recommendations on
what different things could be done in addition to this study
in the potential future and how the study could be advanced.

2 RelatedWorks

In this research paper, previous studies are evaluated in two
groups. The first group includes studies that use the CIC-
MalMem-2022 dataset without the FL approach and detect
malware. The most important studies worth comparing in
terms of similarity are in this group. In the second one, there
are studies that detect malware with the FL approach without
CIC-MalMem-2022 dataset.

2.1 CIC-MalMem-2022 Dataset without Federated
Learning

Louk and Tama [55] have compared various tree-based
community learning methods in their malware detection
study using many datasets such as BODMAS, Kaggle, and
CIC-MalMem-2022. Several tree-based machine learning
algorithms have been tested for each dataset. For the CIC-
MalMem-2022 dataset, many algorithms such as CatBoost
(CB), XGBoost (XGB), LightGBM (LGBM), random for-
est (RF), and gradient boosting model (GBM) have been
tested, with the best result being obtained by the RF algo-
rithm. Accuracy, precision, and F1 metrics achieved 100%,
and recall achieved 99.99%.

Talukder et al. [96] have proposed a hybrid model by
combining machine learning and deep learning techniques
in their study on network attack detection systems. Data bal-
ancing with the synthetic minority oversampling technique
(SMOTE) and dominant feature extraction with XGB have
been achieved. In the study using the KDDCUP’99 [97] and
CIC-MalMem-2022 datasets, they achieved success rates of
99.99% and 100%, respectively, without encountering prob-
lems like overfitting, type−1, and type−2.

Smith et al. [91] have conducted malware detection using
supervised and unsupervised learning algorithms. Two sepa-
rate datasets, Malware-Exploratory [12] and CIC-MalMem-
2022, have been used for this purpose. They used clustering
algorithms like K-means, density-based spatial clustering of
applications with noise (DBSCAN), and Gaussian mixture
model (GMM), and a total of seven classification algo-
rithms including decision tree (DT), KNeighbors (kNN), RF,
stochastic gradient descent (SGD), Ada Boost (AB), Extra
Trees (ET), Gaussian Naive Bayes (GNB). The Ada Boost
algorithm gave the best results for both datasets, achiev-

ing accuracy rates of 100% for Malware-Exploratory and
99.99% for CIC-MalMem-2022.

Mezina et al. [64] have conducted a study to detect mal-
ware hidden inmemory. In the studyusing theCIC-MalMem-
2022 dataset, traditional machine learningmethods were first
tested, and then an extended convolutional neural network
model was proposed. The accuracy rate of all methods in
malware detection was found to be approximately 0.99. The
best of these methods was found to be RF. The best method
for malware type detection was determined to be the pro-
posed neural network architecture, with an accuracy rate of
0.83 for the neural network used for malware classification.

Dener et al. [24] have conducted amalware detection study
based on the use of memory data. In the study where various
machine learning and deep learning approaches were tried,
big data platforms were also utilized. The CIC-MalMem-
2022 dataset was used on the Google Colab platform with
the PySpark big data management tool. Binary classification
was performed using algorithms such as RF, DT, Gradient
Boosted Tree (GBT), logistic regression (LR), Naive Bayes
(NB), linear vector supportmachine (LVSM),multilayer per-
ceptron (MLP), deep feed forward neural network (DFFNN),
and long short-term memory (LSTM). Accuracy rates of
99.97 for LR, 99.94 forGBT, and 98.41 forNBwere achieved
in malware detection.

Ghazi and Raghava [32] have conducted a study to detect
malicious software hidden in cloud environments. In the
study where the CIC-MalMem-2022 dataset was used, the
primary aim was to overcome the difficulties in feature
selection. For this purpose, algorithms such as binary bat
algorithm (BBA), cuckoo search algorithm (CSA), mayfly
algorithm (MA), and particle swarm optimization (PSO)
have been used. After feature selection, benign–malignant
records were classified with machine learning algorithms
kNN, RF, and support vector machine (SVM). The calcu-
lated metrics included accuracy, precision, and recall. In
experiments using the RF algorithm, the best result was
obtained with the MA feature selection algorithm. A success
of approximately 0.99 was achieved in all calculated metrics.
In experiments using kNN and SVMmachine learning algo-
rithms, the best results were obtained with the PSO feature
selection algorithm. A success rate of 0.99was again reached
in all calculated metrics for both algorithms.

Naeem et al. [67] have developed a visual-based system in
their study using many datasets. The study proposes a com-
pletely platform-independent scheme. This scheme involves
extracting a file from the dumps of the operation memory
and converting it to an image. A community model has
been created with records taken in sufficient quantities from
Dumpware10,CIC-MalMem-2022, and real-world dataset of
Android applications. The created model combined the pre-
diction outputs over the convolutional neural network (CNN)
and presented them as a learning input to MLP. The outputs
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obtained from MLP were used as inputs in many machine
learning algorithms. According to the findings obtained at
the end of the study, in malware detection on the Windows
operating system, the proposed scheme was found to achieve
an accuracy rate of 99.1. This rate increases to 99.8 for hidden
malware analysis on the same operating system. An accuracy
rate of 94.3 was detected for Android.

2.2 Federated LearningWithout CIC-MalMem-2022
Dataset

Lin and Huang [53] have conducted a malware classifica-
tion study with a dataset provided by VirusTotal, containing
10,907 records. In the study where SVM and LSTMmachine
learning models were configured with and without federated
learning, a total of four models have been tested. The highest
accuracy rate achieved is 0.9167.

Rey et al. [78], in their IoT malware detection study for
supervised and unsupervised learning models, have demon-
strated that the federated learning approach maintains data
privacywithout compromising themodel’s performance. The
N-BaIoTdataset [62],whichmodels network traffic, has been
used in the study. A success of over 97% has been achieved
in all calculated metrics (Accuracy, TPN, TPR) in the study
where many different models were tested.

Hsu et al. [42], have conducted malware detection using
the SVM algorithm and FL approach with 87,182 APK
files collected from the Opera Mobile Store. Applications
in a total of 12 categories, such as Entertainment, Health,
Games, Travel, and E-book, have been examined. In the
study where many different scenarios were tested, federated
learning approach with SVM involving five users and the
classic approach where data are centralized were compared.
The accuracy rate of the federated approach was lower at
93.45%, compared to the classic approach at 94.05%.Despite
being lower in terms of accuracy rates, the federated learn-
ing approach has shown higher values in precision, recall,
fpr, and f-measure metrics compared to the classic approach.

Galvez et al. [30] have shown that they achieved more
efficient results with the federated learning approach com-
pared to classic classification using the less is more (LiM)
malicious software classification framework. In the study,
200 users with 25K clean applications and 25K malicious
applications participated in the test. TheMaMaDroid dataset
[58] was used in the study, and the F1 score was calculated
as 95%.

Jiang et al. [44] have proposed a new classification scheme
called FedHGCDroid in their study, classifying malicious
software on Android devices based on federated learning.
Initially for malicious software classification, they used
HGCDroid, which extracts the behavior features of malware
software, using CNN and graphic neural network (GNN). In
tests with the Androzoo dataset [6], it was found that Fed-

HGCDroid achieved more adaptability and higher accuracy
compared to other methods. Examining the success metrics,
they performed malware detection with an accuracy rate of
91.3% and an F1 score of 91.25%.

Taheri et al. [95] have proposed an Android architecture
called Fed-IIoT for malware detection, consisting of two
components, participant and server side, with a federated
learning approach. In the study where three different datasets
were used, the best result was obtained with the Genome
dataset [109], and the accuracy rates of the used FedGAN
models (FedGAN-BM and FedGAN-BK) were measured as
89.51% and 93.24%.

Pei et al. [71] haveproposed a framework calledFedMalDE
based on federated learning for semi-supervised detection
of malicious software in IoT devices. Additionally, in this
study, a specially developed subgraph aggregated capsule
network (SACN) model was used to healthily perceive
malicious behaviors. The performance of the SACN model
was compared with five different classifiers: Feedforward
neural network (FNN), CNN, gated recurrent unit (GRU),
LSTM, and capsule network (CAP). DREBIN [8], Andro-
Zoo, VirusShare [102] and MalDroid [56] datasets were
used in the study. The best results in the study were obtained
with the DREBIN dataset, with a TPR metric of 97.5 and an
F-score of 97.64.

A comprehensive overview of recent studies in both non-
federated and federated learning techniques as applied to
malware detection and analysis is presented in Table 1. It
summarizes key studies, highlighting the datasets used, the
techniques and algorithms employed, and the main findings,
thereby providing a clear comparison of the effectiveness and
innovation in the field.

3 Material

In this section, detailed information about the data set is
given, and the preprocessing done on the data set is also
mentioned.

3.1 Dataset

Thedataset used in this study isCIC-MalMem-2022prepared
by the Canadian Cyber Security Institute [17]. This dataset is
one of the most up-to-date sources that can be used to detect
malware.

The CIC-MalMem-2022 dataset is an important resource
that reflects as close to reality as possible the effects onmem-
ory of the major malware commonly used in the real world.
It represents an accurate representation of what a user would
run on a computer environment during a malware attack. In
the dataset of 58,296 records, there are 29,298 records that
are balanced between benign and malicious (malware). In
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Fig. 1 Malware types of CIC-MalMem-2022 dataset

addition, the data marked as malicious were categorized into
three different malware categories (Trojan Horse [46], Spy-
ware [93], ransomware [69, 79]). The proportions of the three
categories in the whole dataset are given in Fig. 1.

There are 57 attributes in total in the CIC-MalMem-2022
dataset. These attributes generally include information about
the processes running in the operating system, the current
memory status on the device, sessions, and the structures
(handlers) created and called by the operating system to per-
form a certain function [27, 50]. Some of the models created
in this study use this information to detect malware, while
others try to detect the type of malware.

3.2 Data Preprocessing

The CIC-MalMem-2022 dataset has undergone some pre-
processing before being used in the study. The aim of these
preprocessing was to obtain two datasets that could be used
separately for binary and multiclassification. First of all, it
was considered to remove the columns with all the same val-
ues from the original dataset. Because having all the same
values of an attribute does not provide any benefit to the
machine learning model to be created. For this reason, the
attributes removed from the dataset are with ID 5, 11 and 52.
With this process, the total number of attributes in the dataset
decreased to 54. Some basic data analysis checks were then
performed, such as whether there were any data with an infi-
nite value in the dataset and whether there was a missing
value row.

Then, the unique numbers and other malware-related
details in the Category column values were removed, ensur-
ing that only the names of malware families are visible in
the relevant column. For example, a value in the Category
column, such as "Ransomware-Shade-fa03be3078d1b9840

Table 2 Benign and malware
data amounts in binary dataset

Class Data amount

Benign (0) 29,298

Malware (1) 29,298

f06745f160eb..." has been rearranged tobe just "ransomware".
The "benign" values in the Class attribute have been con-
verted to 0 (zero), and the Malware values have been
converted to 1 (one). At this point, the original dataset has
been modified in many ways. However, this latest, slightly
modified version of the original dataset has been used in sub-
sequent processes. A copy of the slightly modified original
dataset has been created to form the dataset to be used for
binary classification. The dataset to be used for binary clas-
sification is briefly referred to as the binary dataset (BD). In
binary classification, the Class attribute has been used as the
target variable, and the Category attribute has been removed
fromBD. The reason for this process can be explained as fol-
lows. The category attribute, with its values, is the attribute
that most affects the target variable. The Category vari-
able contains values like "benign", "ransomware", "Trojan
Horse", and "Spyware", and a to-be-created malware detec-
tion model could decide whether the data in the relevant row
are "benign" or "Malware" just by evaluating the Category
variable. Such a situation would cause the loss of impor-
tance of all other attributes. For this reason, to allow other
attributes to also affect the model and to create a healthier
malware detection model, the Category variable has been
removed from BD.

As a result, the total number of variables in BD has been
reduced to 53. Then, excluding the target variable, all rows
related to the remaining 52 independent variables have been
subjected to Z-Score Normalization (Standardization). It is
a known fact that standardization processes performed on
datasets generally have an enhancing effect on model perfor-
mances [4, 15, 86]. In this way, BD has been prepared. The
amounts of data labeled as "benign" and "Malware" in the
Class column within BD are shown in Table 2.

In order to create the dataset to be used for multiclass
classification, a copy of the original dataset, slightly modi-
fied above, was created. Recall that this dataset contains 54
attributes. The dataset to be used in multiclass classification
is called multiclass dataset (MD). Just as the Category col-
umn was removed from the data set when creating the BD,
the Class column was removed from the data set when creat-
ing theMD. The Class variable was removed from theMD as
it contains direct information about whether the data row is
benign or malicious (malware). In real world conditions, in
the natural state of data that is considered a malware attack,
there is no labeling of whether the data are malware or not.
Finally, as in BD, Standardizationwas applied to all variables
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Table 3 Labeled data amounts in multiclass dataset

Category Data amount

Benign (0) 29,298

Ransomware (1) 9791

Spyware (2) 10,020

Trojan Horse (3) 9487

except the target variable. In this way, the MD was ready for
use.

In the final case, both the BD andMD contain 52 indepen-
dent variables. BD was used in binary classification models
for estimating the value of the class variable. MD was used
in multiclass classification models for estimating the value
of the category variable. The data amounts of the tags in the
Category column in the MD are given in Table 3.

Data preprocessing and all subsequent steps are summa-
rized in Fig. 2

4 Methodology

In this section, model architectures, information about sim-
ulation, tools, libraries, system features and algorithms are
detailed.

4.1 Deep Learning Algorithms

In this study, a total of 22 basic models in 4 different archi-
tectures are proposed using FNN and LSTM for binary and
multiclass classification. Apart from the basic models, vari-
ants of some models were also created for experimental
purposes and their results were also used in the study.

4.1.1 Feedforward Neural Network (FNN)

It is a type of artificial neural network often used in machine
learning (ML) and artificial intelligence (AI) applications.
It is often used in clustering and classification applications.
FNN is an artificial neural network with hidden layers in
addition to input and output layers [39, 43, 74, 81, 82]. FNNs
make it possible to solve complex relationships between vari-
ables in a dataset.

4.1.2 Long Short-TermMemory (LSTM)

LSTM is a more advanced version of RNN (recurrent neural
network), a type of artificial neural network family and has
been popularized in many studies in recent years [3, 19, 20,
36, 45, 75, 90]. Both structures are used in machine learn-
ing models where sequential data are preferred, such as time
series andnatural languageprocessing.LSTMis adeep learn-

ing algorithm that can also be used on non-sequential data,
as in this study. The fact that LSTM is a powerful and flex-
ible tool for different types of problems can be seen as one
of the reasons for its popularization [10, 31, 35, 88]. RNN
has the ability to better learn the relationships between items
that are close to each other in sequential data. LSTM, on
the other hand, can also handle relationships between more
distant items. In LSTM, there are three special gates: forget,
input and output gates. With these gates, LSTM is able to
learn relations with long dependencies. LSTM has a more
complex architecture than RNN. There are more parameters
in LSTM, which requires more computational power and
training time [57].

4.2 Proposed Architectures

Two of the four types of architectures used in the study are
based on FNN [49], and the other two are based on LSTM
[41]. Before addressing the model architectures specifically,
some of their general features can be mentioned. For exam-
ple, it is important which activation function to choose in
an architecture. The good performance of any activation
function often depends on the application and the data. In
particular, the model performance of a neural network is
improved by choosing the right activation function. There is
no general rule that a particular activation function is always
more effective. Instead, there is a trial-and-error process
where various activation functions are tested to determine
which one works best for a given problem or dataset [63, 87,
94].

FNN allows for the rapid processing of data due to its flat
structure, while LSTM is known for its superior performance
particularlywith time-dependent data. For complex and time-
dependent issues such as malware detection, LSTM is an
effective choice due to its sequence-basedmodeling capacity.
Additionally, the successful use of these two models in a
federated learning environment is also supported by previous
studies [16, 52, 105].

In this study, after a series of tests for both binary clas-
sification and multiclass, the activation functions that were
found to give the best results were chosen. Rectified linear
unit (ReLU) activation function is used in all architectures
used for binary classification and hyperbolic tangent (Tanh)
is used in all architectures used for multiclass classifica-
tion. ReLU is used to calculate the output of each neuron
in its layer. ReLU returns a value based on the input value
and returns 0 (zero) if the input value is below zero. Other-
wise, it returns the input value itself [37]. Tanh is one of the
hyperbolic counterparts of trigonometric functions. The tanh
function takes values between−1 and +1, which is similar to
the sine and cosine functions taking values between −1 and
+1. This limitation between axes has made the tanh function
popular to be used as an activation function, especially in
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Fig. 2 Data preprocessing,
standardization process and
classification according to the
created datasets

neural networks and machine learning. By normalizing the
data, Tanh allows the model to be trained faster and more
effectively, enabling more complex and more accurate pre-
dictions to be made [22, 25, 76]. In addition to activation
functions, determining the number of neurons and layers is
also an important parameter that should be taken into account
when creating a neural network architecture. In the deep
learning literature, there are many studies conducted in the
past on determining the optimum number of neurons and lay-
ers [7, 103, 104]. In this study, a series of tests were carried
out to determine the number of neurons and layers. In the
architectures constructed after these tests, care was taken to
use as few layers and neurons as possible so as not to affect
the accuracy values. Another reason for wanting to minimize
the number of neurons and layers as much as possible is that
the processor capacities of internet-connected devices in the
federated learning systemmay not be as high as those of per-
sonal computers. The training process of the FNN or LSTM
architecture to be installed should be completed as soon as
possible. This will only be possible with a non-complex neu-
ral network. Thus a local device in the federated system with
lower computing powerwill be able to perform its dutywithin
the system properly. In the subsections presented below, pre-
liminary information is given about the architectures in the
study and the models created from these architectures. The
findings obtained after these models were trained were eval-
uated in the results and discussion section.

4.2.1 Feedforward Neural Network for Binary Classification
(FNN-BC)

It is a feedforward neural network architecture used to solve
the binary classification problem. FNN-BC has two hidden
layers after the input layer and one output layer. The input
layer of FNN-BC receives 52 input features and generates
10 output neurons. In the input layer and two hidden layers,
ReLU is used as the activation function. The ReLU activation
function is used to calculate the output of each neuron in this
layer. The subsequent hidden layers also have 10 inputs and
10 outputs. The last layer in the architecture takes the 10
neurons from the last hidden layer as input and produces 1
output neuron at the end. The D3.js library was used to draw
the figure of this architecture and the figures of the other
three architectures described below [13]. Figure3 shows the
FNN-BC architecture.

Behind each hidden layer in the FNN-BC architecture,
there is a dropout layer. If dropout layers are included, it can
be said that there are six layers in total in this architecture.
The purpose of the use of the dropout layer is to prevent over-
fitting and set the activations of randomly selected neurons
to zero with a specified percentage (0.5 in this architecture)
[9, 92]. Since FNN-BC will be used for binary classifica-
tion, there is 1 neuron in the output layer. Sigmoid function
is used as the activation function in the output layer. This
function takes any real number as input and ensures that the
result is 0 or 1. It is used in cases where the output needs
to be interpreted probabilistically. In this way, binary classi-
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Fig. 3 Layers and Neurons of
FNN-BC Architecture

Fig. 4 Layers and Neurons of
the FNN-MC Architecture

fication prediction can be made. Sigmoid reduces the effect
of extreme values and makes the models more stable. Since
sigmoid is nonlinear, it allows a neural network to learn in
more detail [101].

4.2.2 Feedforward Neural Network for Multiclass
Classification (FNN-MC)

It is a feedforward neural network architecture used to detect
malware types with multiclass classification. It has one input
layer, two hidden layers and one output layer. As in FNN-BC,
there are dropout layers after the hidden layers. The percent-
age of dropout layers in this architecture is 0.4. The first
layer of the architecture takes 52 input features and produces
210 output neurons. These neurons are used as input to the
first hidden layer. The first hidden layer has 150 neurons and

the second hidden layer has 90 neurons. The Tanh activation
function is used in the input layer and the two hidden lay-
ers. Tanh is used to calculate the output of each neuron in its
layer. The last layer in this architecture takes the 90 neurons
from the last hidden layer as input and finally produces four
output neurons. Figure4 shows the FNN-MC architecture.

Since FNN-BC will be used for multiclass classification,
there are four neurons in the output layer. Softmax function is
used as the activation function in the output layer. It acts as a
mechanism to normalize the output vectors in a given layer of
a neural network into a probability distribution. This function
is particularly useful in multiclass classification problems.
Because probability values are obtained for each class and
the sum of these values is equal to 1 [89].
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Fig. 5 Layers and neurons of the LSTM-BC architecture

4.2.3 Long Short-TermMemory for Binary Classification
(LSTM-BC)

It is an LSTM architecture used as an alternative to the FNN-
BC architecture for binary classification. This architecture
basically consists of two layers. The first layer is the LSTM
layer and the other layer is the output layer. The LSTM layer
is a recursive layer used for the model to learn the sequential
data structure. This layer takes 52 input features and contains
a total of 13 neurons. So the output of this layer is a 13-
dimensional vector. This vector is presented as input to the
output layer. ReLU is used as the activation function in the
LSTM layer. The output layer is a fully connected (Dense)
layer and produces the final prediction of the model. Since
this architecture is used for binary classification, there is only
1 neuron in the output layer. Sigmoid function is used as
activation function in this layer.

LSTM-BC is a simple LSTM architecture. Therefore, the
dropout layer, is not needed in this architecture. LSTM layers
have a different structure than fully connected layers. In the
figure showing the LSTM-BC and LSTM-MC architectures,
a red line is drawn around it to emphasize this difference.
Figure5 shows all neurons and layers of the LSTM-BC archi-
tecture.

4.2.4 Long Short-TermMemory for Multiclass Classification
(LSTM-MC)

The LSTM architecture was created to implement multiclass
classification and to be an alternative to the FNN-MC archi-
tecture. LSTM-MC is a more complex architecture than the
previously described LSTM architecture. The first layer of

this architecture is an LSTM layer consisting of 200 neu-
rons. This layer receives 52 input features. Tanh is used as
the activation function for each neuron in this layer. Tanh is a
standard activation function used in LSTM structures. After
the first layer, a dropout layer with a value of 0.5 is used to
prevent overfitting.With this layer, 50 of the neurons are ran-
domly turned off. This layer is followed by another LSTM
layer. In this layer, whichwe can call the second LSTM layer,
there are 150 neurons. Following this layer, there is a dropout
layer with a value of 0.5.

Finally, the LSTM-MC architecture is completed with the
output layer with 4 neurons. Since this architecture will be
used to solve a multiclass classification problem, as in FNN-
MC, the output layer contains asmany neurons as the number
of classes to be predicted in the data set. Softmax activation
function is used for the neurons in the last layer. Figure6
shows the neurons and layers of the LSTM-MC architecture.

4.3 Proposed Deep LearningModels

In this study, two types of models based on FNN and LSTM
are proposed. FNN- and LSTM-based models are divided
into binary (FNN-BC and LSTM-BC) and multiclass (FNN-
MC and LSTM-MC). Binary and multiclass models are also
divided into federated and non-fed types.

In non-fed models with a classical machine learning
approach, the number of users is assumed to be 1 since the
entire dataset is hosted and processed on a central server.
In federated models, 8, 16, 32, 64 and 128 users are pro-
posed. For models with multiclass and federated learning
approaches, a model with 128 users is not proposed because
the training time of the simulation is too time consuming.
The information about the 22 basic models and other variant
models proposed in addition to these models and the evalua-
tions about thesemodels are discussed in detail in the Results
and Discussion section.

4.4 Simulation Environment

In this study, it is aimed to create a system which is called
FEDetect and to enable local users in the system to perform
malware detection and malware type detection on their own
data, while maintaining data confidentiality. In this context,
a simulation environment was created on a basic device to
represent all local users in the FL system and the FL server.
This simulation first identifies each local device and gener-
ates local models for each of them, and then combines these
models on behalf of the FL server. The local user devices
and the FL server are treated as virtual, and there is no direct
communication between them. The whole process is carried
out representatively on a mainframe computer.
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Fig. 6 Layers and neurons of
the LSTM-MC architecture

4.4.1 Executing Federated Learning Simulation (FEDetect)

FL is a machine learning method that protects data privacy
by keeping users’ raw data on local devices. The FL simula-
tion used in this study sends model parameters (i.e., weight
coefficients) trained independently on each local device to
a central FL server, while ensuring that user data remain on
the devices themselves. This process significantly reduces
the attackable surface area by eliminating the need for cen-
tralized data storage. The FL server only combines model
updates from local devices to create a global model. In this
way, information sharing between devices occurs only at the
parameter level, and access to any individual user’s private
data is not possible.

The FEDetect basically consists of five parts. The sys-
tem is executed by re-running some parts. In the first part,
an initial model is created in FL server. This model is then
referred to as the GlobalModel. In the second part, the global
model is sent to the local devices one by one. In the third part,
local devices train the global model with their own data. In
the fourth part, these models updated on the local devices
are sent back to the FL server one by one. Meanwhile, the
global models updated on the local devices are then called
local model. In the fifth part, the FL server merges the local
models sent from the local devices using one of the model
merging algorithms. Thus, a Round is completed. If the tar-
geted accuracy value is not achieved, the execution of the
system continues with the operations performed in the sec-
ond part. In other words, the final global model is sent back to
the local devices and the operations in the other sections are
performed repeatedly until a target accuracy value is reached.
It is important to determine in advancewhen and underwhich
condition the FEDetect will terminate. In this study, we first

generated non-fed models that can be used as benchmarks
for Federated models in an environment where all data are
available together. Then, it is tested whether the federated
models can reach the accuracy values achieved by the non-
fedmodels. The details of the simulation execution are shown
in Fig. 7.

FedAvg (federated averaging) was used to combine the
local models. FedAvg is a popular algorithm for distributed
federated learning applications. It is used in a scenario where
data are distributed across different devices, with each local
device training with its own data. The goal of FedAvg is
to merge the local models created on the local devices into
a single global model. FedAvg averages the model weights
from each local device and produces theweights of the global
model. This process balances the contribution of all devices
in the training process and enables distributedmachine learn-
ing without a central server or coordination. This allows
issues such as privacy and security to be better managed [60,
68].

Many studies using FedAvg use the SGD (stochastic gra-
dient descent) [80] optimizer. However, recent studies in the
literature have shown that using the Adam optimizer [47]
for FedAvg gives better results [65, 98, 107]. Therefore, in
this study, the Adam optimizer is used together with FedAvg
(FedAvg-Adam).

4.4.2 Systems, Tools and Libraries Used in Simulation

The basic device used for model training is a business
computer with Windows 10 operating system, Intel Core i7-
12650H CPU 2.30 GHz processor, 16GB RAM and 512GB
SSD capacity, NVIDIA GeForce RTX 3060 GPU graphics
card. Jupyter Notebook v6.5.2 was used as the development
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Fig. 7 Executing Federated
Learning Simulation (FEDetect)

environment and Python v3.11.3 was chosen as the pro-
gramming language. Tensorflow [1], Keras [28] Numpy [38],
Pandas [59] and Scikit-learn [70] libraries that support the
use of Python language were utilized to build deep learning
models.

4.5 Proposed Federated LearningMethod for the
Experiment

The main recommended federated learning method is the
function calledmake_federate. All operations regarding fed-
erated models are carried out by triggering this function.
This function has 10 parameters. These parameters are: X,
which is the matrix of independent variables; y, which is the
target variable vector; arc, where the model architecture is
defined; model_num, where the model number is specified;
users, where the number of users is a federated model; acc,
where the target accuracy value is given; local_epochs,where
the number of epochs of training in local models should be
specified; optimizer, where the optimizer is specified. The ts
parameter is where the percentage of the data will be used as
test data, and the bs parameter is where the batch size value is
specified. All these parameters are prepared before this func-
tion is triggered. For each federated model, the parameters
of this function were re-adjusted and executed.

Adam was used for the optimizer parameter. The parame-
ters of Adam optimizer used in the study are: learning_rate,
beta_1, beta_2 and epsilon are the parameters. The same opti-
mizer parameter values were used in all federated models.

learning_rate is a parameter related to how fast the optimiza-
tion algorithm should learn. The default value for Adam is
0.001. Another parameter beta_1, determines the decay rate
of the weighted average for the first moment, that is, how
much of the past gradients will be remembered. beta_2 is
a parameter that determines how much of the square of past
gradientswill be remembered. beta_1 and beta_2 valueswere
used as 0.9 and 0.999. epsilon is a parameter used to prevent
division by zero error and is taken as 1e-08 [23]. Table 4
shows the lists all the hyper parameters used across the mod-
els.

In this study, "binary cross-entropy" was used for binary
classification and "sparse categorical cross-entropy" was
used for multiclass classification with Adam optimizer.
Binary cross-entropy is one of the most commonly used loss
functions for measuring the accuracy of predictions between
two classes and allows for establishing a balanced relation-
ship between classes. It is particularly a suitable choice
for optimizing probability predictions in binary classifica-
tion problems. Sparse categorical cross-entropy, designed for
use in multiclass classification tasks, is effective when tar-
get variables are expressed with indices rather than a dense
vector. The effectiveness of these loss functions has been
extensively documented in the literature. Goodfellow and
colleagues [34] have discussed these loss functions’ applica-
tions across different problems extensively. Additionally, the
Adam optimizer, proposed by Kingma and Ba, is preferred
due to its good optimization performance in nonlinear and
high-dimensional problems, enhancing convergence speed
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Table 4 Hyperparameters for all models

Learning rate Test size Optimizer Beta_1 Beta_2 Epsilon Binary loss Multiclass loss

0.001 0.2 Adam 0.9 0.999 1e − 08 Binary cross-entropy Sparse categorical cross-entropy

and accuracy [48]. The combination of this optimization
method and loss functions has played a significant role in
enhancing the performance of our study.

In the proposed method, the parameter of the loss func-
tion is also adjusted for each architecture. For the models in
FNN-BC and LSTM-BC architectures, binary_crossentropy
loss function is used [40]. This loss function is used in binary
classification problems. Here, the output of the model is
expected to be between 0 and 1 and express the probabil-
ity of belonging to a particular class. Since the FNN-BC
and LSTM-BC architectures are used in binary classification
models, the target variable in the data set was rearranged
in the data preprocessing phase to be compatible with the
binary_crossentropy loss function (i.e., to include 0 and 1
values). For themodels inFNN-MCandLSTM-MCarchitec-
tures, the sparse_categorical_crossentropy loss function was
used [18]. This loss function is frequently used in multiclass
classification problems. Each value of the target variable
represents the index of a particular class. Since there are 4
different malware types in the dataset in this study, a target
variable column consisting of 0, 1, 2 and 3 values represent-
ing each class was created in the data preprocessing stage to
be suitable for the use of the sparse_categorical_crossentropy
loss function.

The ts parameter in the proposed method is used to divide
the data set into two as testing and training, and to specify
the proportions in which this separation will be made. This
parameter was set as 0.2 in all federatedmodels. That is, 20%
of the data set was used as test data. In the simulation envi-
ronment using test data, the global model after each round;
accuracy, precision, recall and F1 Score metrics were calcu-
lated. These calculated metrics were added to the history file
created for each federated model, one line for each round.
Later, these history files became available for graphic draw-
ing and analysis of the models. Additionally, in the proposed
method, the test data for LSTM-based federated models are
rearranged. The test data were rendered three-dimensional in
the form of (rows_num, time_step, features_num) in accor-
dance with the LSTM algorithm. The time_step parameter
in three-dimensional data is taken as 1.

The batch size parameter bs is used to divide the data into
small pieces at a certain rate. In this way, data training is car-
ried out faster and more effectively. With this method, called
mini-batch, training is performed not on the entire data, but
on a smaller portion that is specific and capable of repre-
senting the entire data. The mini-batch method is especially
useful in terms of reducing training time. In addition, it is pos-

sible to train large models easily with less memory usage, a
more stable gradient and better generalization of the relevant
model [51]. The pseudo code of the make_federate function,
whose various features have been explained so far, is given
in Algorithm 1.

Algorithm 1 Pseudo code for make_federate function

1: FUNCTION make_federate(X, y, arc, model_num, users, acc,
local_epochs, optimizer, ts, bs)

2: BEGIN FUNCTION
3: SET loss TO None
4: SET global_model TO None
5: SET metrics TO [’accuracy’]
6: SET verbose TO 0
7: if arc EQUALS "FNN_BC" then
8: SET loss TO "binary_crossentropy"
9: SET global_model TO FNN_BC.build()
10: else if arc EQUALS "FNN_MC" then
11: SET loss TO "sparse_categorical_crossentropy"
12: SET global_model TO FNN_MC.build()
13: else if arc EQUALS "LSTM_BC" then
14: SET loss TO "binary_crossentropy"
15: SET global_model TO LSTM_BC.build()
16: else
17: SET loss TO "sparse_categorical_crossentropy"
18: SET global_model TO LSTM_MC.build()
19: end if
20: CALL global_model.compile(loss, optimizer, metrics)
21: SET history_file TO
22: f"../results/model_(model_num).history"
23: withopen(history_file, "w", encoding="UTF-8")

as file: pass
24: SET round_count TO 0
25: while True do
26: SET round_count TO (round_count + 1)
27: SETglobal_weights TOglobal_model.get_weights()
28: SET (X_train, X_test, y_train, y_test) TO
29: train_test_split(X, y,
30: test_size=ts, stratify=y)
31: if arc EQUALS "LSTM_BC" OR arc EQUALS "LSTM_MC"

then
32: SET X_test TO np.reshape(X_test,
33: (X_test.shape[0],1, X_test.shape[1]))
34: end if
35: SET scaled_local_weight_list TO []
36: SET devices_data TO data_shuffle(X_train,
37: y_train, arc, users, bs)
38: SET devices_names TO list(devices_data.keys())
39: SET rtime TO 0
40: for device IN devices_names do
41: SET local_model TO None
42: SET start_time TO time.time()
43: if arc EQUALS "FNN_BC" then
44: SET local_model TO FNN_BC.build()
45: else if arc EQUALS "FNN_MC" then
46: SET local_model TO FNN_MC.build()

123



Arabian Journal for Science and Engineering

47: else if arc EQUALS "LSTM_BC" then
48: SET local_model TO LSTM_BC.build()
49: else
50: SET local_model TO LSTM_MC.build()
51: end if
52: CALL local_model.compile(loss, optimizer, metrics)
53: CALL local_model.set_weights(global_weights)
54: CALL local_model.fit(devices_data[device],
55: epochs=local_epochs, verbose=verbose)
56: SET end_time TO time.time()
57: SET rtime TO (rtime
58: + (end_time - start_time))
59: SET scaled_weights TO scale_calculate
60: (local_model.get_weights(),
61: devices_data, device)
62: CALL scaled_local_weight_list.append
63: (scaled_weights)
64: CALL tensorflow.keras.backend.
65: clear_session()
66: end for
67: SET round_time TO round((rtime / users), 4)
68: PRINT(round_count, round_time)
69: SET average_weights TO
70: scaled_total_weights(scaled_local_weight_list)
71: CALL global_model.set_weights(average_weights)
72: SET (_loss, _accuracy, _precision, _recall, _f1) TO
73: test_model(X_test, y_test, global_model, arc)
74: withopen(history_file, "a", encoding="UTF-8")

as file:
75: file.write("(" + round_count + ")
76: (" + round_time + ")
77: (" + _loss + ") (" + _accuracy + ")
78: (" + precision + ") (" + recall + ")
79: (" + f1 + ") \n")
80: if _accuracy EQUALS acc OR _accuracy GREATER THAN

acc then
81: BREAK WHILE
82: end if
83: end while
84: SET history TO history_load(history_file)
85: SET total_rounds TO len(history[’round’])
86: SET total_time TO round(sum(history[’time’]), 2)
87: PRINT(total_rounds, total_time)
88: RETURN history
89: END FUNCTION

For federated models, make_federate, which is the func-
tion where every transaction takes place, also includes some
other functions. One of them is the data_shuffle function. For
a better understanding of federated model training, it would
be appropriate to provide information about this function.
It performs fragmentation and mixing of the X_train and
y_train data allocated for training, according to the specified
number of users (users) and batch size value (bs), in accor-
dance with the architecture specified in the arc parameter.
For each round, the data are shuffled as if each user pro-
duces new data, and the shuffled data are shared among the
specified number of users using the IID (independent and
identically distributed) method. According to this method,
when the data set is divided into a certain number of parts,

a sample reflecting the general distribution of the data set
before the division is obtained in each part.

In general, this study proposes a federated learning sys-
tem that works under optimum conditions. Therefore, it is
aimed to provide one of these optimum conditions with the
IID method. Non-IID method is also used in the federated
learning study [110]. Non-IID is a method in which the dis-
tribution of the data before division is not preserved. In the
process of dividing the data using this method, some differ-
ences occur in terms of distribution between the resulting
parts. While some parts contain some classes more heavily,
other parts may consist of data that does not contain some
classes at all. This subject can be explainedmore clearly with
a simple example. For example, let’s say a data set consisting
of 100 rows and two classes that can be expressed as 0 and
1 is used. Considering that in 100 rows of data, 30 data rep-
resent class 0 and 70 data represent class 1, it is understood
that the ratio (i.e., distribution) of 0 classes to 1 classes in
this data set is 3/7. No matter how many parts this data set
is divided into, if the distribution between 0 and 1 classes is
preserved in each part with a ratio of 3/7 as in the whole data,
this data set is divided by the IID method. In all other cases,
the data can be said to be split using the Non-IID method.

With the IID method, after the data are distributed by pre-
serving the current distribution of the data set, the data for
each user are predetermined. Thus, the stage of producing
local models on local devices begins. It is possible to see
the codes that perform this operation in the scope of the for
loop in the make_federate function. Then, the model param-
eters of all local models are combined and the global model
is updated. The global model is tested with reallocated test
data, and the accuracy value of the model is calculated. If the
accuracy value of the newly updated global model is equal
to or higher than the targeted accuracy value, the training of
the relevant federated model is completed.

5 Results and Discussion

In this study, 22 basic models configured in 4 different deep
learning architectures, with and without a federated learn-
ing approach, and a total of 28 models were developed in the
whole study when variant models were added for experimen-
tal purposes. In this section, we first analyze the performance
of the base models in detail. Then, additional evaluations are
made about the effects of the variant models on the study.
This section analyzes the performance of the base models in
detail. Table 5 shows the architecture of each base model,
whether it has a federated learning approach, the number of
users of the federated model and how many rounds it takes
to train the federated model.

In addition, since the mini-batch method is used in model
training, the batch size value for each model and the amount
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of data corresponding to this value are also included. Finally,
the total number of seconds each model training takes for a
user, considering all rounds, is also included.

When analyzed in terms of various parameters and met-
rics, Table 5 contains a large amount of important findings
related to the study. The first and most striking observation
is that all federated learning models in the same architec-
ture achieve the same accuracy values as all non-fed models.
This is an empirical result that proves the effectiveness and
applicability of the federated learning paradigm. This result
eliminates the need to collect all the data on a central server,
which is often used in classical machine learning. This is
an important advantage, especially for applications where
data privacy is critical. In this context, the federated learning
approach provides a precise solution that does not compro-
mise model performance while ensuring data privacy.

The ability of federated learning to achieve similar accu-
racy rates as non-federated methods fundamentally relies
on the effectiveness of the optimization processes of local
models. In non-federated models, all data are collected on
a central server, whereas in federated learning, users share
only the model parameters trained with their own data. This
approach, especially in cases of homogeneous data distri-
bution (IID), enhances performance by integrating the rich
information from the combination of local models into a
global model. Additionally, the FedAvg algorithm used in
federated learning successfully maintains model accuracy at
a level close to central methods by evenly assessing contri-
butions from different users. When all models with FNN-BC
architecture are compared with each other, it is possible to
observe that rounds and training time increase as the number
of users increases. This is a natural result and is generally
observed in all models with equal local epochs. However,
this increase is not proportional. When comparing Models 5
and 6, there is a twofold increase in the number of rounds,
while there is a more than twofold increase in the training
time.

Comparing Models 2 and 3, despite the doubling of the
number of users, the number of rounds increased by only 1
and the training time decreased instead of increasing, which
reveals the complexity of the convergence dynamics of the
model. This is an exceptional case. Many factors can be
suggested as to why this is the case. One of them is the ran-
domization of the initial weights and other random factors.
A poorly tuned initial model, when user data are involved,
can cause training to start from a very wrong point, causing
the local model to converge more slowly and thus requiring
more rounds. Whether the model converges to a local opti-
mum or the speed of convergence is variable can also affect
the number of rounds and hence the training time [5, 26].

Another interesting result about federated models in the
FNN-BC architecture is the low training time. It was deter-
mined that the training times of all federated models except

model 6 with 128 users in the same architecture were less
than the training time of the non-federated model. More-
over, these federated models trained with more data and
consumed less time. This finding shows that the federated
learningmodels performing binary classification in this study
demonstrate effective performance in terms of data distribu-
tion and scalability.When the findings obtained frommodels
with LSTM-BC architecture are examined, it is seen that they
are generally similar to the findings in the FNN-BC architec-
ture. As the number of users increases, the number of rounds
and training time increase are the first striking similarities.
The fact that these increases are not proportional is also a
situation encountered in federated models in the FNN-BC
architecture.

When we compare all federated learning models that per-
form binary classification, it is possible to see that all of them
have very small round values, not exceeding 30. The main
reason for this situation is that the models have low com-
plexity. Binary classification models with a small number of
neurons and layers confirmed that the training processeswere
completed in a short time. When binary classification FNN
and LSTM architectures are compared, it has been deter-
mined that LSTM-based models consume more time than
FNN. The most well-known reason for this is that LSTM-
basedmodels have amore complex structure thanFNN-based
models. Therefore, due to this complexity, training LSTM
models requires more time. On the other hand, LSTM con-
tains more parameters than FNN and LSTMmodels keep the
information of previous steps for each time step while work-
ing on the data, which are other factors that slow down the
training process. There are many studies in the literature that
specifically discuss this issue and include the comparison of
LSTM and FNN models [14, 54, 72, 85].

Table 5 contains a lot of information about federated and
non-fed models that performmulticlass classification as well
as binary classification. The training of multiclass non-fed
models was more challenging (let’s use the word challenge)
than that of binary non-fedmodels. In this respect, it would be
appropriate for a better understanding of the subject to give a
little more detail about the procedures performed during the
training process of multiclass non-fed models.

The fact that multiclass models require more neurons and
more layers in order to achieve a reasonable accuracy, neces-
sitated the search for an appropriate number of neurons and
layers. In this respect, after a series of tests, the architecture
with the minimum possible number of neurons and layers
was created and multiclass non-fed models were built. First,
FNN-MC and LSTM-MC-based non-fed models were con-
structed and then federated models using these architectures
were trained.

The goal of the FNN-MC-based non-fed model 13 is to
have as high accuracy as possible while avoiding overfitting.
In accordance with this aim, the validation dataset and early
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stopping method were used in the training process. Today,
there are many different techniques of early stopping. In this
study, the most widely known technique of early stopping
was used. The training was terminated at 520 epochs with
early stopping at the optimal moment of the training process,
i.e., at the first point where the validation loss starts to exceed
the training loss [66, 73]. The loss–epochs plot for Model 13
is shown in Fig. 8.

When the federated models in the FNN-MC architecture
are analyzed, a general increase in round and training time is
observed in parallel with the increase in the number of users,
just as in the architectures previously commented. However,
in the federated models in this architecture, a technique that
is not needed in binary classification models has been tried.
This technique is to increase the number of epochs in the
local models.

For example, the fact that the 8-user model 14 takes 422
rounds of training time compared to its equivalents in FNN-
BC and LSTM-BC (other 8-user federated models) suggests
that the number of local epochs could be increased. For this
purpose, three new models, called variant models, were con-
structed as derivatives of model 14. The values obtained as a
result of the tests with these three variant models are shown
in Table 6.

When Table 6 is examined, it has been determined that
there are decreases in round and training time with local
epoch values increased by variant models. The number of
rounds, which was 422 in Model 14, dropped to 43 in Model
14A, which is a variant model.When the training times of the
same models were examined, it was observed that there was
a decrease from 362.09 to 225.72. This shows that increas-
ing the number of local epochs can accelerate the training
of the federated model. However, in real-world applications
of federated learning, the processor power, disk capacity and
similar device-related features of the devices in the federated
system may be limited. For example, a device with insuf-
ficient processor power may experience various contraction
problems during the training phase of the local model if the
local epoch value is selected too high and it may take a long
time to develop the relevant model. In fact, it may not be
able to fully fulfill its duty within the federated system. In
this respect, it is important to choose the local epoch number
by taking such factors into consideration. Since all opera-
tions in this study are carried out in a simulation environment
installed on a single computer, increasing the number of
local epochs prevents the above-mentioned problems from
occurring. Since increasing the local epoch value to 20 in
the variant models of Model 14 gave successful and efficient
results, the local epoch value was used as 20 in all other fed-
eratedmodels in FNN-MC.When the round values ofmodels
15, 16 and 17 were examined, it was seen that all of them
were lower than the round value of model 14.

However, the effects of federated learning on communi-
cation load and training duration should be discussed. For
example, the increase in training time observed as the num-
ber of users increases can be reduced by techniques such as
optimizing the number of local epochs. In this study, model
variants were created to explore ways to achieve the tar-
get accuracy level with fewer communication rounds. For
instance, when examining the FNN-MC-basedModel 14 and
its variants, it was observed that increasing the number of
local epochs reduced the number of rounds, thereby opti-
mizing training time (Table 4). The implementation of such
techniques offers significant advantages for the real-world
applications of federated learning. Before LSTM-MC-based
federated models were trained, the non-federated model
(model 18) in this architecture was configured, as in FNN-
MC. Again, as in FNN-MC, the training of the non-fed
model was stopped at the most appropriate moment with
early stopping and the metric values were recorded. It has
been observed through comparisons whether LSTM-MC-
based federatedmodels alsomeet thesemetrics. In this sense,
the loss–epochs graph of model 18 is shown in Fig. 9.

When LSTM-MC- and FNN-MC-based federated models
are compared, it is found that there is a large increase in round
and training time for LSTM-MC-based models.

This result shows that LSTM models are not efficient,
especially for multiclass classification based on round and
training time. However, in terms of accuracy, FNN-MCmod-
els had an accuracy of 0.837, while LSTM-MCmodels were
higher with 0.845. In a real-world application, this relation-
ship between training time and accuracy should be evaluated.
When the round value of LSTM-MCmodel 19 was high as in
FNN-MC, variant models were created for model 19. Three
variant models were trained by gradually increasing the local
epoch values, and the results are shown in Table 7.

Table 7 shows that, just like the variants of Model 14,
there is a general decrease in round and training time values
with the increase in the local epoch value. Due to the com-
plexity of the LSTM-MC architecture, the number of local
epochs inModel 19 and the following LSTM-MC-based fed-
erated models is used as 10 instead of 20. The reason for this
can be explained in more detail as follows. There is a dif-
ference of approximately 30s between the training times of
Models 14B and 14C given in Table 6. There is a difference
of approximately 250s between Model 19B and 19C. Since
these training times are the sum of the time each user spends
in a given model over all rounds, it is possible to see that
the training time in the LSTM-MCmodels increases tremen-
dously as the number of users increases. Therefore, formodel
19 and subsequent federatedmodels, it was deemed sufficient
to take the local epoch value as 10 in order to save time in
the study. Loss–rounds plots of model 14 for variant models
are given in Fig. 10.
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Fig. 8 Loss–epochs plot for
Model 13 in the non-fed
structure

Table 6 Variant federated models of the model 14

Model Model architecture Learning type Users Rounds Local epochs Train time (s) Accuracy

14 FNN-MC Federated 8 422 1 362.09 0.837

14A FNN-MC Federated 8 130 5 239.95 0.837

14B FNN-MC Federated 8 66 10 196.61 0.837

14C FNN-MC Federated 8 43 20 225.72 0.837

Fig. 9 Loss–epochs plot for
Model 18 in the non-fed
structure

Figure10 shows that increasing the local epoch value
makes the loss–rounds graph simpler. This is considered as
an important result in terms of reducing the complexity of the
model and the oscillations in the graph. Loss–rounds plots
of the variant models of Model 19 are given in Fig. 11.

When we look at the graphs of the 19B model and the
19C model in Fig. 11, there is no difference as in the other
variant models. In other words, the graphs of model 19Bwith
a local epoch value of 10 and model 19C with a local epoch

value of 20 are very similar. This shows that there is a limit
to increasing the number of local epochs. Therefore, in order
to finish the study faster, the local epoch value is taken as 10
in all LSTM-MC models after model 19.

A confusionmatrix provides amore comprehensive analy-
sis of classifier accuracy, not just through a generalmetric like
accuracy, but also by showing errors such as false positives
and false negatives. However, in our study, while comparing
different models, our primary focus was on general perfor-

Table 7 Variant federated models of the model 19

Model Model architecture Learning type Users Rounds Local epochs Train time (s) Accuracy

19 LSTM-MC Federated 8 875 1 6267.96 0.845

19A LSTM-MC Federated 8 159 5 2827.83 0.845

19B LSTM-MC Federated 8 81 10 1858.88 0.845

19C LSTM-MC Federated 8 58 20 2120.10 0.845
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Fig. 10 Loss–rounds graphs of Model 14 and variant models

Fig. 11 Loss–rounds graphs of model 19 and variant models
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mance measurements (such as accuracy, precision, recall,
and F1-score) and evaluating the effects of federated learn-
ing. Therefore, detailed analyses like confusion matrices
have been included only in limited cases. For this purpose,
evaluations based on four different criteria were conducted,
resulting in a total of 6 confusion matrix graphs being drawn.

I. Confusion matrix based on highest accuracy A con-
fusion matrix can be drawn for models with the highest
accuracy. These models are important as they best repre-
sent the performance of the classifiers. In this sense, Model
1 and Model 7 (binary classification) have been considered
the most successful models in two different architectures.
Figure12 shows the Model 1 and Model 7 confusion matrix
separately.

When examining Fig. 12, it is possible to say that both
models demonstrated almost perfect performance. The pres-
ence of only 28 false positives and 28 false negatives between
the benign and Malware classes indicates that the models
achieved high accuracy in a balancedmanner for both classes.
This situation particularly highlights the effectiveness of the
optimization algorithms (Adam) and the loss function (binary
cross-entropy) used in binary classification problems. The
high rate of correct predictions and the low rate of incorrect
predictions for both models demonstrate their usability in
practical applications.

II. Different learning types (non-federated vs. federated
comparison) The comparison of non-federated Model 1 and
Federated Model 5 shows that federated learning exhibits
similar performance to non-federated methods. Both models
have the same accuracy rate (Accuracy: 0.999) and similar
numbers of incorrect predictions in their confusion matri-
ces (28 false positives and 28 false negatives). However,
the confusion matrix for Federated Model 12 (LSTM-BC,
Federated) shows slightly lower performance compared to
FederatedModel 5, with 38 false positives in the benign class
and 58 false negatives in the Malware class. This situation
indicates that an increase in the number of users and com-
munication delays can negatively affect federated learning
processes, especially in more complex networks like LSTM.
Confusion matrix for Models 5 and 12 can be seen in Fig. 13.

III. Multiclass vs. binary classification comparison Mul-
ticlass classification models (Model 13 and Model 18) have
lower accuracy rates compared to binary classification mod-
els (Model 1 andModel 7). For instance, the confusionmatrix
forModel 13 (DNN-MC, non-fed) shows a higher number of
false positives (3000) and false negatives (2900) particularly
in the benign class. However, a more balanced performance
is observed for Model 18 (LSTM-MC, non-fed); the num-
bers of false positives (2990) and false negatives (3000) in
the benign class are slightly lower.

This situation indicates that multiclass classification prob-
lems are more complex and that models make more errors in
these classes. Additionally, it may present an opportunity to

Table 8 Results for all basic models

Model Accuracy Precision Recall F1 Score

1 0.999 0.999 0.999 0.999

2 0.999 0.998 0.999 0.999

3 0.999 0.999 0.999 0.999

4 0.999 0.999 0.999 0.999

5 0.999 0.999 0.999 0.999

6 0.999 0.998 0.999 0.999

7 0.999 0.999 0.999 0.999

8 0.999 0.999 0.998 0.999

9 0.999 0.999 0.999 0.999

10 0.999 0.998 0.998 0.999

11 0.999 0.999 0.998 0.999

12 0.999 0.999 0.998 0.999

13 0.837 0.837 0.837 0.837

14 0.837 0.837 0.837 0.837

15 0.837 0.836 0.837 0.836

16 0.837 0.837 0.837 0.837

17 0.837 0.839 0.838 0.837

18 0.845 0.845 0.845 0.845

19 0.845 0.844 0.845 0.844

20 0.845 0.845 0.845 0.845

21 0.845 0.845 0.845 0.844

22 0.845 0.844 0.845 0.845

use more advanced techniques to improve the performance
of the "sparse categorical cross-entropy" loss function used
in multiclass classification. For Model 13 and 18, confusion
matrix can be seen in Fig. 14.

IV. The impact of different user numbers Comparing Fed-
eratedModel 5 (32 users) withModel 12 (128 users), a slight
decrease in performance is observed as the number of users
increases. Model 5, in a scenario with fewer users, demon-
strates very high accuracy in its confusion matrix with only
28 false positives and 28 false negatives. In contrast, Model
12 shows higher numbers of false positives (38) and false
negatives (58). This situation suggests that the convergence
speed of the network during federated learning may slow
down as the number of users increases, or inconsistencies
arising from communication costs could affect model perfor-
mance. The impact of increased user numbers may become
more pronounced, especially in more complex networks and
multiclass classification scenarios.

In this study, in addition to the accuracy metric, precision,
recall and f1 score metrics for the 22 base models were also
calculated and saved in the history files of the models. The
metrics for all base models are shown in Table 8.

when Table 8 is examined, it is seen that themetrics except
accuracy are almost the same as the accuracy value. It was
determined that there was only a change in a few models and
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Fig. 12 Confusion matrices for
Model 1 and Model 7

Fig. 13 Confusion matrices for
Model 12 and Model 5

Fig. 14 Confusion matrices for
Model 13 and Model 18

a maximum change of around 0.001. The fact that the metric
values are so close to each other shows the robustness of all
22 models.

When the experimental findings in the history files of the
models were examined, it was observed that the training of
many models (especially multiclass models) could be com-
pleted more quickly if the accuracy value was sacrificed.
For example, model 14, which had an accuracy value of
0.837, remained in training for 422 rounds to achieve this
accuracy value. But if the accuracy value is sacrificed by
0.001, 408 rounds, it has been determined that if 0.007 is
waived, the training of the relevant federated model may be
completed within 325 rounds. This emerges as an important

finding in terms of reducing the number of communications
with the central server, especially in real-world applications
of federated learning. Because each round corresponds to a
connection to the central server.

The technique, which can be explained as early termi-
nation of federated model training, is similar to the early
stopping technique used when training classical deep learn-
ing models. If training a federated model faster is more
important than deviating from the accuracy value by around
0.001, it is anticipated that using this technique in such a
study may be beneficial. Table 9, where the early stop round
values and early stop accuracy values of multiclass federated
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Table 9 Round and accuracy
values of some multiclass
federated models that were
stopped early

Federated MC models Last round Last accuracy Early stop round Early stop accuracy

14 422 0.837 408 0.836

325 0.830

14A 130 0.837 127 0.835

100 0.830

14B 66 0.837 65 0.836

52 0.830

14C 43 0.837 41 0.835

39 0.830

15 65 0.837 60 0.836

52 0.830

16 100 0.837 96 0.832

93 0.830

17 280 0.837 250 0.836

192 0.830

19 875 0.845 804 0.844

670 0.840

19A 159 0.845 136 0.843

135 0.840

19B 81 0.845 75 0.841

56 0.839

19C 58 0.845 54 0.844

45 0.839

20 152 0.845 125 0.844

104 0.839

21 313 0.845 280 0.844

223 0.839

22 562 0.845 496 0.844

401 0.839

models are given, obtained from the findings in the history
files containing the experimental results, is as follows.

Binary classification models are not included in Table 9.
This is because the binary classification models in this study
are models that can be trained in a short time and have a
maximum of 30 rounds. It was thought that applying the
early stopping technique in federated models with binary
classification would not have much effect. Also, according
to Table 9, it is seen that generally, sacrificing the accuracy
value in variant models is not very effective. For example, in
model 14B, when the accuracy value was sacrificed around
0.001, only 1 round reduction was realized. When model
19C is analyzed, there was a decrease from 58 rounds to
54. The reason why the early stopping technique is not very
effective in variant models is that there is already enough
round reduction with the increase of the local epoch value.
However, in cases where it is desirable to train federated
models on local devices faster, since the local epoch value
will be taken as 1, in such federated systems, the accuracy

value can be sacrificed to some extent in order to reduce the
round values of the models.

After giving the details of this study, it can be compared
with other studies that have been done in the past. Table 10
lists the studies that used the CIC-MalMem-2022 dataset for
malware detection with binary and multiclass classification.

This study has a significant advantage among previous
similar studies. When examined in terms of binary classifi-
cation, a better performancewas shown than all other studies,
except for studies [55, 96]. These studies also reached a better
accuracy value than this study, only around 0.0001.

Considering the other achievements of this study, such
a small loss of accuracy is negligible. Because none of the
studies in Table 10 used the federated learning approach.
However, in this study, on the one hand, the classicalmachine
learning approach was used, like other studies, and on the
other hand, a broader perspective was offered to researchers
with the federated learning approach. Federated models also
reached all the accuracy values achieved by non-fed models.
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Table 10 Comparison of
studies using the
CIC-MalMem-2022 dataset and
non-fed approach studies

Study Classification Architecture Accuracy

Our proposed approach Binary FNN-BC 0.9999

LSTM-BC 0.9999

Louk and Tama [55] RF 1.0

Talukder et al. [96] XGBoost & RF 1.0

Smith et al. [91] Ada Boost 0.9999

Mezina and Burget [64] RF 0.99

Dener et al. [24] LR 0.9997

GBT 0.9994

NB 0.9841

Ghazi and Raghava [32] PSO & kNN 0.99

PSO & SVM 0.99

Naeem et al. [67] CNN & MLP 0.998

Our proposed approach Multiclass FNN-MC 0.837

LSTM-MC 0.845

Mezina and Burget [64] CNN 0.8353

While all other studies do not take data privacy into consider-
ation, this study achieved better accuracy than other studies,
and on the other hand, the protection of users’ sensitive data
was also ensured. This study was a study that tested more
different models and contained more information in differ-
ent areas compared to the related studies mentioned above.
When evaluated in terms of multiclass classification, there
are not many studies done before. Almost all malware detec-
tion studies carried out with the CIC-MalMem-2022 dataset
include only binary classification. Only study [64] includes a
multiclass classification example and has an accuracy value
of 0.8353. In this study, this accuracy value was exceeded in
both FNN- and LSTM-based models. Moreover, both non-
federated and federated learning-basedmodels showed better
performance in multiclass classification, reaching accuracy
values of 0.837 and 0.845, respectively.

Apart from the studies carried out with the CIC-MalMem-
2022 data set, there are alsomalware detection studies carried
out with different data sets. This study has significant advan-
tages when compared to studies using different data sets.
Table 11 shows studies carried out with different data sets
other than CIC-MalMem-2022.

In some studies, the results were only given as accuracy
or F1 score, so a comparison was made on these metrics.
According to this comparison, it is seen that our study is
more successful than all the studies given in Table 11 in
both metrics. In addition, all of the other studies given in the
table only performed binary classification. In this respect, it
is possible to say that our study is more successful.

6 Conclusion

in this study, the classification results obtained by feder-
ated learning-based models and traditional (non-fed) models
using the same deep learning architectures were compared
from various perspectives. Using the CIC-MalMem-2022
dataset, both malware detection (binary classification) and
malware type detection (multiclass classification) were per-
formed. Throughout the study, it was demonstrated that the
federated learning method could achieve similar accuracy
rates as traditional centralizedmethodswhile preserving data
privacy. The most successful non-fed model in binary clas-
sification achieved an accuracy rate of 0.999, while this
value was 0.845 for multiclass classification. These values
are shown as bold in Tables 10 and 11. Federated learning
models achieved the same accuracy rates while offering the
advantage of data privacy.

Traditional and federated learningmethods are considered
together using a recent dataset such as CIC-MalMem-2022.
In addition, the study is carried out in a simulation envi-
ronment. Simulation allowed issues such as performance
and scalability to be analyzed in a secure and controllable
environment before building a real system. This approach
is a valuable preparation for understanding the real-world
applicability of federated learning systems. Furthermore,
analyzing the effect of different numbers of users and local
epoch parameters provided clues to improve the scalability
of the system.

A mechanism called early round stopping was developed
to reduce the communication overhead and optimize the
training time in the federated system and variantmodelswere
designed to analyze the effects of this mechanism. With this
mechanism, the global model reaches the target accuracy
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Table 11 Comparison of studies using federated learning approach in detecting malware

Study Classification Dataset Architecture Metric

Our proposed approach Binary CIC-MalMem-2022 FNN-BC Accuracy: 0.9999

LSTM-BC F1: 0.9999

Lin and Huang [53] VirusTotal SVM Accuracy: 0.9167

Rey et al. [78] N-BaIoT SVM Accuracy > 0.97

Hsu et al. [42] Opera Mobile Store SVM Accuracy: 0.9345

Galvez et al. [30] MaMaDroid LiM F1: 0.95

Jiang et al. [44] Androzoo FedHGCDroid Accuracy: 0.913

Taheri et al. [95] Genome FedGAN-BK Accuracy: 0.9324

Pei et al. [71] DREBIN FedMalDE F1: 0.9764

level with fewer rounds. This can be considered as an impor-
tant step toward a faster and more efficient implementation
of federated learning.

While emphasizing the strengths of FEDetect, the study
also points to areas for future research. For example, a
scenario where the data distribution is homogeneous (IID)
was studied, but the effects of real-world data heterogeneity
(non-IID) remain an important research topic for FL mod-
els. Furthermore, this study was conducted in a simulation
environment and does not include the effects of real-time
communication and system delays. Therefore, how federated
learning will perform on more complex and heterogeneous
data sources is an important research area for future work.

It was observed that the computer system used during the
execution of the FEDetect simulation was very time consum-
ing. Federated models were tested with up to 128 users. In
future studies, federated learningmodelswithmore users can
be built to take advantage of faster computer systems.

For future studies, it is also recommended to test federated
learningmethods in real-world applications. For example, the
performance of an FL system with heterogeneous and real-
time data sources such as mobile devices or IoT systems can
be analyzed. Additionally, besides the FNN and LSTMmod-
els used in this study, newer deep learning architectures and
optimization algorithms can be examined. Especially, Non-
IID optimization techniques that address data heterogeneity
could further enhance the practical use of federated learning.

In conclusion, this work provides a valuable framework
for how federated learning can be applied while balancing
data privacy and model performance. Rather than real-world
applications, this simulation provides a solid foundation for
understanding the potential challenges of FL systems and
developing more effective systems.
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