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This thesis investigates the vulnerability of cross-silo Federated Learning (FL) systems
to gradient-based privacy attacks, particularly focusing on the reconstruction of private
image data from shared gradients. In cross-silo FL, a small number of relatively reliable
and stable entities—such as hospitals, banks, or research institutions—collaborate to
train a shared machine learning model without exchanging raw data. Each institution
(or silo) computes local model updates based on its private dataset and periodically
shares only gradients or model parameters with a central server, which aggregates them
to improve the global model. While this setup is designed to protect data privacy, recent
research has shown that gradients themselves can unintentionally leak information about
the underlying data.
To study this risk, we implement a gradient inversion pipeline based on the Deep Leakage
from Gradients (DLG) method, using a simplified linear reconstruction approach. Our
aim is to determine whether private images can be recovered from aggregated gradients
in a cross-silo setting. Uniquely, this work isolates Differential Privacy (DP) as the only
defense mechanism under evaluation, allowing for a focused analysis of its protective
effect. We assess the quality of reconstructed images using the Learned Perceptual Image
Patch Similarity (LPIPS) score, which captures perceptual similarity as judged by deep
neural networks.
To analyze the effectiveness of DP, we systematically vary the gradient clipping threshold
and Gaussian noise multiplier applied during Differentially Private Stochastic Gradient
Descent(DP-SGD), thereby controlling and reporting the privacy budget (epsilon) over
multiple training rounds. The reconstructed images are evaluated using LPIPS, allowing
us to quantify the extent of perceptual leakage under different privacy settings. In ad-
dition to evaluating leakage, we monitor classification accuracy across individual clients
throughout the federated training and testing process with and without the presence of
attacks, thereby highlighting the inherent trade-off between model utility and privacy
preservation.
Our results reveal that effective visual degradation (i.e., high LPIPS) begins to occur only
at extremely high noise levels, often resulting in ϵ values well below standard deployment
thresholds. This suggests that although DP can mitigate perceptual reconstruction un-
der aggressive noise conditions, achieving meaningful formal privacy guarantees remains
difficult in practice without compromising model performance. By isolating DP as the
defense mechanism and LPIPS as the evaluation tool, this study provides a focused em-
pirical exploration of privacy–utility dynamics in FL under linear reconstruction attacks.

Keywords: Federated Learning, Differential Privacy, Secure Aggregation, Gradient Leak-
age, Deep Leakage from Gradients, Privacy Preservation, Model Performance, Feder-
ated Systems
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1 Introduction

FL [1] enables multiple clients such as mobile devices or medical institutions to collab-

oratively train a shared model without transmitting raw data to a central server. This

decentralized framework is particularly attractive in sensitive domains such as health-

care and finance, where data confidentiality is critical. By ensuring that data remains

local, FL provides an inherent layer of privacy while allowing collective intelligence. In

cross-silo FL, it is typically assumed that the participating clients are a small number

of stable, semi-trusted organizations (e.g., hospitals or banks) with reliable network con-

nections and sufficient computational resources. These clients often hold non-overlapping

but complementary datasets and are expected to be available throughout training.

However, FL is not immune to privacy risks. Recent studies show that gradient up-

dates can leak sensitive information. Gradient-based reconstruction attacks—such as

DLG [2] and its variants—can recover raw input data from shared gradients, especially

those from shallow layers like imprint or fully connected layers. This raises serious con-

cerns when the central server is untrusted or compromised.

To counter such threats, Differential Privacy (DP) [3] has emerged as a leading de-

fense. In FL, DP is typically applied using DP-SGD [4], which involves clipping gradients

and injecting calibrated Gaussian noise [3]. In cross-silo FL and general machine learn-

ing, Differential Privacy (DP) limits the risk of exposing individual data by adding noise

to model updates. This ensures that the presence or absence of any single data point

has minimal impact on the final model. DP is commonly implemented through gradient

clipping and noise injection during training. While DP provides theoretical privacy guar-

antees, it often comes at the cost of degraded model performance, slower convergence,
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and reduced representational power—especially in low-data or heterogeneous settings.

Despite its promise, the interplay between DP parameters [5] (clipping threshold,

epsilon), model utility, and actual protection against gradient leakage remains underex-

plored. In particular, few studies have quantified how the level of Differential Privacy

(DP) affects perceptual leakage metrics, which measure how visually similar reconstructed

data is to the original. One such metric, Learned Perceptual Image Patch Similarity

(LPIPS)[6], uses deep neural networks to evaluate image similarity in a way that aligns

with human perception, providing a more realistic assessment of privacy leakage in image

reconstruction attacks.

Our work highlights a critical concern in this context: if the central server coordinat-

ing the federated process is compromised or untrusted—as can often be the case with

outsourced infrastructure or third-party coordination—gradient leakage attacks [7] can

be launched to reconstruct sensitive medical data from client updates [8]. This risk is

amplified by the fact that individual hospitals may not be aware of ongoing attacks or

lack the technical capacity to implement rigorous defenses [9]. The imprint-layer-based

architecture we investigate serves as a practical and interpretable attack surface, show-

ing how even shallow gradients can be used to reconstruct detailed patient information

[10]. In a gradient-based reconstruction attack, an adversary attempts to recover original

client data by solving an optimization problem that finds inputs whose gradients match

the shared gradients. This makes the attack not only feasible but also difficult to detect

in distributed systems where each client has limited visibility into the global process.

Linear leakage refers to a simplified form of gradient-based attack where input data is

reconstructed using a closed-form solution (i.e., an exact mathematical formula without

iterative optimization), typically by leveraging linear layers in the model. While linear

leakage or specific reconstruction attacks are intentionally designed and rely on architec-

tural modifications such as the imprint layer, they highlight a critical insight: privacy

leakage in FL is not merely a theoretical concern, but one that can manifest in prac-

tice—especially in scenarios where model components or training configurations have not

been rigorously evaluated for privacy robustness. In domains like healthcare, where FL



CHAPTER 1. INTRODUCTION 3

is increasingly proposed for sensitive medical imaging and diagnostics, it is unrealistic to

assume that practitioners or IT staff will rigorously inspect every architectural detail or

detect subtle design choices that could facilitate leakage. Many real-world deployments

rely on pretrained models or shared infrastructure where such components may be ab-

stracted away or obscured within packaged code. Even if the presence of certain layers

is known, the exact privacy implications—such as how a projection layer could enable

closed-form input recovery may not be well understood [11]. A malicious or careless

central coordinator could, for example, deploy a model with an imprint-like structure,

enabling data reconstruction which is a huge threat to privacy in medical settings. This

underscores the need for stronger default privacy mechanisms and architectural audits in

safety-critical federated systems.

Our study offers a practical pathway toward mitigating such threats. By analyzing

how DP mechanisms—specifically, gradient clipping and calibrated noise addition—impact

reconstruction quality and model accuracy, we equip practitioners with actionable insights

on how to configure FL systems under specific privacy budgets. Hospitals and other data

custodians can use these findings to set safe default privacy configurations, even in set-

tings where the central coordinator is semi-trusted or potentially adversarial. In this

way, our work contributes not only to the academic understanding of privacy leakage

but also to the real-world deployment of safer, more robust federated systems in criti-

cal domains like healthcare. Since FL remains an active and evolving area of research,

especially in privacy-critical domains like healthcare, this thesis addresses a timely and

novel challenge by combining gradient-based attacks with differential privacy defenses in

a federated setting. The approach demonstrates how data reconstruction can occur in

FL and how it can be effectively mitigated using differential privacy mechanisms, making

it highly relevant in the current context of cybersecurity threats targeting distributed

machine learning systems in hospital environments.

To address this, we systematically study the effect of gradient-based reconstruction

attacks on FL models and evaluate DP-SGD as a mitigation strategy. We simulate at-

tacks under varied privacy settings and analyze their impact on both client model training
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accuracy and reconstruction quality. We specifically examine how a malicious server can

degrade client model learning by inducing gradient-based linear reconstruction attacks

through targeted layer manipulations. The topic is socially, scientifically, and practically

significant, as it directly addresses the protection of sensitive patient data in real-world

healthcare systems using rigorous, scientifically grounded privacy techniques. Few exist-

ing works systematically analyze both attack and defense in such settings, making this

an ongoing and underexplored research question in the field. Our key contributions are:

• We investigate the vulnerability of FL to gradient inversion attacks, leveraging

imprint layers to improve interpretability of the leakage.

• We implement DP-SGD as a defense, systematically varying DP parameters, Clip-

ping Thresholds C and Epsilon ϵ, and evaluate their impact on both model accuracy

and privacy leakage.

• We use LPIPS to quantify reconstruction quality and provide a detailed character-

ization of the privacy–utility trade-off.

• We analyze how varying data volumes influence the privacy–utility trade-off in FL

with DP applied, in both the presence and absence of attacks.

• We evaluate the baseline performance degradation introduced by DP-SGD, inde-

pendent of attacks, to understand its direct impact on learning dynamics.

• We present a practical analysis demonstrating that, even after successful recon-

struction, applying DP-SGD with varied C and privacy budgets(ϵ) can substantially

mitigate leakage, offering actionable guidance for deploying privacy-preserving FL

in sensitive domains such as healthcare.

This study aims to guide the deployment of safer, more robust federated systems

in sensitive applications like healthcare, by providing practical insights on configuring

privacy protections under the presence of adversaries.
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1.1 Research Questions

This study investigates the privacy vulnerabilities of FL systems under gradient-based

reconstruction attacks, and evaluates the effectiveness of DP as a defense mechanism.

The following research questions guide our analysis:

1. Can a malicious server reconstruct private client data from gradient up-

dates in an FL setup using gradient inversion attacks (e.g., DLG with

imprint layers)?

This question explores how vulnerable client data is in standard FL when no ad-

ditional privacy protection is used. To test this, we apply a simplified version of

the DLG (Deep Leakage from Gradients) attack by modifying the model architec-

ture to include an imprint layer—a special linear layer designed to isolate gradient

information for easier reconstruction of input images.

2. How does the integration of DP affect the success of gradient-based re-

construction attacks?

We aim to understand whether applying DP mechanisms can mitigate such attacks

and protect client-level data from being reconstructed.

3. What is the impact of DP parameters—specifically the privacy budget

ϵ and gradient clipping threshold—on both model accuracy and attack

robustness?

This question focuses on quantifying the trade-offs between privacy and utility by

systematically varying ϵ and clipping threshold values. We analyze their effects on

model performance not only in the presence of gradient inversion attacks but also

under standard training without attacks, allowing us to isolate the direct impact of

DP on learning dynamics as well as its defensive capability against reconstruction.

4. To what extent do privacy-preserving operations (e.g., noise addition and

gradient clipping) affect the learning dynamics and final performance of

the global model?
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We assess how the application of DP alone, even without considering an attack

scenario, impacts the overall model convergence, stability, and accuracy.

5. How do FL Learning and DP interact, even in the absence of adversaries,

in shaping the learning outcomes and privacy guarantees?

This broader question examines the fundamental trade-offs introduced by the com-

bination of FL and DP, serving as a baseline to distinguish the additional effects

caused by reconstruction attacks.

Research Objective

The primary aim is not to improve the global model’s accuracy, but rather to investigate

whether—and to what extent—a malicious server can reconstruct client data in an FL

setup using such an attack. The focus is on evaluating the privacy implications of this

threat, analyzing its impact on model performance, and exploring whether integrating

differential privacy (DP) mechanisms can effectively mitigate the attack and protect client

data. Additionally, we aim to understand how the server-side attack influences client-

side learning by observing how client training and testing accuracy varies under attack

conditions, with and without DP applied. Beyond attack scenarios, we also study the

privacy–utility trade-off introduced by DP-SGD in FL when no attack is present, to isolate

and understand the direct effect of DP on model performance in federated settings.

1.2 Thesis Structure

This thesis is structured into eleven chapters. Chapter 1: Introduction outlines the

motivation, research questions, and structure of the thesis. Chapter 2: Literature Re-

view presents prior work on FL, DP, and adversarial attacks in FL systems. Chapter

3: Preliminaries introduces the foundational concepts of FL and DP, including why

privacy guarantees are critical in collaborative learning settings. Chapter 4: Threat

Model defines the attacker assumptions and details the imprint-layer-based reconstruc-
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tion pipeline, including CNN manipulation, closed-form inversion, and leakage quantifi-

cation.

Chapter 5: Methodology describes the experimental setup, including datasets,

model design, DP-SGD implementation, attack integration, and how privacy budgets

are computed and evaluated. Chapter 6: Results and Analysis presents client both

training and test performance and reconstruction leakage across varying privacy param-

eters and data volumes. Chapter 7: Discussion interprets key findings on the impact

of architectural choices, clipping thresholds, and noise on utility and privacy. Chapter

8: Conclusion summarizes core contributions. Chapter 9: Challenges and Limita-

tions discusses practical constraints. Chapter 10: Future Direction proposes further

research on scalability, utility enhancement, and stronger defenses. Finally, Chapter

11: Supplementary Materials presents extended visualizations and leakage results

over additional datasets including BreastMNIST, DermaMNIST, RetinaMNIST, and CI-

FAR10.



2 Preliminaries

This section introduces the foundational concepts of FL, DP, and their intersection, along

with an overview of privacy vulnerabilities arising from gradient and update sharing.

2.1 Federated Learning

FL is a decentralized machine learning paradigm that allows multiple clients (e.g., mobile

devices, IoT devices, or organizations) to collaboratively train a shared model without

exchanging raw data. This approach enhances privacy, reduces communication costs, and

enables learning from heterogeneous data sources.

2.2 Federated Learning Paradigms

Based on the type and reliability of participating clients, FL can be broadly catego-

rized into two paradigms: cross-silo FL and cross-device FL. Figure 2.1 provides a

conceptual overview of a typical FL workflow in the cross-silo setting.

2.2.1 Cross-Silo Federated Learning

Cross-silo FL typically involves a small number of stable, semi-trusted organizations—such

as hospitals, banks, or research labs—that collaborate over time to train a shared model.

This setting is characterized by:

• A fixed client population with consistent participation throughout training,

• Reliable network connectivity and synchronized communication,
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Figure 2.1: Illustration of a typical Federated Learning workflow in cross-silo settings.

• Access to high-quality, structured, and often sensitive data,

• Sufficient computational infrastructure on the client side.

2.2.2 Cross-Device Federated Learning

Cross-device FL, on the other hand, involves a large, diverse set of edge devices such as

smartphones or IoT sensors. These devices are typically less reliable and highly variable

in terms of participation. This setting is characterized by:

• A massive number of clients with intermittent availability,

• Unstable network conditions and asynchronous updates,

• Limited computational and battery resources,

• Non-IID (non-independent and identically distributed) and noisy data across de-

vices.
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FL follows an iterative training process consisting of the following steps:

1. Client Selection: A subset of clients is selected in each training round based on

availability, network connectivity, and computational capacity.

2. Local Model Training: Each selected client trains a local model on its private

dataset using optimization algorithms such as Stochastic Gradient Descent (SGD).

3. Local Model Upload: Instead of transmitting raw data, clients send their locally

updated model parameters (e.g., gradients or weights) to a central server.

4. Aggregation of Local Models: The server aggregates the received model updates

using an aggregation strategy such as Federated Averaging (FedAvg) [12].

5. Global Model Update: The aggregated model is updated and sent back to the

clients.

6. Iterative Training: The above steps are repeated for multiple rounds until the

model converges.

2.3 Differential Privacy

DP is a rigorous mathematical framework that ensures privacy preservation by limiting

the influence of any single data point on the output of a computation. It provides formal

guarantees against privacy leakage, even if an adversary has auxiliary knowledge.

A mechanism [5] M satisfies (ϵ, δ)-differential privacy if, for all datasets D1 and D2

differing by at most one element, and for all measurable subsets S ⊆ Range(M), the

following holds [3]:

P [M(D1) ∈ S] ≤ eϵP [M(D2) ∈ S] + δ. (2.1)

Here:

• ϵ (privacy budget) controls the privacy-utility trade-off.

• δ is a small probability of violating privacy guarantees.
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2.3.1 Importance of DP in FL

Although FL prevents direct data sharing, model updates still reveal private information

through membership inference and model inversion attacks [13]. DP enhances FL privacy

by introducing controlled noise and limiting the sensitivity of model updates.

• Adding Noise to Model Updates: Clients perturb their gradients before sending

them to the server. For example, DP-SGD modifies gradients as follows:

g̃ = g +N (0, σ2), (2.2)

where g is the computed gradient, and N (0, σ2) represents Gaussian noise.

• Gradient Clipping: To limit individual influence, the gradient thresholds are

clipped to a predefined threshold.

In the original DP-SGD work [5], the amount of noise added is:

Noise ∼ N
(︁
0, σ2C2I

)︁
(2.3)

where:

– σ = Noise Multiplier (sometimes called noise scale)

– C = clipping threshold (L2 threshold bound)

– I = Identity matrix (independent noise for each dimension)

In DP-SGD, the privacy budget ϵ depends on several key factors: the noise mul-

tiplier σ, the sampling ratio q = B
N

(where B is the batch size and N is the total

dataset size), the total number of training steps T , and the privacy failure proba-

bility δ. An approximate relationship under the subsampled Gaussian mechanism

is:

ϵ ≈
√︁

2T · log(1/δ) · q
σ

(2.4)
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Here, T is the number of training steps, δ is the target failure probability, q is the

sampling ratio, and σ is the noise multiplier that controls the scale of Gaussian

noise added to the gradients.

As evident from this expression, increasing the noise multiplier σ or reducing the

sampling ratio q results in a smaller privacy budget ϵ, thereby providing stronger

differential privacy guarantees. While this formula offers an intuitive understanding,

exact ϵ values are typically computed using advanced accounting techniques such

as the Moments Accountant [5].

Gaussian noise, proportional to the clipping threshold, is added to the aggregated

clipped gradients to sufficiently obscure the impact of any single data point [5], [14].

Thus, a larger clipping threshold results in a larger total noise — even if the noise

multiplier is small. The analysis of noise scaling in DP-SGD reveals that the total

noise added to the gradients is jointly determined by both the clipping threshold

C and the noise multiplier σ. This dynamic impacts privacy guarantees: a smaller

clipping threshold naturally reduces the influence of individual data points and

thus enhances privacy, but it also requires careful tuning of the noise multiplier

to maintain adequate noise levels. Conversely, a larger clipping threshold leaves

gradients more intact but demands proportionally larger noise to protect privacy.

Therefore, achieving strong DP requires balancing both the clipping threshold and

the noise multiplier to ensure sufficient noise masking while preserving model utility.

• Utility-Privacy Trade-off: Stronger DP guarantees (lower ϵ values) provide bet-

ter privacy but may reduce model accuracy. Adaptive noise calibration techniques

can mitigate this trade-off as these techniques adjust the amount of noise added dur-

ing training based on factors like gradient thresholds or training progress. This helps

balance privacy protection with model performance more effectively than fixed-noise

methods. We analyze the privacy-utility tradeoff for the MNIST dataset in both

attack and non-attack scenarios across 5 clients in the federation, as presented in

Table 6.2 in Section 6.



3 Literature Review

3.1 Federated Learning

FL has attracted substantial attention as a decentralized machine learning framework

that enables collaborative model training without exposing raw user data. A growing

body of research has explored the design principles, challenges, and diverse applications

of FL.

Li et al. [15] systematically categorized the key challenges in FL into four areas:

communication overhead, system heterogeneity, statistical heterogeneity, and privacy/se-

curity. To reduce communication costs, techniques such as local update strategies [16],

model compression [17], and decentralized training protocols [18] have been proposed.

Privacy-enhancing mechanisms have also been developed, including Secure Multiparty

Computation (SMC) [19] and DP [20].

In terms of architecture, FL is commonly deployed in a client-server setup, where a

central aggregator collects and updates the global model based on client contributions [21].

Alternative peer-to-peer architectures have been explored to increase robustness and elim-

inate reliance on a centralized coordinator [22]. Depending on data partitioning, FL is

typically classified into Horizontal FL (HFL), Vertical FL (VFL), and Federated Transfer

Learning (FTL) [23]. HFL involves clients with overlapping feature spaces but different

samples, VFL applies to cases where clients share users but differ in features, and FTL

is suited to scenarios where both features and samples are non-overlapping [24].

Various model aggregation strategies have been developed to improve FL’s perfor-

mance. The widely adopted FedAvg algorithm [16] suffers under non-IID data distri-
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butions. To address this, algorithms such as Scaffold [25] introduce control variates to

correct for client drift, while adaptive optimization techniques [26] dynamically adjust

server-side learning rates to improve convergence.

Privacy and security remain ongoing concerns in FL deployments. Secure aggregation

protocols [19] protect client updates from server inspection, and DP-based techniques [20]

inject calibrated noise to mitigate leakage risks. Homomorphic Encryption (HE) has also

been explored to enable encrypted computation on model parameters [27].

FL has found practical applications in numerous domains. In healthcare, it supports

privacy-preserving collaborations among hospitals for predictive modeling using electronic

health records [28]. In consumer settings, FL powers mobile keyboard prediction [29],

personalized recommendation systems [30], and coordination in autonomous vehicles [31].

Despite substantial progress, challenges persist in ensuring communication efficiency,

handling client heterogeneity, and achieving effective personalization. Future research

should aim to design scalable communication protocols, enhance robustness under non-

IID data, and develop adaptive personalization frameworks to meet user-specific needs.

3.2 Adversarial Threats in Federated Learning

Despite its decentralized nature, FL is vulnerable to privacy and security threats through

gradients or model updates shared between clients and the server. As mentioned in Table

3.1, common attack types in FL include:

• Model Inversion Attacks: These attacks aim to reconstruct input data by in-

verting outputs or gradients of a shared model, often leveraging access to confidence

scores or intermediate representations to approximate training samples [32], [2].

• Membership Inference Attacks (MIA): Conducted by a curious server or ma-

licious client, MIAs aim to determine whether a specific data sample was part of

the training set. They analyze model outputs or gradient patterns and can occur

during model querying or after observing model updates [13], [33].
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Attack Type Adversary
Role

Attack Mechanism When It Occurs Works

Model Inver-
sion (Gradient
Leakage)

Malicious
Client or
Server

Reconstructs training data
from shared gradients during
FL rounds, exploiting early-
layer representations.

During Gradient
Exchange (Train-
ing Phase)

[32], [2]

Membership
Inference At-
tack (MIA)

Curious Server
or Malicious
Client

Determines if a specific sam-
ple was in training set by an-
alyzing model outputs or gra-
dients.

During Model
Querying or Up-
date Analysis

[13], [33]

Model Poison-
ing / Byzantine
Attack

Malicious
Clients

Sends adversarial or crafted
updates to either disrupt
training (e.g., random/erro-
neous gradients) or bias the
global model (e.g., back-
doors).

During Aggrega-
tion (Server-Side)
or Local Training

[11], [34], [35], [36], [37], [38]

Model Extrac-
tion Attack

External Ad-
versary (Black-
box)

Uses repeated queries to copy
the behavior or parameters of
a deployed model.

After Deployment
(Inference Phase)

[39], [40]

Evasion Attack Malicious
Client or
External Ad-
versary

Creates adversarial examples
that fool the model at infer-
ence without altering train-
ing.

After Deployment
(Inference Phase)

[41], [42], [43]

Table 3.1: Common FL attack types, attack mechanisms, and associated works

• Model Poisoning / Byzantine Attacks: Malicious clients submit crafted or

erroneous updates to corrupt or bias the global model. These attacks may introduce

backdoors, degrade performance, or destabilize training. They occur either during

local training or server-side aggregation [11], [34]–[38].

• Model Extraction Attacks: External adversaries, without internal access, can

perform black-box attacks by repeatedly querying the model after deployment. The

goal is to replicate the model’s parameters or behavior [39], [40].

• Evasion Attacks: These attacks are performed either by external adversaries or

malicious clients who craft adversarial inputs that cause incorrect predictions at

inference time, without modifying the training process [41]–[43].

In this work, we focus on model inversion (gradient leakage) attacks, where an adver-

sary attempts to reconstruct client training data from shared gradients. Our evaluation

specifically targets this vulnerability under different conditions, emphasizing how leakage

severity varies with privacy mechanisms and training configurations. Among inversion

techniques, we investigate linear leakage, a simplified attack strategy that reconstructs

input data using a closed-form solution (i.e., a direct mathematical computation with-
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out iterative optimization), typically enabled by inserting a linear imprint layer in the

model architecture. This approach highlights how even minimal gradient information, if

exploited effectively, can lead to significant privacy breaches in FL systems.

3.3 FL with DP

DP is a widely used mechanism in FL to ensure privacy by adding calibrated noise to

gradients or model updates before they are shared. Geyer et al. [20] introduced DP-

FedAvg, which adds Gaussian noise to aggregated updates, demonstrating strong privacy

guarantees but highlighting the trade-off between noise magnitude and model accuracy.

Recent advancements have explored adaptive noise mechanisms to balance privacy and

utility. Despite its effectiveness, DP often degrades model performance when privacy

budgets are tight, necessitating complementary techniques to maintain accuracy.

Recent research in privacy-preserving FL has proposed various approaches leveraging

DP to protect sensitive user data during decentralized training. Truex et al. [44] intro-

duced LDP-Fed, which applies local DP (LDP) for high-dimensional parameter updates

using selective perturbation and filtering. Triastcyn and Faltings [45] propose a Bayesian

DP approach offering tighter privacy bounds and improved model utility in FL. Choud-

hury et al. [46] present a FL framework with two levels of privacy for healthcare data,

maintaining performance on large-scale medical datasets.

Naseri et al. [47] investigate the use of both local and central DP to defend against ro-

bustness and privacy attacks in FL, revealing nuanced trade-offs in protection and utility.

Sun et al. [48] design a practical LDP mechanism that reduces variance and avoids high-

dimensionality issues in model updates. Hu et al. [49] focus on personalized FL with DP,

ensuring robustness to user heterogeneity and formal convergence guarantees. Finally,

Geyer et al. [50] propose a client-level DP approach to obscure individual contributions

in FL while preserving model performance with many clients.

These approaches can be broadly categorized based on where in the learning process

DP is applied (e.g., on the data, during training, or to the model itself) and how DP
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is implemented (e.g., locally at the client level, centrally at the server, or using more

advanced variants like Rényi DP [51]). Table 3.2 categorizes existing DP approaches in FL

based on the stage of application (data, training, or model level), while Table 3.3 classifies

them according to the underlying DP setting (local, central, or hybrid/advanced).

Application Stage Focus Area Representative
Works

Data-Level Privacy
Protection

Noise is added to raw data before training to
generate privacy-preserving datasets.

[52], [53], [54], [55]

Training-Time Pri-
vacy Mechanisms

DP is applied during model training, typi-
cally on gradients or model updates.

[56], [57], [58], [59],
[60], [61]

Model-Level Privacy
Preservation

Ensures the final trained model resists infer-
ence and reconstruction attacks.

[62], [63], [64], [65],
[66]

Table 3.2: Differential Privacy Applications in Federated Learning

DP Setting Focus and Approach Representative
Works

Local Differential
Privacy (LDP)

Noise is added on-device before data/gradient
sharing. No trust in central server. Common in
mobile/private FL.

[56], [57], [58], [59],
[60], [61]

Central Differential
Privacy (CDP)

Noise is added at the server or trusted aggrega-
tor after collecting exact client data/gradients.
Assumes trusted curator.

[52], [53], [62], [65],
[64]

Hybrid / Advanced
DP Variants

Uses advanced DP accounting or variants like
Rényi DP (RDP), f-DP, or compositions to bal-
ance utility/privacy.

[66], [54], [63]

Table 3.3: Classification of DP Techniques in Federated Learning by Privacy Setting

We adopt techniques from both Training-Time Privacy Mechanisms and the LDP

setting. Specifically, our approach adds calibrated noise to client-side model updates,

balancing privacy and utility without relying on a trusted aggregator.



4 Threat model

In our work, we consider a server-side linear leakage attack, inspired by the work of

LOKI [67], where an imprint layer is used to map the final layer activations to client-

specific representations. By analyzing these activations—available from shared model

updates—we estimate input reconstructions using a closed-form linear inversion, without

iterative optimization or access to individual gradients. We primarily test whether DP

can mitigate the gradient leakage attack introduced by LOKI [67], rather than proposing a

new attack. While the approach for LOKI [67] claims to break privacy even under FedAvg

and secure aggregation by avoiding the limitations of gradient mixing, our results show

that such leakage is significantly reduced when DP is applied. Although the use of DP in

FL is not new, we position it as a practical and essential extension for evaluating the real-

world robustness of this attack. In future chapters, we will demonstrate that adjusting

the privacy budget (ϵ) and C substantially degrades reconstruction quality, effectively

mitigating the attack even under this strong threat model.

The attack used falls under the broader category of model inversion attacks, specifi-

cally focusing on a linear leakage setting. We exploit the imprint layer—a linear projec-

tion from deep representations to class prototypes—to reconstruct inputs from aggregated

updates. Unlike optimization-based attacks like DLG or iDLG, our method uses a closed-

form solution to recover input estimates, making it computationally efficient and practical

for FL. This work investigates the effectiveness of such linear reconstruction attacks and

their mitigation through DP. Figure 4.1 shows an overview of server-side privacy attacks

in FL.
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Figure 4.1: FL under Server-Side privacy attacks

4.1 Threat Model and Adversarial Assumptions

In this work, we assume a threat model in which the central server in an FL setup acts as

the adversary. While the server orchestrates the FL protocol—coordinating model dis-

tribution and aggregation—it is also capable of modifying the model architecture before

distributing it to clients. The server’s objective is to reconstruct private client data by

exploiting gradients observed from model updates, without requiring direct access to raw

training data.

Attacker Role: The attacker is the central FL server, assumed to be semi-trusted or

potentially adversarial. Before training begins, the server injects a malicious imprint

layer into the client model. This layer is specifically designed to embed structured,

interpretable activation patterns that leak information during backpropagation. Once

inserted, the modified model is distributed to all participating clients for local training.

Capabilities: The server can freely alter model architectures, observe pre- and post-

training parameters, and collect aggregated model updates after each training round.
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Although the server does not interact with raw data, it can analyze these updates to

extract signal patterns resulting from specific inputs processed during local training.

Limitations: The attacker does not have access to the private data stored on client

devices. There is no visibility into internal computations, intermediate activations, or

individual sample processing. The attack is limited to observing weight updates or gra-

dients derived from completed training rounds.

Timing of the Attack: The attack unfolds during the local training phase on the

client. As mini-batches are processed, the imprint layer silently produces sparse, struc-

tured activations. These activations influence the model’s gradients in a way that is both

predictable and recoverable. After training, the server receives the updated model and

computes the difference from its pre-training version, revealing gradient information tied

to specific input patterns.

Why the Attack Works: This attack is made effective by the linear leakage en-

abled by the imprint layer’s architecture and initialization. Each client receives a slightly

customized convolutional front-end, allowing the server to disentangle updates after ag-

gregation. The use of bounded activations ensures that only a few units (or bins) activate

per input, producing rank-1 gradient updates. These sparse, directional gradients leave

a unique and traceable signature, enabling accurate reconstruction without requiring it-

erative optimization.

Simply put, this attack works because the model is intentionally designed to leave

behind clues about the input data in its training updates. By using a special layer

(the imprint layer) and carefully chosen settings, each input activates only a small

part of the model called bins, which are fixed output slots that respond to different

input patterns. Because only one or a few bins activate for each image, the resulting

update is clean and easy to interpret. These patterns show up in the gradients shared

with the server, which can then be traced back to reconstruct the original input using

a direct mathematical method (closed-form reconstruction), meaning no guessing or
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optimization is needed—just solving an equation based on known values. The rest of this

section explains how each part of this design makes such leakage possible.

4.2 Attack Design: Model Manipulation and Closed-

Form Reconstruction

Building on the threat model defined earlier, we now describe how the server-side at-

tacker designs and executes the attack in practice. The core idea is to modify the client

model architecture in a way that intentionally produces structured, interpretable gradi-

ents during local training. These gradients leak sufficient information for the attacker

to reconstruct private training data from model updates, even when these updates are

aggregated across clients.

Our approach combines architectural manipulation with deterministic initialization

and sparse activation to enable efficient, closed-form gradient inversion. The attack

pipeline consists of the following components: (1) manipulating the CNN architecture

to simplify and linearize gradient flow; (2) introducing a custom imprint layer to project

features into sparse, reconstructible representations; (3) customizing the model per client

to allow post-aggregation disentanglement; and (4) reconstructing inputs algebraically

based on sparse bin activations. We detail each of these components below.

4.2.1 Manipulating CNNs for Gradient-Based Leakage

Convolutional Neural Networks (CNNs) are widely used in image classification due to

their ability to extract hierarchical feature representations from input images. In the

context of FL, CNNs are trained locally on private data, and clients share only model

updates (typically gradients or parameter differences) with a central server. While this

is designed to preserve privacy, it does not prevent all forms of information leakage.

In particular, gradients carry information about how the model output changes with

respect to input features, and under certain architectural conditions, these gradients can

be inverted to reveal input content.
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In our work, we deliberately manipulate the CNN architecture to make this leakage

interpretable and easily decodable. We simplify the model by using only a shallow con-

volutional layer followed by a fully connected projection layer. This reduces non-linearity

and creates a more transparent path from input to gradient. By applying a bounded

activation function such as HardTanh, we ensure that only a few output units (or “bins”)

activate for a given input. This sparsity produces clean and structured gradients that

can be linked back to specific input characteristics.

This controlled design enables us to trace which parts of the input were responsible

for activating specific units, making it feasible to reconstruct the original input from

shared model updates. The next section introduces the imprint layer—a customized

projection mechanism built on top of this architecture—which plays a central role in

enabling efficient, closed-form input reconstruction from aggregated gradients.

4.2.2 Imprint Layer: Sparse, Reconstructible Feature Projection

The imprint layer is a linear projection that maps deep feature representations to a fixed

number of class prototypes or “bins.” In this work, it is implemented using a small

convolutional layer followed by two fully connected layers, with a hardtanh activation

in between. This design enables our attack to exploit linear relationships between input

features and output gradients for reconstruction. In summary, the term "imprint layer"

refers to this interpretable projection layer, inspired [68] by its role in storing input-

specific activation bins that can be reconstructed from gradients. This term is crucial for

designing the custom binning architecture designed for leakage analysis.

4.2.3 Closed-Form Linear Reconstruction & Bin Guided Recon-

struction

Instead of using iterative optimization methods like DLG or iDLG [2], we recover input

estimates directly from aggregated gradients using closed-form [69] linear algebra. This is

enabled by the imprint layer’s deterministic initialization and sparse activation behavior.

Specifically, the first fully connected layer (FC1) projects flattened convolutional features
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into a fixed number of “bins,” where each bin corresponds to a linear combination of input

features. The activation function (HardTanh) constrains bin outputs between 0 and 1.

During training, the model is constructed such that, for a given input, only one or

a few bins activate (i.e., their pre-activation values fall within the (0,1) range). These

“active bins” directly indicate which FC1 weight vectors contributed to the observed

gradient update. Since FC1 weights are pre-initialized using quantiles of the training data

distribution and scaled to produce interpretable gradients, the activation of a single bin

results in a rank-1 gradient that can be algebraically inverted to recover the corresponding

input. This sparsity in activation ensures that individual data points leave a distinct and

decodable imprint in the gradient, enabling efficient and accurate reconstruction from

aggregated updates.

When only one or a few bins activate for a given input, the corresponding gradient

update becomes simple and well-structured. Each activated bin directly reflects how a

specific portion of the input contributed to the model’s output. Since the imprint model

is carefully initialized and the weights are known, the gradient associated with an active

bin effectively points in the direction of the original input.

Because only one bin is typically active, the resulting update is not mixed with other

signals, making it easy to isolate and reshape into an image. This allows the attacker to

reconstruct the original input accurately by directly interpreting the gradient, without

needing iterative optimization. The approach is fast, effective, and works even when

updates are aggregated across multiple clients.

4.2.4 Client-Specific Model Customization

To maintain attack viability under aggregation, each client receives a customized version

of the imprint model. Specifically, the convolutional kernel is altered for each client

to ensure that their gradient updates activate disjoint channels. This customization

helps preserve client-specific leakage patterns even when updates are averaged during

aggregation, enabling reconstruction of inputs on a per-client basis.
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4.2.5 Gradient Aggregation and Attack Robustness

In typical FL, client updates are aggregated at the server—usually via simple averaging.

While aggregation is often seen as a defense against leakage, our model customization

and sparse bin activation mitigate this defense. Because each client activates unique con-

volutional channels and uses disjoint imprint bins, their individual contributions remain

separable in the global update. Thus, even aggregated gradients can be deconstructed

into identifiable components for reconstruction.

4.2.6 Leakage Quantification

To measure the fidelity of reconstructed images, we use LPIPS (Learned Perceptual Image

Patch Similarity), a perceptual similarity metric that captures high-level visual similarity

based on deep features. LPIPS is more aligned with human perception than traditional

pixel-wise metrics like PSNR (Peak Signal-to-Noise Ratio) or SSIM (Structural Similarity

Index Measure). In our evaluation, we report LPIPS scores under various DP settings

to analyze how noise impacts the attack’s effectiveness. The underlying principles and

implementation details of LPIPS are discussed in Section 5.6, while experimental results

across different ϵ values and clipping thresholds are presented in Section 6.3 for the

MNIST and PathMNIST dataset. Additional results for other MedMNIST datasets are

included in the Appendix.



5 Methodology

5.1 Experimental Setup, Dataset Selection and Config-

uration

We evaluate the vulnerability of FL systems to gradient leakage attacks using a vari-

ety of image classification datasets. Our main experiments focus on MNIST [70] and

PathMNIST [71], while CIFAR-10 [72], RetinaMNIST [71], BreastMNIST [71], Blood-

MNIST [71], and PneumoniaMNIST [71] are included in the supplementary materials.

Each dataset is preprocessed to ensure compatibility with our model architecture and

training setup.

Data Sampling and Client Partitioning: A fixed number of samples is randomly

selected from each dataset’s training set and evenly distributed across five simulated

clients. In attack-based experiments, each client receives exactly 64 images, yielding

320 training samples per run. While standard FL scales well with full datasets, such

a configuration becomes computationally infeasible under reconstruction attacks, which

require tracking and storing per-step gradients, activations, and model states. To keep

the attack tractable on limited hardware, we restrict the number of samples per client,

while still preserving the key features of decentralized learning.

Class Balance and Client Organization: To ensure that client datasets are repre-

sentative of the overall label distribution, we sample from all available classes and enforce

approximate class balance. Each client trains independently on its local subset without

accessing other clients’ data, preserving the decentralization property of FL. We also

analyze per-image pixel intensity statistics to establish dataset-specific baselines. These
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statistics are later used for initializing the activation binning mechanism within our model

architecture.

Dataset Selection Rationale: The datasets chosen for our experiments are widely

used benchmarks in the FL literature, representing both natural and medical imaging do-

mains. MNIST and CIFAR-10 are canonical datasets in computer vision, frequently used

in federated settings due to their simplicity and ubiquity in evaluating baseline meth-

ods. The MedMNIST suite, which includes PathMNIST, RetinaMNIST, BreastMNIST,

BloodMNIST, and PneumoniaMNIST, is specifically curated for lightweight biomedical

image classification tasks and provides a practical testbed for simulating privacy risks in

healthcare applications. These datasets offer diverse image characteristics (e.g., grayscale

vs. RGB, small vs. complex structures) and task types (e.g., digit recognition, tissue

classification, disease detection), making them ideal for studying gradient leakage under

varying data modalities and client configurations.

These datasets were chosen not only for their prominence in FL research but also for

their suitability in simulating both cross-device and cross-silo federated settings as demon-

strated by many works. While they are not inherently partitioned by institution or user,

their structural and semantic diversity allows us to model decentralized learning environ-

ments where data is non-overlapping across clients. In particular, the medical datasets

from MedMNIST reflect real-world applications where sensitive data is distributed across

healthcare providers, even though we simulate this scenario by manually partitioning

the data. Meanwhile, MNIST and CIFAR-10 provide controlled settings for analyzing

the effects of reconstruction attacks and mitigation strategies under different levels of

data complexity. This combination enables us to systematically study attack effective-

ness, privacy-utility trade-offs, and the broader applicability of defense mechanisms in

practical federated deployments.
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5.2 Image Preprocessing

All images across datasets undergo a standardized preprocessing pipeline to ensure com-

patibility with the model architecture and to support consistent evaluation across modal-

ities. The steps are as follows:

• Resizing: Images are resized to a fixed square resolution that matches the expected

input size of the model (e.g., 28× 28 for MNIST, 32× 32 for CIFAR-10).

• Center Cropping: When needed, images are cropped at the center to maintain

a uniform spatial dimension, preserving the most relevant features in the middle of

the image.

• Tensor Conversion: Images are converted into PyTorch tensors, scaling pixel

values into the range [0, 1].

• Normalization: To improve activation balance and support symmetric learning

behavior, all images are further scaled into the range [−1, 1] using the transforma-

tion:

imagenorm = image× 2− 1

• Channel Handling: For grayscale datasets like MNIST, the single channel is

retained. For similarity-based metrics like LPIPS which require 3-channel inputs,

grayscale images are duplicated across three channels during evaluation only.

This preprocessing ensures uniformity across datasets with varying characteristics and

maintains consistency for both model input and visual quality assessments.

5.3 Model Architecture and Training Procedure

We employ a lightweight and interpretable neural network architecture, inspired by im-

print layers, designed to enable gradient-based reconstruction analysis in a FL context.

The model consists of three key components: a convolutional layer, a binning-based fully

connected layer (FC1), and a final reconstruction layer (FC2). The initial convolutional
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layer uses client-specific filters, scaled by a factor of 500 to control the signal magnitude.

This is followed by a bounded Hardtanh activation in the range [0, 1]. The first fully

connected layer projects the flattened feature map into a discretized bin space, and the

second reconstructs the output back into a vector matching the original image dimen-

sions. The number of bins per client is fixed at 256, corresponding to four times the local

batch size. This compact architecture allows for precise control over gradient behavior

and supports interpretability in privacy-focused evaluations.

Training Configuration: Each client trains locally for 15 communication rounds

(epochs), with 10 local iterations per round. For the attack setup, each client is assigned

only 64 images due to computational constraints during reconstruction. We use the SGD

optimizer with a learning rate of 0.1. All training is performed using PyTorch [73], and

models are run on GPU when available, defaulting to CPU otherwise. The architecture

is kept shallow to balance computational feasibility and reconstruction observability. In

one FL experiment without attack, we use the entire dataset per client to compare global

model performance against the 64-sample setup.

DP Integration: To simulate privacy-preserving FL, we apply DP-SGD at each

update step. Gradients are clipped using a configurable ℓ2 threshold and perturbed with

Gaussian noise, scaled by a user-defined noise multiplier. These hyperparameters are

systematically varied to examine their effects on both privacy leakage and model utility.

Staged Experimental Design: We conduct a series of four core experiments to

evaluate the interplay between model performance and privacy vulnerability:

1. Standard FL (Full Data): We first train the model using the full dataset per

client, with no privacy constraints, to establish a performance baseline under ideal

conditions.

2. Standard FL (Small Batch): Next, we limit each client to only 64 images and

observe the resulting drop in accuracy due to reduced data diversity and underfit-

ting.

3. FL with DP and No Attack: We also assess the predictive performance of the
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model under DP without applying any attack, highlighting the utility loss caused

purely by the privacy mechanism using varying data volumes.

4. FL with Gradient Leakage Attack: We then apply a gradient-based recon-

struction attack in the small-batch setting, quantifying the extent of image leakage

from client updates in a non-private setup.

5. FL with DP and Attack: Finally, we introduce DP into the training pipeline and

repeat the attack to evaluate how clipping and noise injection impact both image

reconstruction and training accuracy/learning of the clients.

Privacy-Utility Trade-off: To study the effect of varying privacy budgets, we sys-

tematically adjust the DP parameters, C and ϵ. This allows us to measure how changes

in the effective privacy level (ϵ) influence both the quality of reconstructed images and

model utility. These evaluations are performed across multiple datasets, including natural

and medical image domains, to ensure generalizability of our findings.

5.4 Calculation of ϵ and DP-SGD Mechanism

To measure the formal privacy guarantee of the noise injection process during training,

we compute the DP budget ϵ using a widely used analytical approximation proposed by

[5]. This formulation estimates the cumulative privacy loss when training with mini-batch

SGD combined with Gaussian noise — known as DP-SGD.

5.4.1 Epsilon Computation via Analytical Approximation

In our experiments, we estimate ϵ using the simplified analytical formula [5]:

ϵ =

√︁
2T log(1/δ) · q

σ
(5.1)

Here,

• T is the total number of training steps, computed as T = dataset size
batch size × epochs,
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• q is the sampling ratio per iteration, defined as q = batch size
dataset size ,

• δ is a small failure probability, typically set as δ < 1
n
, where n is the training set

size.

• σ is the noise multiplier.

5.4.2 Illustrative Example

In our case, we train on a dataset of size n = 320 (5 clients × 64 images each) due

to computational complexity of implementing the attack, with batch size B = 64, and

epochs E = 15. In this way, the total number of steps becomes:

T =
⌊︂ n
B

⌋︂
× E =

⌊︃
320

64

⌋︃
× 15 = 5× 15 = 75

Sampling probability:

q =
64

320
= 0.2

Now, with a noise multiplier σ = 10−9 and δ = 10−5, the privacy budget is:

ϵ =

√︁
2 · 75 · log(1/10−5) · 0.2

10−9
≈
√
2 · 75 · 11.51 · 0.2

10−9
≈ 18.53 · 0.2

10−9
≈ 8.31× 109

This very high ϵ value indicates that essentially no meaningful differential privacy

guarantee is provided at such a low noise level. This aligns with the near-perfect image

reconstructions observed in this regime.

5.4.3 DP-SGD Gradient Perturbation

During training, each client’s gradient is first clipped to the fixed threshold C:

g ← g ·min

(︃
1,

C

∥g∥2

)︃
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Then Gaussian noise is added:

g ← g +N (0, σ2C2)

To enforce differential privacy, we apply noise and gradient clipping locally at each

client before model updates are shared. This ensures that all gradients are privatized

prior to aggregation, aligning with the DP-SGD protocol.

5.4.4 Epsilon in Context

In our experiments, we deliberately explore a wide range of privacy budgets (ϵ) — span-

ning from strong to weak privacy settings — to identify at what point perceptual privacy

begins to emerge. Our results show that LPIPS [6] scores remain low under weaker pri-

vacy, indicating that reconstructed images closely resemble the originals and substantial

leakage is possible. As privacy strengthens (i.e., as ϵ decreases), LPIPS scores increase,

reflecting more distorted and less accurate reconstructions. This highlights that weak

privacy guarantees can still permit effective image reconstruction, revealing a gap be-

tween formal privacy metrics and actual visual protection. We also observe correspond-

ing fluctuations in model accuracy, where stronger privacy often reduces utility while

weaker privacy preserves or even improves predictive performance. We further explore

this privacy-utility tradeoff in Section 6.

5.5 Concurrent Attack Execution

The attack operates in tandem with the training process. By examining discrepancies

between the original and updated model parameters, the attacker identifies which neurons

are activated by specific inputs. These identified activations are subsequently exploited

to reconstruct the input images. This methodology highlights the vulnerability of FL to

privacy breaches, even when raw data remains unseen.

To simulate the attack, we store the model weights before and after training. The

aggregated gradients for each client are inferred from the weight deltas. Using knowledge
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of the network structure and the client’s data allocation, we isolate the relevant subset

of gradients and reconstruct input images using a linear inversion strategy. This is done

by mapping the weights of the FC1 layer back into image space and interpreting them as

image approximations.

5.6 Image Reconstruction and Evaluation

In this work, the primary perceptual metric used to assess reconstruction quality is the

LPIPS [6] metric. LPIPS is a deep feature-based metric designed to measure perceptual

similarity between image pairs in a manner that better aligns with human visual judgment

than traditional metrics such as PSNR or SSIM. Unlike pixel-wise losses, LPIPS computes

distances in the feature space of a pretrained convolutional neural network (e.g., AlexNet

or VGG), where perceptually meaningful structures are more robustly captured. In our

experiments, we use the VGG-based variant of LPIPS, which relies on fixed, pretrained

weights learned from human-annotated image similarity judgments, as introduced by

Zhang et al. [74]. This makes it particularly suited for evaluating how “recognizable” or

visually faithful a reconstructed image is to its original, even in the presence of adversarial

noise or blurring. LPIPS scores are collected for every image successfully reconstructed

(i.e., those with unique activation patterns), and averaged to assess leakage per client

and per configuration.

Formally, given two images x and x′, the LPIPS score is defined as:

LPIPS(x, x′) =
∑︂
l

wl · ∥fl(x)− fl(x
′)∥22 (5.2)

where fl(x) represents the activation of image x at the l-th layer of a fixed feature

extractor (typically a pretrained deep network), and wl are scalar weights learned to align

the feature differences with human perceptual preferences. The LPIPS metric therefore

captures semantic-level distortions rather than raw pixel-wise deviations. A lower LPIPS

score indicates that the reconstructed image is more perceptually similar to the original,

and conversely, a higher score reflects stronger distortions or privacy-preserving degrada-
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tion.

In the context of privacy-preserving FL, LPIPS provides an effective quantitative

signal for visual leakage. When attackers attempt gradient inversion or reconstruction

attacks, lower LPIPS scores imply that the attack was successful in recovering perceptu-

ally accurate images from shared model updates, posing a privacy risk. Conversely, high

LPIPS values suggest that privacy mechanisms (such as DP noise or aggressive gradient

clipping) have successfully disrupted reconstructive fidelity. In this study, we leverage

LPIPS to evaluate and compare privacy leakage across datasets, ϵ and C, revealing how

design choices in privacy budgets directly impact perceptual exposure and client accura-

cies.

While LPIPS is used to capture perceptual similarity, we also concurrently analyze

client-level classification accuracy on both original and reconstructed images. This pro-

vides an additional axis of evaluation for privacy-utility trade-off: for instance, a low

LPIPS score might indicate strong visual leakage, but if reconstructed images still yield

poor classification accuracy, the practical risk to user-level inference may be mitigated.

Together, LPIPS and classification accuracy form a comprehensive framework for mea-

suring both visual fidelity and functional leakage in federated systems under adversarial

reconstruction threats.

Both Algorithm 1 and Algorithm 2 begin with a standard FL setup, where the global

dataset D is partitioned among N clients. Each client independently trains a shallow,

interpretable neural network composed of a convolutional layer, a binning-based fully con-

nected layer (FC1), and a final FC2 layer responsible for reconstructing pixel-level image

data. This architecture—referred to as the imprint layer—is specifically designed to fa-

cilitate reconstruction-based leakage analysis by retaining informative gradients. Clients

perform a fixed number of local iterations using mini-batches, compute gradients based

on cross-entropy loss, and update model parameters using the SGD optimizer. The model

weights are stored both before and after training to support reconstruction analysis.

Algorithm 1 outlines the training and attack process in a non-private setting. After

training, each client’s model weight delta ∆Wi—defined as the change in parameters
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Algorithm 1 Federated Training with Gradient-Based Reconstruction (No DP)

Input: Dataset D, number of clients N , batch size B, epochs E, steps T
Output: Reconstructed images x̂, LPIPS scores, accuracy logs

1. Split dataset D into D1, . . . ,DN

2. Initialize client models f1, . . . , fN with imprint structure
3. for each client i = 1 to N :

for each epoch e = 1 to E:
Store model weights W before

i

for each local step t = 1 to T :
Sample batch x from Di

Compute gradients ∇L
Update weights via optimizer

Store model weights W after
i

Send updated model W after
i to the server

4. Server aggregates all client updates into a global model
5. Server sends the updated global model back to all clients
6. for each client i:

Compute weight delta ∆Wi = (W after
i −W before

i )
for each bin b:

If bin b is uniquely activated:
Reconstruct image x̂b from ∆Wi[b]
Evaluate LPIPS(x̂b, xb)

Log client accuracy and LPIPS
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Algorithm 2 Federated Training with DP and Gradient-Based Reconstruction

Input: Dataset D, number of clients N , batch size B, epochs E, steps T , noise
multiplier σ, clipping threshold C
Output: Reconstructed images x̂, LPIPS scores, accuracy logs

1. Split dataset D into D1, . . . ,DN

2. Initialize client models f1, . . . , fN with imprint structure
3. for each client i = 1 to N :

for each epoch e = 1 to E:
Store model weights W before

i

for each local step t = 1 to T :
Sample batch x from Di

Compute gradients ∇L
Clip: ∇ ← ∇ ·min(1, C/∥∇∥)
Add noise: ∇ ← ∇+N (0, σ2C2)
Update weights via optimizer

Store model weights W after
i

Send updated model W after
i to the server

4. Server aggregates all client updates into a global model
5. Server sends the updated global model back to all clients
6. for each client i:

Compute weight delta ∆Wi = (W after
i −W before

i )
for each bin b:

If bin b is uniquely activated:
Reconstruct image x̂b from ∆Wi[b]
Evaluate LPIPS(x̂b, xb)

Log client accuracy and LPIPS
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before and after training—is computed. This delta is analyzed to extract information from

uniquely activated bins in the FC1 layer, which correlate with input-specific activations.

For each such bin, a corresponding image x̂b is reconstructed from the relevant portion

of the weight delta. The perceptual similarity between reconstructed and original inputs

is evaluated using LPIPS, and model accuracy is logged. This procedure quantifies the

extent of visual leakage possible in a FL scenario without any privacy-preserving defense.

In contrast, Algorithm 2 extends the training loop by incorporating DP through DP-

SGD. At each local update step, the per-sample gradients are clipped using a configurable

L2 clipping threshold bound C and perturbed with Gaussian noise scaled by a noise

multiplier σ. These operations are designed to limit the influence of individual data

samples on the model update, thereby reducing the risk of leakage. The attack procedure

is repeated identically, using the post-training weight deltas from differentially private

models. By comparing reconstruction quality and LPIPS scores between Algorithm 1 and

Algorithm 2, we evaluate the effectiveness of DP as a defense mechanism. Additionally,

by systematically varying the clipping threshold bound and noise multiplier (and thus the

privacy budget ϵ), we explore the trade-offs between privacy and utility across datasets.
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Figure 5.1: Client-Side workflow with optional DP and attack pipeline
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Figure 5.1 presents the client-side training and attack workflow in FL. Each client

trains its model using local data and updates the weights accordingly. A key branching

point in the workflow determines whether DP is applied. If DP is enabled, the client clips

the gradient to a fixed threshold and adds random Gaussian noise before updating the

model. If not, the model is updated using the raw gradients.

Regardless of whether DP is applied, the model weights before and after local training

are stored. By computing the weight difference, an attacker can analyze how specific

parts of the model—such as the imprint layer bins—are updated. If a bin is significantly

changed by only one input sample, it may be possible to reconstruct that sample using a

model inversion attack.
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Figure 5.2: Attack module for Reconstruction process
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Figure 5.2 illustrates the architecture of the attack module inserted before the original

model in the FL setup. This module is responsible for enabling gradient-based input re-

construction attacks. The pipeline begins with a convolutional layer that employs identity

mapping kernels, allowing the raw input image channels to be preserved and pushed for-

ward without distortion. This output is then flattened into a vector and passed through a

fully connected layer (FC1), which compresses the input into a lower-dimensional repre-

sentation. A HardTanh activation bounds these activations between 0 and 1, facilitating

interpretable activation patterns.

Following this, the FC2 layer projects the compact features back into the original

image shape, and a ReLU ensures non-negative output suitable for further processing.

The key insight behind the attack is that during training, gradients of FC1 weights

are sensitive to the input data and client-specific. By capturing these gradients, an

adversary can infer which activation bins were triggered and, in combination with the

fixed identity convolution, reconstruct approximate input images. The final output of the

attack module seamlessly connects to the original model, preserving the expected input

shape and ensuring compatibility during training.

5.7 Measuring Utility and Privacy

In addition to LPIPS-based leakage evaluation, we monitor the classification accuracy of

each client over training epochs. This allows us to assess how various DP configurations

(C, ϵ) impact learning performance. For each configuration, the privacy budget ϵ is

computed using an analytical formula based on the Gaussian DP model, taking into

account the number of training steps, batch size, sampling rate, and noise multiplier.

5.8 Visualization and Analysis

The final reconstructed images are visualized in grid layouts alongside their corresponding

ground-truth images to provide a qualitative understanding of leakage. Accuracy curves

are plotted for all clients to highlight convergence patterns. We also report key metrics
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such as the number of leaked images, average LPIPS scores, and computed ϵ values to

facilitate an end-to-end evaluation of both attack strength and defense effectiveness.

5.9 Application of DLG-Based Attacks and Mitigation

The DLG attack was introduced to demonstrate how training data could be reconstructed

from gradients in a collaborative FL setting. In its original form, DLG relies on iterative

gradient matching: an adversary initializes dummy inputs and continuously updates them

until the gradients they produce match the observed gradients shared by a client. While

powerful, this approach is computationally intensive and assumes access to the model

architecture.

In this work, we adapt the spirit of DLG through a simplified, linear reconstruction

pipeline tailored to the architecture under study. Instead of optimizing dummy inputs,

our attack directly analyzes how linear components (particularly the first convolutional

and fully connected layers) leak sensitive information via gradients. We apply this linear

leakage approach across multiple federated clients, storing and inspecting their aggregated

gradients after each local training iteration.

To mitigate this attack, we incorporate DP in the form of the DP-SGD algorithm.

Specifically, each client applies gradient clipping followed by Gaussian noise addition

before sending updates to the server. The two key hyperparameters—clipping threshold

and epsilon—are varied systematically to observe their impact on both LPIPS leakage

and classification accuracy. For each configuration, we compute the resulting privacy

budget (ϵ) using a standard analytical approximation [5].

By applying the attack across a range of DP settings, we identify thresholds where

perceptual reconstructions become unrecognizable, albeit often at the cost of model util-

ity. These findings highlight the importance of balancing privacy and performance and

show that while DP can substantially degrade reconstructions, meaningful formal privacy

guarantees (i.e., low ϵ) are hard to achieve without strong noise and aggressive clipping.



6 Results and Analysis

In this chapter, we present a comprehensive evaluation of our FL framework under dif-

ferent experimental conditions. We begin by assessing standard FL training performance

without any privacy mechanisms or attacks, using the full dataset (MNIST) per client and

then a reduced dataset of 64 images per client, to observe how client training accuracy

evolves under varying data volumes (Figure 6.1). We then analyze how FL test accuracy

changes under DP-SGD without attack, applying varying privacy budgets and clipping

thresholds for 500 images per client (Figure 6.2) and for a representative case with 64

images per client (Figure 6.3). Next, we shift focus to FL under attack, introducing

gradient-based reconstruction attacks and evaluating how training accuracy is impacted,

both without DP and with DP as a defense (Figure 6.4). The attack experiments are

limited to the 64-image-per-client setting due to the computational complexity of running

gradient-based attacks at scale; this small data volume further compounds learning chal-

lenges, as both the attack itself and DP noise exacerbate the difficulty of achieving high

utility. Building on this, we explore visual leakage through gradient-based reconstruc-

tions, comparing ground truth and recovered images with and without DP (Figure 6.5),

and systematically evaluate LPIPS-based reconstruction quality and client classification

accuracy under varying DP parameters (Figures 6.6–6.7). Finally, we extend the analy-

sis to medical datasets such as PathMNIST, highlighting leakage trends, privacy–utility

dynamics, and cross-domain findings (Figures 6.8–6.9). This structure allows us to first

characterize FL performance without attack, and then systematically analyze FL un-

der attack and attack mitigation strategies, providing a comprehensive view of learning

dynamics in both settings.
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We analyze both training and testing accuracy to provide a complete picture of how

different FL configurations affect learning. Training accuracy helps us understand how

well the model fits client data during local updates and aggregation, and how attacks

and defenses influence learning dynamics across rounds. Testing accuracy shows how

well the global model generalizes to unseen data across clients. This dual perspective is

essential for assessing both convergence and the real-world utility and robustness of FL

under privacy and attack conditions.

6.1 Federated Training Performance without Attack

Comparison of FL Training Accuracy(%) With Full and Limited Client Data:

Figure 6.1: MNIST Client training accuracy (Left: FL with 5 clients and full dataset,
Right: FL with 5 clients and 320 images total, i.e., 64 per client).

Figure 6.1 shows client-wise training accuracy for 5 clients over 25 communication

rounds using the MNIST dataset, comparing two FL setups. Both settings use the same

model architecture and training hyperparameters to enable fair comparison across all

subsequent experiments. In one case, clients train on their full local datasets(10000

training images per client and 1000 testing images per client), while in the other, each

client is limited to only 64 samples to simulate constrained learning. The notable findings

from client-wise training accuracy in FL without attack are as follows:

1. Full Dataset with Large Batch Enables Smooth Convergence: In the left

panel in Figure 6.1, clients train on their complete local datasets with large batch sizes.
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Training is stable and highly effective: all clients quickly reach over 90% accuracy, with

minimal variance. This outcome demonstrates that sufficient data volume and well-tuned

training configurations allow for fast, smooth convergence in FL.

2. Limited Local Data Severely Hinders Learning: In the right panel in Figure

6.1, each client is restricted to just 64 samples and trains using small batch sizes. The

resulting learning curves are noisy and exhibit high variance. Most clients remain below

55% accuracy even after 25 rounds. This degradation highlights the sensitivity of FL

systems to data scarcity and gradient instability caused by small batch training.

3. Consistent Architecture Highlights Sensitivity to Data Scale: Despite iden-

tical model architectures, optimizers, and aggregation strategies across both experiments,

performance differs drastically. This underscores the fact that training success in FL is

not just a function of the model but heavily depends on data scale and batch size.

4. Small Data Leads to Unstable Local Updates: With just 64 samples per

client, local training suffers from poor generalization and highly variable gradient updates.

These inconsistencies propagate through the aggregation process, making it difficult for

the global model to converge effectively.

5. Practical FL Requires Careful Data and Batch Size Design: These results

emphasize the importance of careful design when deploying FL systems in real-world

environments. Ensuring that clients have access to sufficient data, both in volume and

diversity is critical for stability, convergence, and overall model performance.
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Comparison of FL Test Accuracy (%) with DP-SGD across varying con-

figurations (500 images per client):

(a) C = 10, ϵ = 8.31× 1015 (b) C = 100, ϵ = 8.31× 1015

(c) C = 10, ϵ = 8.31× 1012 (d) C = 100, ϵ = 8.31× 1012

(e) C = 100, ϵ = 8.31× 106 (f) C = 10000, ϵ = 8.31× 106

Figure 6.2: MNIST client test accuracy over 25 federated rounds(epochs) with varying
DP configurations (500 images per client).
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The results shown in Figure 6.2 present MNIST client test accuracy over 25 federated

rounds, labeled as “epochs” in the figure, under different differential privacy (DP) con-

figurations. Each round corresponds to one global communication cycle, where clients

perform local training and send their updated models to the server. The server then

performs aggregation (FedAvg) to produce the new global model for the next round. The

accuracy is evaluated on each client’s private test set after each round to assess general-

ization performance. The plots capture how varying the clipping threshold C and privacy

budget ϵ affects learning dynamics, highlighting the balance between privacy protection

and model utility in DP-SGD. The notable findings from Figure 6.2 are as follows:

1. Impact of Privacy Budget: Higher ϵ values (weaker privacy, smaller noise)

consistently enable the model to learn effectively, with accuracy improving across

rounds. As ϵ decreases (stronger privacy, larger noise), model utility declines

sharply. In the lowest values of ϵ for our experiments, accuracy remains low and

fluctuates significantly, as DP noise overwhelms the gradient signal and hinders

meaningful learning.

2. Effect of Clipping Threshold: The clipping threshold C strongly influences the

interaction between gradients and DP noise. A small threshold (e.g., C = 10)

helps limit gradient magnitudes, which in turn reduces the impact of added noise

and stabilizes training. In contrast, a large threshold (e.g., C = 10000) allows

large gradients to pass through, causing excessive noise to be added, which severely

disrupts learning. The plots show that large clipping thresholds combined with DP

noise result in poor convergence and unstable accuracy.
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Comparison of FL Test Accuracy(%) With DP-SGD Using Limited Client

Data (64 Images per Client):

C = 10, ϵ = 8.31× 105, 64 images per client

Figure 6.3: MNIST client test accuracy over 25 federated rounds with DP-SGD using 64
training images per client (ϵ = 8.31× 105, C = 10).

Figure 6.3 illustrates the effect of data volume on FL performance under DP-SGD

when clients have only 64 training images each. Compared to the 500-image setting, the

accuracy is significantly lower and fluctuates throughout training. This demonstrates how

limited data availability amplifies the harmful effects of DP noise: with fewer examples,

gradient estimates are noisier, and the injected DP noise more easily overwhelms the

signal. The results highlight that data scarcity severely limits the ability of DP-SGD to

balance privacy and utility, making effective learning under strong privacy constraints

much harder in low-data federated settings. Other stronger privacy settings yielded even

lower accuracy, so only this representative case is shown.

Summary of Federated Training Performance without Attack:

The results demonstrate how model utility evolves across different FL configurations.

Plain FL with 500 training images or more per client achieves the highest accuracy and

most stable learning, as expected in the absence of privacy constraints. When the data

volume is reduced to just 64 images per client, plain FL performance declines, with slower

convergence and lower final accuracy due to the limited training signal. Introducing

differential privacy (DP) further impacts utility: FL with DP-SGD and 500 images per

client shows a clear privacy–utility trade-off, where increasing privacy (lower ϵ) through
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stronger noise or ineffective clipping thresholds leads to reduced accuracy. The impact

is even more pronounced when using DP with only 64 training images per client, where

the combination of data scarcity and DP noise severely limits learning capacity. These

findings highlight the importance of balancing data volume, clipping thresholds, and

noise levels to sustain utility in privacy-preserving FL. In the next subsection, we focus

on Federated Training Performance with Attack and Attack Mitigation, where we analyze

how training accuracy and reconstruction vulnerability are affected when gradient-based

attacks are introduced and various DP parameters are applied to defend against them.

6.2 Federated Training Performance with Attack and

Attack Mitigation

Comparison of FL Training Accuracy(%) Under Attack (Without DP vs.

With DP):

Figure 6.4: MNIST Client training accuracy under attack (Left: without DP, Right: with
DP (C = 10000, ϵ = 8.31× 109)).

Figure 6.4 presents a comparison between two FL scenarios where malicious influence

or inference is present. On the left, the setup includes an adversarial or poisoning attack

without any privacy-preserving mechanism. Although the accuracies remain somewhat

stable, they exhibit slow growth and divergence across clients, indicating the influence of

poisoned gradients or manipulative behaviors from certain clients. Some clients improve

gradually, while others degrade or remain flat, a sign of compromised update consistency.

It is important to note that the overall training accuracies remain low primarily due to
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the highly downsampled setting, where each client is trained on only 64 images. This

limited data severely restricts generalization, and thus the low accuracy should not be

interpreted as a direct effect of the attack or defense. In fact, with full MNIST, even

random guessing over 10 classes would yield around 10% accuracy, indicating that our

reduced setting operates well below this baseline due to its constrained scale.

The right plot shows a similar setup, but with DP applied with clipping threshold

10000, ϵ = 8.31 × 109 applied during training. Here, the training accuracy is signifi-

cantly lower and highly unstable across all clients. This degradation is due to the in-

jected DP noise, which disrupts the attacker’s influence but also reduces learning signal

strength—especially in already noisy or limited-data settings. The random fluctuations

and low convergence show the difficulty of balancing privacy, security, and performance

in adversarial FL environments.

Comparison of Image Reconstruction in FL on MNIST (Ground Truth vs.

Without DP vs. With DP):

Figure 6.5: Image reconstruction in FL on MNIST for a random client(Left: Ground
truth, Middle: Without DP, Right: With DP(C = 10000, ϵ = 8.31× 109)

Figure 6.5 compares reconstructions under standard FL (no DP) and DP-enabled

training. The notable findings from Gradient-Based Reconstruction in our FL setting

with and without DP are given below:

1. FL Gradients Without DP Reveal Sensitive Input Data: In the middle panel

in Figure 6.5, reconstructions from a non-private FL setup show that model gradients can

encode sufficient information to recover original input images. The reconstructed MNIST
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digits are sharp and easily identifiable, confirming the vulnerability of gradient-sharing

protocols in FL without any privacy protection. This leakage is especially pronounced

under small batch sizes and over-parameterized models, where precise directional updates

amplify inversion success.

2. Gradient Inversion Attacks Pose Real Privacy Risks: Such reconstruction

capabilities represent a serious privacy threat, particularly in applications involving sen-

sitive data like handwriting, medical images, or personal texts. The clear structure of

the digits in non-private settings indicates that gradients are not only informative but

also highly specific to individual training samples—thus violating user privacy despite

the absence of raw data sharing.

3. Differential Privacy Significantly Degrades Reconstructions: The rightmost

panel in Figure 6.5 shows reconstructions when DP is applied. These images are largely

unrecognizable, exhibiting visual noise or broken digit fragments. Here, black squares

indicate failed reconstructions where no meaningful image could be recovered. Hazy

images represent partial leakage, showing some structure but with significant noise or

distortion. This reflects stronger privacy at the black squares and moderate leakage

where images appear blurry. This degradation stems from the combined effect of gradient

clipping and Gaussian noise injection, which reduce the informativeness of per-client

updates. As a result, the attacker’s ability to reconstruct user inputs is significantly

impaired.

4. DP Strength Determines the Level of Protection: While DP reduces recon-

struction success, the effectiveness depends on the strength of the parameters used. In

some DP-protected examples, faint digit outlines remain visible, suggesting that noise or

clipping were not applied at their most stringent levels. This observation reinforces the

importance of tuning DP parameters properly to strike a balance between privacy and

model utility.
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5. Motivation for a Systematic Exploration of the Privacy–Utility Trade-off:

These qualitative results motivate the systematic evaluation in the following sections,

where we vary noise multipliers and clipping thresholds to observe their impact on both

privacy leakage (via LPIPS and visual reconstructions) and utility (via accuracy). The

privacy budget ϵ, derived from these settings, will serve as a reference point for analyzing

the effectiveness of DP in protecting user data in FL all throughout our thesis.

6.3 Reconstruction Quality under varying DP Param-

eters: MNIST & PathMNIST

The level of visual information leakage in FL reconstructions is influenced by both the

clipping threshold(C) and the DP budget (ϵ). To systematically interpret the relationship

between reconstruction quality and privacy, we categorize the observed LPIPS leakage

scores into privacy tiers, as summarized in Table 6.1. In this section, we analyze the

reconstruction behavior for the MNIST and PathMNIST datasets under varying DP set-

tings. Supplementary results for additional datasets including RetinaMNIST, CIFAR-10,

BreastMNIST, and DermaMNIST are provided in the appendix for further demonstra-

tion.

LPIPS quantifies perceptual similarity between original and reconstructed images;

lower LPIPS values (e.g., < 0.01) indicate highly accurate reconstructions and thus weaker

privacy. Conversely, higher LPIPS values (e.g., > 0.5) suggest strong privacy, where

reconstructions are heavily distorted or visually unrecognizable. While ϵ remains an

important parameter in controlling DP strength, LPIPS serves as a direct, perceptual

measure of privacy leakage, enabling a more practical interpretation of visual risk in FL.

LPIPS Range Comment Description
> 0.50 High privacy — reconstructions heavily distorted or noisy

0.35 – 0.50 Moderate privacy — partial leakage visible
0.01 – 0.35 Low privacy — reconstructions largely intact
< 0.01 Very low privacy — reconstructions highly accurate

Table 6.1: Interpretation of comments based on LPIPS leakage ranges
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6.3.1 Evaluating Reconstruction and Utility under varying Clip-

ping Thresholds and Privacy Budgets for MNIST

We report privacy leakage (with attack) and model utility (test accuracy without attack)

under separate conditions to ensure a fair and meaningful evaluation of the privacy–utility

trade-off. Applying a gradient-based reconstruction attack directly alters the learning dy-

namics by leaking gradient information and introducing linear leakage effects and there-

fore, measuring utility during an attack would mix up the effects of the attack and the

privacy mechanisms. By separating them, we can clearly see how DP protects against

leakage and how it affects normal model performance without attackers. As a result, if

we measured utility during an active attack, the observed accuracy would reflect both the

impact of the attack itself and the privacy mechanisms, making it impossible to isolate

the true cost of differential privacy (DP) on model performance.

Furthermore, we deliberately use a reduced client dataset (64 images per client) for

the reconstruction experiments. This is because gradient inversion attacks — especially

when combined with DP mechanisms — are computationally intensive and challenging

to run. The 64-image setting strikes a balance between computational feasibility and the

ability to demonstrate leakage effectively. At the same time, we evaluate model utility

(test accuracy) in a higher-data setting (500 images per client) to reflect more realistic

FL deployments and ensure the results represent how DP would affect learning without

adversarial interference. This design allows us to separately and clearly study how DP

mitigates privacy risks under attack and how it impacts model performance when no

attacker is present — which is typically the case in real-world applications requiring

privacy guarantees.
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(a) Ground truth (MNIST) (b) C = 10, ϵ = 8.31× 1015,

LPIPS = 0.3078

(c) C = 100, ϵ = 8.31× 1015,

LPIPS = 0.3231

(d) C = 10, ϵ = 8.31× 1012,

LPIPS = 0.5511

(e) C = 10000,

ϵ = 8.31× 1012, LPIPS =

0.5940

(f) C = 100, ϵ = 8.31× 106,

LPIPS = 0.5932

(g) C = 10000,

ϵ = 8.31× 106, LPIPS =

0.5961

Figure 6.6: LPIPS reconstructions on MNIST for a random client for varying ϵ and
varying clipping thresholds arranged by decreasing privacy budget ϵ (i.e., from least
private to most private).
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(a) C = 10, ϵ = 8.31× 1015 (b) C = 100, ϵ = 8.31× 1015

(c) C = 10, ϵ = 8.31× 1012 (d) C = 10000, ϵ = 8.31× 1012

(e) C = 100, ϵ = 8.31× 106 (f) C = 10000, ϵ = 8.31× 106

Figure 6.7: Client-wise classification accuracy on MNIST under varying clipping thresh-
olds and estimated privacy budgets (ϵ) with attack mechanism included.
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Epsilon Clipping
Thresh-

old

LPIPS Test
Accuracy

Comments

8.31× 1015 10 0.3078 0.75 Low privacy — recon-
structions largely intact;
Test accuracy remains
high as noise effect is
minimal

8.31× 1015 100 0.3231 0.75 Low privacy — recon-
structions largely intact;
Test accuracy remains
high as noise effect is
minimal

8.31× 1012 10 0.5511 0.45 High privacy — recon-
structions heavily dis-
torted or noisy; Test ac-
curacy moderately de-
graded due to DP noise

8.31× 1012 104 0.5940 0.25 High privacy — recon-
structions heavily dis-
torted or noisy; Test ac-
curacy significantly re-
duced by DP

8.31× 106 100 0.5932 0.06 High privacy — recon-
structions heavily dis-
torted or noisy; Test ac-
curacy severely degraded
under strong DP

8.31× 106 104 0.5961 0.05 High privacy — recon-
structions heavily dis-
torted or noisy; Test ac-
curacy severely degraded
under strong DP

Table 6.2: MNIST privacy–utility analysis: LPIPS leakage and client test accuracy under
varying ϵ and clipping thresholds.

The notable findings from our MNIST experiments(as demonstrated in Table 6.2,

Figure 6.7 and Figure 6.6) focusing on the effect of varying differential privacy parameters

such as clipping threshold and privacy budget (ϵ) are as follows:

1. LPIPS Leakage Reflects the Effectiveness of Differential Privacy: Table 6.6

presents the LPIPS leakage observed on the MNIST dataset across various combinations

of C and ϵ under the DP-SGD framework. LPIPS measures perceptual similarity between
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reconstructed and original images, with higher values indicating higher distortion and

stronger privacy.

A clear trend emerges: strong privacy—reflected in high LPIPS values—occurs

only when both the clipping threshold is small and the privacy budget (ϵ) is

tight (e.g., ϵ = 8.31 × 1012 or 8.31 × 106 with threshold = 10 or 100). These

configurations suppress sensitive gradient signals effectively, leading to highly distorted

reconstructions and degraded model utility. In contrast, large clipping thresholds

(e.g., 104) allow large-magnitude gradients to pass through, resulting in significant vi-

sual leakage even under stronger privacy settings. This demonstrates that both ϵ and the

clipping threshold must be carefully tuned to balance privacy and utility.

Additionally, moderate clipping with a large privacy budget (e.g., C = 100 and

ϵ = 8.31 × 1015) leads to poor privacy, reaffirming that noise alone is not sufficient.

These results emphasize that LPIPS-based leakage is governed by the interaction be-

tween clipping and the privacy budget, not by either factor alone.

2. Training Accuracy Degrades Under Strong Privacy Budgets: Figure 6.7

shows client-wise classification accuracy across different privacy configurations. We ob-

serve that settings with very large privacy budgets (e.g., ϵ = 8.31 × 1015) allow stable

convergence and higher final accuracy across clients, even with relatively tight clipping

thresholds like 10 or 100. In contrast, as ϵ is reduced to values such as 8.31 × 1012 or

8.31× 106, model performance degrades significantly—particularly when strong clipping

is applied. This indicates that stricter privacy comes at the cost of slower convergence

and lower utility, consistent with well-known trade-offs in differential privacy.

3. The Utility–Privacy Trade-off in Federated Learning: The classification re-

sults in our experiments, depicted by Table 6.2 clearly illustrate the fundamental tension

between privacy and model utility in FL. Configurations with large privacy budgets (e.g.,

ϵ = 8.31× 1015) and loose clipping thresholds (e.g., 100) result in minimal noise injection

and weak gradient clipping. This preserves gradient information, allowing the model to

converge effectively and achieve high test accuracy (around 0.75), but it leaves the sys-
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tem vulnerable to gradient inversion attacks, as shown by low LPIPS leakage scores and

highly accurate reconstructions.

Conversely, when stricter privacy configurations are applied—such as reducing ϵ to

8.31 × 1012 or lower, or combining tighter clipping thresholds (e.g., 10) with stronger

noise—the test accuracy degrades significantly (falling to 0.45, 0.25, or even 0.06). This

is because the stronger privacy constraints introduce substantial perturbation to the

gradients and suppress useful learning signals, making optimization harder on the test

data.

This behavior reflects the expected privacy–utility trade-off, but also highlights why

achieving a perfect balance is challenging: configurations that successfully block visual

leakage tend to impair model learning, while those that support strong test performance

leave client data vulnerable to reconstruction. Our results emphasize that both the

privacy budget and clipping threshold need to be jointly tuned to find an acceptable

middle ground for practical deployments.

4. Visual Privacy Risk Beyond Theory: Although ϵ is designed to quantify privacy

guarantees theoretically, our findings reveal a disconnect between these values and real-

world leakage potential. As shown in Figure 6.6, with extremely large privacy budgets

(e.g., ϵ = 8.31× 1015), reconstructed images remain visually precise and reveal sensitive

content as expected. As ϵ decreases, reconstructions degrade progressively. However,

leakage remains substantial until ϵ reaches lower values (e.g., 8.31 × 106), when recon-

structions collapse and become heavily noisy. In our experiments, we observed that

even relatively large privacy budgets (e.g., ϵ ∼ 106) provided strong visual protection,

with heavily distorted reconstructions. While theoretical guidelines typically recommend

ϵ < 10 for strong privacy, our results suggest that such strict thresholds may be overly

conservative in practice and for the implemented experiments, a very weak amount of

noise is enough to degrade the reconstructions.
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6.3.2 Evaluating Reconstruction and Utility under varying Clip-

ping Thresholds and Privacy Budgets for PathMNIST

We illustrate how reconstruction quality on PathMNIST varies with ϵ, highlighting the

trade-off between reconstruction level and privacy through LPIPS comparisons and cor-

responding privacy budgets.

The notable findings from our PathMNIST experiments, focusing on the effect of

varying DP parameters such as clipping threshold and privacy budget (ϵ) are as follows:

Epsilon Clipping Threshold LPIPS Comments
8.31× 103 10 0.5437 High privacy — reconstructions

heavily distorted or noisy
8.31× 105 10 0.3701 Moderate privacy — partial leakage

visible
8.31× 105 100 0.5421 High privacy — reconstructions

heavily distorted or noisy
8.31× 105 10000 0.5455 High privacy — reconstructions

heavily distorted or noisy
8.31× 106 1 0.0433 Low privacy — reconstructions

largely intact
8.31× 108 10 0.0010 Very low privacy — reconstructions

highly accurate
8.31× 108 10000 0.3623 Moderate privacy — partial leakage

visible
8.31× 1011 1 0.0013 Very low privacy — reconstructions

highly accurate
8.31× 1011 10 0.0004 Very low privacy — reconstructions

highly accurate
8.31× 1011 100 0.0004 Very low privacy — reconstructions

highly accurate
8.31× 1011 10000 0.0010 Very low privacy — reconstructions

highly accurate

Table 6.3: LPIPS leakage on PathMNIST under varying clipping thresholds, ordered
by increasing ϵ.

1. Strong Privacy Requires Both Tight Clipping and Small ϵ: Table 6.3 presents

LPIPS leakage scores under various combinations of clipping thresholds and privacy bud-

gets on the PathMNIST dataset. Strong privacy—reflected in high LPIPS values and

distorted reconstructions—is generally achieved only when both the clipping threshold is

low and the privacy budget (ϵ) is small. For example, clipping threshold = 10 paired with
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(a) Ground Truth
(PathMNIST)

(b) C = 1, ϵ = 8.31× 1011,
LPIPS = 0.0013

(c) C = 10, ϵ = 8.31× 1011,
LPIPS = 0.0004

(d) C = 100,
ϵ = 8.31× 1011, LPIPS =

0.0004

(e) C = 10000,
ϵ = 8.31× 1011, LPIPS =

0.0010

(f) C = 1, ϵ = 8.31× 107,
LPIPS = 0.0433

(g) C = 10, ϵ = 8.31× 108,
LPIPS = 0.0010

(h) C = 10000,
ϵ = 8.31× 108, LPIPS =

0.3623

(i) C = 10, ϵ = 8.31× 105,
LPIPS = 0.3701

(j) C = 100, ϵ = 8.31× 105,
LPIPS = 0.5421

(k) C = 10000,
ϵ = 8.31× 105, LPIPS =

0.5455

(l) C = 10, ϵ = 8.31× 103,
LPIPS = 0.5437

Figure 6.8: LPIPS reconstructions on PathMNIST for a random client for varying ϵ and
varying clipping thresholds arranged by decreasing privacy budget ϵ.
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ϵ = 8.31×103 yields an LPIPS score of 0.54, indicating high privacy, while ϵ = 8.31×105

results in 0.37, reflecting moderate privacy.

2. Large ϵ or Loose Clipping Leads to Severe Leakage: In contrast, configurations

with large privacy budgets or loose clipping yield highly accurate reconstructions and low

LPIPS scores—even at relatively high ϵ values. For instance, clipping threshold = 10 or

100 combined with ϵ = 8.31 × 1011 produces LPIPS below 0.002, indicating substantial

leakage. Surprisingly, even clipping threshold = 1 with ϵ = 8.31× 1011 achieves LPIPS =

0.0013, highlighting that visual leakage remains a concern at this level for our experiments.

3. Same ϵ Can Yield Different Privacy Outcomes: Notably, different configura-

tions with the same ϵ value can result in drastically different LPIPS outcomes due to the

interaction between clipping and noise. For example, both clipping threshold = 10 and

clipping threshold = 10,000 with ϵ = 8.31× 108 correspond to the same privacy budget,

but the former yields LPIPS = 0.0010 (very low privacy) and the latter yields LPIPS =

0.3623 (moderate privacy). This divergence shows that ϵ alone is not sufficient to evalu-

ate real-world privacy risk, especially in vision tasks. The clipping threshold significantly

influences the magnitude and structure of the gradients being shared, as larger clipping

thresholds allow more signal to pass through, potentially undermining the noise effect

and increasing privacy leakage despite identical ϵ values.

4. Implications for Medical Imaging Privacy: These results reinforce that LPIPS

is a useful perceptual metric for evaluating reconstruction risk. In datasets like PathM-

NIST, where medical images may reveal sensitive patterns, overlooking the proper tuning

of DP parameters can expose FL systems to high-fidelity reconstruction attacks. Ensur-

ing meaningful privacy requires a careful balance between clipping and noise, beyond

what ϵ suggests in theory.
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6.3.3 Empirical Analysis of Epsilon vs. LPIPS Leakage

Our experimental objective was to invert the conventional privacy analysis: instead of

fixing a target ϵ and adjusting noise accordingly, we held noise and clipping parameters

fixed and measured the resulting ϵ based on training settings and reported ϵ instead of

noise multipliers. In our PathMNIST experiments, by sweeping over ϵ values from ap-

proximately 8.31× 103 up to 8.31× 1015 and observing corresponding LPIPS scores, we

found that meaningful visual degradation (e.g., LPIPS > 0.3) only emerged at lower ϵ —

indicating stronger privacy. At higher ϵ values (e.g., 8.31× 1011 and above), reconstruc-

tions were highly accurate (LPIPS < 0.01), reflecting weak privacy guarantees despite

high numerical ϵ. In some configurations (e.g., ϵ = 8.31× 106 with large clipping thresh-

olds), reconstructions were heavily distorted and visually uninformative (suggesting good

practical privacy), yet the theoretical ϵ was still large. Our results show that in PathM-

NIST image-based federated learning tasks, high ϵ values frequently correlate with low

LPIPS and highly accurate reconstructions — highlighting privacy vulnerabilities even

when numerical privacy guarantees are theoretically acceptable.

Similarly, in MNIST, we observed that lower ϵ values (e.g., 8.31× 1012 or below) led

to meaningful visual distortion (LPIPS > 0.5), indicating high privacy, whereas higher

ϵ values (e.g., 8.31 × 1015) resulted in low privacy, with largely intact reconstructions

(LPIPS ≈ 0.3).

6.3.4 Notable Findings from LPIPS vs. Privacy Budget Analysis

1. LPIPS Increases with ϵ Across Datasets: Figure 6.9 presents two scatterplots

showing the relationship between the DP privacy budget ϵ, LPIPS leakage, and clipping

thresholds for the PathMNIST and MNIST datasets. A consistent trend is observed

in both datasets: as ϵ increases—indicating weaker privacy guarantees—LPIPS also de-

creases. This confirms that lower noise allows more informative gradients to pass through,

leading to reconstructions that are perceptually closer to the original data. Conversely,

settings with very low ϵ (due to strong noise) exhibit high LPIPS values, reinforcing the

protective role of noise in mitigating gradient-based privacy attacks.
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(a) MNIST: LPIPS vs Epsilon colored by
clipping threshold

(b) PathMNIST: LPIPS vs Epsilon col-
ored by clipping threshold

Figure 6.9: Comparison of LPIPS leakage vs. privacy budget (ϵ) under various clipping
thresholds for PathMNIST and MNIST datasets

2. C Significantly Affects Leakage: In both scatterplots, the color scale encodes the

clipping threshold magnitude. Settings with larger clipping thresholds (yellow hues) tend

to show higher LPIPS values, even when ϵ remains constant. This highlights that weak

clipping alone can undermine privacy, enabling visual leakage despite theoretically strong

privacy guarantees based on ϵ. On the other hand, tighter clipping (purple hues) restricts

gradient magnitude more effectively and contributes to better privacy protection—even

at relatively large ϵ values. These findings underscore that both clipping and noise must

be jointly tuned, as relying on ϵ alone may not ensure practical privacy.

3. The Threshold Effect and Limitations of ϵ alone: The visual trendlines sug-

gest a clipping threshold effect: once noise levels pass a certain point, LPIPS drops

sharply—yet the formal ϵ value may still remain relatively high (e.g., > 106). This ob-

servation raises concerns about relying solely on (ϵ, δ) values for assessing privacy risk in

deep learning, particularly for vision tasks.

Although we observe increasing reconstruction distortion as ϵ decreases, it is important

to note that the privacy budgets evaluated in this work are still considered extremely large

by differential privacy standards. Theoretical foundations of DP, as originally proposed

by Dwork et al. [3], suggest that acceptable privacy levels typically correspond to ϵ ≤ 1,
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while many applied deep learning studies adopt values below 10. In practice, even large-

scale deployments tend to restrict ϵ to below 50. By contrast, the smallest values tested in

our experiments remain orders of magnitude higher, and therefore do not meet theoretical

thresholds for strong privacy guarantees.

What is notable, however, is that despite these high ϵ values—formally considered

weak privacy—we still observe significant degradation in reconstruction quality and, in

some cases, complete protection against visual leakage. This unexpected result highlights

a gap between theoretical guarantees and empirical robustness, suggesting that differential

privacy may provide practical utility even in regimes beyond its conventional bounds.

4. Toward a More Practical Interpretation of DP: This analysis is not aimed

at certifying strict compliance with DP deployment standards, but rather at empirically

exploring the relationship between theoretical privacy guarantees and observable visual

leakage. The results highlight the limitations of interpreting ϵ in isolation and advocate

for combining perceptual metrics like LPIPS with (ϵ, δ) to assess practical privacy risk.

In vision tasks—where even small visual features can carry sensitive information—such

dual evaluation is critical for designing effective privacy-preserving learning systems.

6.3.5 Comparison with existing works

DLG introduced by [75], exposes vulnerabilities in FL by reconstructing client data from

shared gradients. Follow-up studies like iDLG improved reconstruction accuracy, reveal-

ing that gradient information often retains sensitive data. These findings underscore the

importance of protecting gradients using privacy-preserving mechanisms like DP or en-

cryption. However, the effectiveness of these defenses against gradient-based attacks is

still being actively studied, especially in multi-client FL scenarios.

Scale-MIA [76] proposes a latent space inversion attack designed to reconstruct train-

ing data from aggregated model updates, even under secure aggregation. Although the

method claims to be privacy-preserving, the released code relies on full access to raw

training data to simulate the attack, which contradicts the fundamental assumptions of
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FL. Additionally, although the paper asserts that only partial data is leaked, the qual-

ity of reconstructions degrades sharply when less data is available, indicating that its

effectiveness is tightly coupled to data volume and accessibility. In contrast, the origi-

nal DLG attack works by minimizing the distance between real and dummy gradients,

enabling reconstruction in centralized settings [75]. However, when applied to FL, DLG

fails because gradients are aggregated across clients, breaking the direct gradient-to-input

mapping and making optimization ineffective. The EPAFL [77] framework reinforces this

by showing that traditional DLG-based attacks are computationally inefficient and inef-

fective under realistic settings—particularly when client-level gradients are not directly

accessible. EPAFL does not consider fully decentralized gradient aggregation, limiting

its applicability to practical federated environments where such reconstruction is signifi-

cantly more constrained. LOKI [67] demonstrates large-scale data reconstruction in FL

by bypassing aggregation via customized parameters, leaking up to 86% of client data

in a single round. Since our work adopts a closed-form linear reconstruction approach

inspired by LOKI, our results demonstrate that applying DP can effectively mitigate the

attack. Specifically, even under relatively high privacy budgets (e.g., ϵ > 5 for our specific

experimental settings), the injected noise significantly distorts the gradients, rendering

LOKI-style reconstruction ineffective.

Our method adopts a closed-form reconstruction approach similar to LOKI [67], but

crucially demonstrates that can effectively break the attack. Unlike DLG [75] and iDLG,

which fail under gradient aggregation, and Scale-MIA [76], which assumes unrealistic

access to raw data, our method operates under practical federated settings without such

assumptions. Even with relatively high privacy budgets, the injected DP noise distorts

gradients enough to prevent meaningful reconstruction, addressing key vulnerabilities

highlighted by previous attacks while validating DP as a viable defense.



7 Discussion

7.1 Impact of Reconstruction Attacks on FL Perfor-

mance

The primary objective of this work was to explore how client model learning is affected

by reconstruction attacks in an FL setting, both with and without DP. Our experiments

demonstrate that the application of an imprint layer significantly degrades model perfor-

mance. Similarly, the incorporation of DP, while essential for privacy preservation, also

introduces noticeable utility loss.

7.2 Effectiveness of DP as a Defense Mechanism

To understand how DP influences the effectiveness of reconstruction attacks, we con-

ducted experiments using varying values of key DP parameters—specifically the clipping

threshold and the privacy budget (ϵ). These variations allowed us to observe the trade-

offs between privacy and utility in both attack and non-attack scenarios, and to quantify

how stricter privacy settings (i.e., smaller ϵ and tighter clipping thresholds) make it in-

creasingly difficult for attackers to reconstruct input data from shared gradients. Our

findings confirm that while stronger DP configurations offer better resistance against

reconstruction, they also result in higher degradation in model performance.

Our results show that even with very large ϵ values (e.g., ∼ 1011), utility can degrade

significantly due to the high noise multipliers used to implement differential privacy.

While this might suggest that ϵ alone does not fully reflect the practical cost of DP, it is
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also important to note that utility dropped even when the attack mechanism was incor-

porated, regardless of ϵ. This indicates that the interaction between DP, FL dynamics,

and the attack itself may contribute to the observed degradation, not just the magnitude

of ϵ. These findings reinforce the need for empirical evaluation, as the theoretical privacy

guarantee does not always predict real-world performance.

7.3 Training Scenarios and Their Impact

7.3.1 Effect of the Malicious Imprint Layer

The injection of the imprint layer introduces architectural changes and additional com-

putations, solely aimed at capturing activations for input reconstruction. This added

overhead distorts the natural gradient flow, leading to suboptimal weight updates and

reduced model accuracy. The imprint mechanism interferes with the task-oriented op-

timization process, causing slower convergence and degraded performance even in the

absence of any privacy defense.

7.3.2 Combined Effect with DP

When DP is introduced alongside the imprint layer, the distortions are compounded. DP

mechanisms—particularly gradient clipping and Gaussian noise addition—further obscure

the learning signal. As both the imprint layer and DP modify the gradient landscape,

the training becomes increasingly noisy and less effective, reducing the model’s ability

to generalize. This setup imposes a dual burden on the model: malicious architecture

interference and randomization from DP, both negatively affecting convergence.
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7.4 Accuracy vs. Privacy Trade-offs in DP-SGD

7.4.1 Gradient Clipping and Noise Injection

In DP-SGD, each gradient is first clipped to a fixed threshold bound C, and Gaussian

noise is added with standard deviation proportional to σ×C. The choice of C primarily

controls how much each gradient is scaled before noise is added, but it does not directly

determine the privacy budget ϵ. Instead, for a given noise multiplier σ, the privacy loss

depends on the ratio of noise to sensitivity (where sensitivity is set by C). A smaller C

clips gradients more aggressively, which can slow learning by limiting the useful signal.

A larger C clips fewer gradients, preserving more signal, but may require proportionally

more noise to maintain the same privacy guarantee — otherwise, the noise’s protective

effect is reduced. Importantly, if C is chosen excessively large relative to the natural

gradient thresholds, gradients may not be clipped at all, and unnecessary noise is added

without meaningful privacy benefit. Therefore, tuning C is about balancing gradient

preservation and efficient use of the privacy budget, rather than directly controlling ϵ.

7.4.2 Interplay of ϵ and clipping threshold

Our experiments demonstrate that higher privacy budgets (ϵ), which correspond to less

injected noise, lead to improved model accuracy but greater vulnerability to reconstruc-

tion attacks. Conversely, lower ϵ values (stronger noise) enhance privacy protection but

significantly hinder optimization and model performance. The clipping threshold serves

as a sensitivity control: larger clipping bounds allow more gradient signal to pass through,

but they require proportionally more noise to maintain the same level of privacy — other-

wise, the protective effect of the noise is diminished. This interplay between the clipping

threshold and noise is critical; improper tuning of these parameters can result in either

poor model utility or insufficient privacy protection.
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7.5 Performance of the DLG Attack with Imprint Lay-

ers

The DLG attack, when paired with the imprint layer, proved to be highly effective in

data recovery, especially when no privacy mechanism was in place. However, as DP

was applied with progressively stricter configurations, the quality of the reconstructed

images deteriorated significantly—highlighting DP’s role as a practical defense against

such attacks.



8 Conclusion

In this work, we investigated the vulnerability of FL systems to gradient-based reconstruc-

tion attacks, with a particular focus on the role of imprint layers and the effectiveness of

DP in mitigating such attacks. Our findings reveal that while the imprint layer amplifies

the success of reconstruction attacks, the application of DP—especially with carefully

selected clipping thresholds and privacy budgets—significantly reduces the quality of re-

covered data, offering a viable defense mechanism.

However, this comes at the cost of reduced model performance, highlighting the inher-

ent trade-off between privacy and utility. By varying DP parameters such as the clipping

threshold and ϵ, we were able to demonstrate this balance and quantify the protective

impact of DP against data leakage.

Overall, our study underscores the need for robust privacy-preserving techniques in

FL, particularly in scenarios involving sensitive data. Future work should aim to enhance

the scalability and generalizability of such methods while minimizing their impact on

model accuracy. Exploring more adaptive, personalized, or hybrid privacy strategies may

offer promising directions toward practical and secure FL deployments.



9 Challenges and Limitations

• Computational Overhead: Running gradient-based reconstruction attacks like

DLG introduced substantial computational overhead, particularly when combined

with differential privacy mechanisms and client aggregation across multiple feder-

ated rounds. This overhead made it impractical to conduct attack experiments at

large scales, such as with full datasets per client. As a result, we limited attack

experiments to the 64-image-per-client setting, which allowed us to keep computa-

tions tractable while still demonstrating the privacy risks and defense effectiveness.

We used 64 images per client (vs. 500) in privacy–utility and LPIPS trade-off

analyses because the high computational overhead of gradient-based attacks made

large-scale experiments infeasible. This limitation also created an opportunity to

study how data scarcity, DP noise, and attack interference collectively impact model

utility, highlighting the compounded challenges of achieving strong privacy without

severely degrading learning performance.

• Interpreting Practical Privacy at High ϵ Values: A key challenge in our ex-

periments is interpreting the practical impact of high privacy budgets (e.g., ϵ = 100

or above). While such values are typically considered weak from a theoretical differ-

ential privacy perspective, we observe that reconstruction quality already begins to

degrade around this range. As ϵ decreases further, reconstructions become increas-

ingly distorted or fail entirely. This suggests that meaningful visual leakage only

becomes apparent at extremely large ϵ values, highlighting a disconnect between

formal privacy guarantees and actual perceptual data leakage.

• Imprint Layer Limitations: Although useful for analyzing the impact of attacks,
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the imprint layer may not generalize well across different network architectures or

tasks, potentially limiting its broader applicability.

• Static Privacy Settings: The use of fixed DP parameters across all clients and

training rounds does not reflect the flexibility of adaptive or personalized privacy

mechanisms, which could better balance privacy and performance in practical de-

ployments.

• Scope and Generalizability: The study was conducted under controlled condi-

tions with a modest number of clients and simplified configurations. While sufficient

for demonstrating key findings, future work should explore more realistic settings

to validate scalability and robustness.



10 Future Direction

Building upon the findings of this study, several promising directions emerge for future

research:

10.1 Scalability and Experimental Extensions

• Client Scaling and Heterogeneity: Increasing the number of clients and varying

their data distributions can help assess the robustness of attacks and models under

more realistic, heterogeneous FL settings.

• Larger Models and Datasets: Evaluating deeper architectures on more complex

datasets can reveal whether increased model capacity and input diversity naturally

reduce leakage effectiveness.

• Extended Training with More Resources: Running longer training on larger

datasets using high-performance hardware would clarify how attack feasibility evolves

as clients contribute more data and gradients over time.

10.2 Improving Model Utility under Privacy Constraints

• Tighter Privacy Accounting: Using advanced frameworks like Rényi DP allows

for stronger utility by enabling tighter control over cumulative privacy loss across

rounds.

• Adaptive Privacy Mechanisms: Dynamically adjusting noise levels or gradient

clipping based on training sensitivity can improve the trade-off between privacy and
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accuracy.

• Efficient Communication and Sharing: Techniques such as knowledge dis-

tillation and selective update sharing can reduce leakage risk while maintaining

performance.

• Personalization and Local Adaptation: Personalized FL approaches, such as

partial model sharing or meta-learning, help sustain client-level accuracy even under

strict privacy budgets.

10.3 Developing More Realistic and Robust Attack Meth-

ods

• Enhanced Gradient Inversion: Strengthening existing attacks (e.g., DLG) through

multi-step optimization, better priors, or label recovery can expose deeper vulner-

abilities.

• Generative and Black-box Attacks: Leveraging GANs or diffusion models, and

designing attacks that require limited access to model internals, will better reflect

realistic threat settings.

• Cross-client and Temporal Inference: Exploiting aggregated gradients across

clients or training rounds can reveal long-term privacy risks often overlooked by

static analyses.

10.4 Designing Stronger Defense Mechanisms

• Gradient Obfuscation and Aggregation: Techniques like gradient masking,

selective sharing, and secure aggregation (e.g., MPC, homomorphic encryption)

reduce exposure to reconstruction.
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• Noise-Injection Strategies: Using structured or data-aware noise (e.g., dropout-

based or adaptive noise) can preserve learning while hindering attacks more effec-

tively than naïve Gaussian noise.

• Adversarial and Information-Theoretic Defenses: Incorporating adversarial

training or limiting mutual information between gradients and inputs can offer

stronger, model-level protection.

• Formal Privacy Guarantees: Pursuing certified or verified privacy bounds en-

sures robustness against adaptive attacks beyond empirical defenses.
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11 Supplementary materials

11.1 Effect of varying Parameters: Clipping Thresh-

old and Privacy Budget on Reconstruction Qual-

ity over additional datasets BreastMNIST, Der-

maMNIST, RetinaMNIST, CIFAR10

Dataset Epsilon Clipping Threshold LPIPS Comments

BreastMNIST 8.31× 109 10,000 0.4096 Moderate privacy
— partial leakage
visible

8.31× 1012 10,000 5.70e-05 Very low privacy
— reconstruc-
tions highly
accurate

DermaMNIST 8.31× 109 10,000 0.5007 High privacy —
reconstructions
heavily distorted

8.31× 1012 10,000 0.0010 Very low privacy
— reconstruc-
tions highly
accurate

RetinaMNIST 8.31× 109 10,000 0.5484 High privacy —
reconstructions
heavily distorted

8.31× 1012 10,000 0.0001 Very low privacy
— reconstruc-
tions highly
accurate

Table 11.1: LPIPS leakage across various datasets under varying privacy budgets and
fixed clipping threshold, ordered by increasing ε.
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Epsilon Clipping Threshold LPIPS Comments
8.31× 109 104 1.26× 10−5 Very low privacy — recon-

structions highly accurate
8.31× 106 104 5.97× 10−1 Low privacy — reconstruc-

tions largely intact
8.31× 106 10 5.44× 10−5 Low privacy — reconstruc-

tions largely intact
8.31× 103 104 6.65× 10−1 High privacy — reconstruc-

tions heavily distorted
8.31× 103 10 6.42× 10−1 High privacy — reconstruc-

tions heavily distorted

Table 11.2: LPIPS leakage on CIFAR-10 under varying clipping thresholds, ordered by
increasing ε.

From Table 11.2 and Table 11.1, we observe a consistent trend across BreastMNIST,

DermaMNIST, RetinaMNIST, and CIFAR-10: higher privacy budgets (larger ϵ) lead

to significantly improved reconstructions, as reflected by lower LPIPS scores. At low

ϵ (e.g., 103–106), reconstructions are heavily distorted, while at high ϵ (e.g., 109–1012),

reconstructed images closely resemble the originals. Full reconstruction samples and

detailed analysis for each dataset are provided in the main experimental section.
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(a) Ground Truth
(CIFAR-10)

(b) C = 104, ϵ = 8.31× 109 (c) C = 104, ϵ = 8.31× 106

(d) C = 10, ϵ = 8.31× 106 (e) C = 104, ϵ = 8.31× 103 (f) C = 10, ϵ = 8.31× 103

Figure 11.1: LPIPS reconstructions on CIFAR-10 for a random client for varying ϵ and
varying clipping thresholds arranged by decreasing privacy budget ϵ.



11.1 EFFECT OF VARYING PARAMETERS: CLIPPING THRESHOLD AND
PRIVACY BUDGET ON RECONSTRUCTION QUALITY OVER ADDITIONAL
DATASETS BREASTMNIST, DERMAMNIST, RETINAMNIST, CIFAR10 87

(a) Ground truth (DermaMNIST) (b) C = 10000, ϵ = 8.31× 106

(c) C = 10000, ϵ = 8.31× 109

Figure 11.2: LPIPS reconstructions on DermaMNIST for a random client for varying
ϵ arranged by decreasing privacy budget ϵ.
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(a) Ground truth (BreastMNIST) (b) C = 10000, ϵ = 8.31× 1011

(c) C = 10000, ϵ = 8.31× 108

Figure 11.3: LPIPS reconstructions on BreastMNIST for a random client for varying
ϵ arranged by decreasing privacy budget ϵ.
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(a) Ground truth (RetinaMNIST) (b) C = 10000, ϵ = 8.31× 1011

(c) C = 10000, ϵ = 8.31× 108

Figure 11.4: LPIPS reconstructions on RetinaMNIST for a random client for varying
ϵ arranged by decreasing privacy budget ϵ.
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