3 Development of a Framework as Research
Environment

Computational Self-Awareness (CSA) is a highly topical subject in science,
industry, and academia (Guang et al., 2012; Faniyi et al., 2014). It has various
properties that can help to make computer systems more autonomous as well
as more intelligent and reliable (TaheriNejad and Jantsch, 2019; Dutt and
TaheriNejad, 2016). However, this area is still widely unexplored and many
aspects of CSA still need to be researched. Yet, the slow pace of development of
self-aware systems results from the lack of a common framework for exploring
CSA.

While Section 2.4 shows the disadvantages of existing frameworks, this
chapter describes the development of the Research on Self-Awareness (RoSA)
framework. RoSA is a standalone actor framework with an open-source stan-
dard native implementation! programmed in standard G+ . The purpose of
ROSA is to serve as a generic tool to help exploiting CSA and simplifying
the development of self-aware systems. It (i) provides a high-level modeling
interface for application developers, (ii) allows the same application code to
be used for both simulation and deployment, and (iii) creates small-footprint
software that can be used in resource-constrained Embedded Systems (ESSs).

Section 3.1 describes the architecture of RoSA, including its rationale and
principles as well as its uses. RoSA was used in all development steps of the
systems related to the two selected case studies; Sections 3.2 and 3.3 show the
implementation of these systems' underlying architectures. Finally, Section 3.4
demonstrates the usefulness of the RoSA framework. For further details on
this chapter, the author refers to the appended Paper | (Getzinger et al.,
2020Y.

The methods developed for the corresponding self-awareness properties,
abstraction, data reliability, and con dence, are presented in Chapters 4, 5,
and 6.

1This open-source implementation is available at https://phabricator.ict.tuwien.ac.at/
source/SoC_Rosa repo.git.

2t should be noted that the author shares the rst authorship of this paper with the
second-listed author (David Jukasz). The author's contributions to this publication are
listed in Section 8.1.
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3.1 Architecture of RoSA

RoOSA is a middleware providing novel features for developing and evaluating
agent-based self-aware applications. The RoSA architecture sets the concep-
tual basis at the application level (i.e., agents and self-aware features). In other
words, RoSA combines the agent-based actor model with self-awareness prop-
erties, and it is executable on ESs. In this context, the termagent describes a
design abstraction, which Russell and Norvig (2010) de ne as \anything that
can be viewed as perceiving its environment through sensors and acting upon
that environment through actuators." An agent-based architecture helps to
divide complex applications into smaller subtasks (Section 2.3).

Figure 4. A RoSA application is implemented as a hierarchical agent-based model; in this example,
the rst digit of an agent's name refers to its hierarchical level and the second digit to its position
within this level

Figure 4 shows that the RoSA agents are organized in a hierarchical struc-
ture to handle di erent application tasks on di erent abstraction levels. Dif-
ferent agents receive ne- or coarse-grained knowledge according to the hierar-
chical level on which they are located. Such a distribution of knowledge helps
self-aware systems to work more e ciently and achieve their goals (Faniyi
et al., 2014). In RoSA, connected agents are in master-slave relationships and
can thus communicate with each other. An agent can be the master of any
number of other agents, but can have at most one master agent. However,
agents can also interact with their environment (via sensors and actuators).
While possible sensors and actuators were faded out for the sake of simplicity
in Figure 4, Figure 5 shows a possible system architecture in which also sensors
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and actuators are used. A RoSA agent can be connected to as many agents,
sensors, and actuators as needed for the particular applicatiod. A sensor is
a data source and sends sensor inputs as slave-to-master data messages to its
master (the agent connected to the sensor). Thus, a sensor has exactly one
master but cannot have any slaves. On the other hand, an actuator is a data
sink and is controlled by slave-to-master data messages. Therefore, an actua-
tor has one slave but cannot have any masters. This data ow from a sensor
to actuators is the reason why actuators are on top of agents in Figure 5.
However, since agents and actuators work essentially in a data-driven man-
ner, the use of the term slave-master to describe the connections between
sensors and actuators might not be optimal. It can be better described as a
client-server connection where a sensor sends a request to its connected agent
(its server) in which it asks the agent to process the data it sends. Regarding
the connection between an agent and an actuator, the situation is the same,
except that the agent is the client and the actuator is the server.

Figure 5. A RoSA agent can be connected with other agents as well as with sensors and actuators

Figure 6 corresponds to a small section of the exemplary agent system
(from Figure 4) and shows that each RoSA agent is implemented as an Observe-
Decide-Act (ODA) loop. The ODA loop belongs to the group of control loops
that are also common in autonomic computing systems (Section 2.3), and
instructs an agent to perform the following steps iteratively: (i) The system
monitors its own behavior and that of its environment, (ii) then decides on spe-
ci c actions based on the collected data, and (iii) acts accordingly (Parashar
and Hariri, 2005; Dutt et al., 2016). In this example, assuming that the data

3The number of agents, sensors, and actuators is limited based on the hardware platform
on which RoSA is running.
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ow only goes from bottom to top, Agent 2,3 (Figure 6) is rst observing
(reading messages from Agents 3,5 and 3,6), then making decisions based on
the data obtained as well as on its own goals, state, and knowledge, and then
acting based on these decisions (e.g., sending relevant results to Agent 1,1). In
real systems, of course, an agent can also send messages to its slave, and thus,
Agent 2,3 might also have to read messages from Agent 1,1 and, if necessary,
send messages to Agents 3,5 and 3,6.

Figure 6. Each RoSA agent is implemented as an ODA loop

As mentioned in Section 2.3, the agent-based architecture o ers the pos-
sibility to break down a self-aware application (acting as an ODA loop) into
interacting ODA loops (located in the various agents) of lower complexity. The
ROSA user can freely determine how many agents are to be created, which of
them are to communicate directly with each other, and how many hierarchical
levels should exist.

The user also de nes the individual tasks of each agent. Figure 7a shows
that an agent, respectively, its task(s) are de ned by functionalities. Concern-
ing RoSA, the term functionality describes a reusable self-awareness compo-
nent or method that an agent can use to accomplish its task. The functionali-
ties an agent is equipped with depends on its role in the application. In other
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words, the application developer can choose which agent uses which function-
alities. ROSA o ers a library of prede ned functionalities and thus enables
fast implementation of self-aware applications. In the current implementation
of ROSA, functionalities of the self-awareness properties abstraction, data reli-
ability, con dence, and (in a very limited way) history are available. All these
functionalities (self-awareness methods) have been developed by the author in
the course of this thesis and are presented in the next chapters dedicated to
each of the self-awareness properties.

(a) An agent's behavior de ned by self-awareness (b) An agent modeled with self-awareness
functionalities functionalities and custom code; custom code can
get promoted to functionalities

Figure 7. An agent is modeled based on available functionalities and custom code{fnger et al.,
2020)

However, the modeling of an agent is not only based on functionalities but
also on custom code. Since it is impossible for RoOSA to o er all imaginable
functionalities (self-aware or not), the application designer can also use custom
code to describe an agent's behavior. RoSA, however, places great emphasis on
modularity and reusability. Thus, every method, and even smaller components
of it, should be reusable for other methods. Figure 7b illustrates an agent
consisting of functionalities as well as custom code, and this custom code
can also be integrated into new functionalities. The procedure of making
functionalities out of custom code was also performed in the course of this
work. In other words, the individual self-awareness methods (described in
Chapters 4, 5, and 6) were initially custom code, and following successful
experiments, they were encapsulated in reusable functionalities. It is to be
expected that the number of functionalities will grow over time thanks to the
research community's usage and help.

An agent works in the scheme of an ODA loop, in which the dierent
self-awareness functionalities can be assigned to the loop's di erent phases.
Abstraction (Chapter 4) improves the observation result so that the self-aware
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system can understand or make better use of the data. On the other hand,
data reliability (Chapter 5) and con dence (Chapter 6) help to make the right
decisions in the decision phase.

Furthermore, it has to be mentioned that while the main objective of RoOSA
is to facilitate the development of applications and concepts related to CSA,
the applicability of the framework is not limited to this. In principle, any
application (also non-self-aware) that bene ts from hierarchical agent-based
modeling can be implemented within RoSA. Thus, the application designer
has just to de ne the agents with an application-speci ¢ code without using
self-awareness methods. Besides, it is also possible to migrate an existing
application to RoSA or add RoSA as a self-aware component to an existing
application. For further details, the author refers to Paper | (Getzinger et al.,
2020).

The principles and rationales of the RoSA architecture are summarized in
Table 5.

Table 5. The principles and rationales of the RoSA architecture

Principle Rationale

Hierarchical agent system Appropriate distribution of knowledge and
division of complex applications into
smaller subtasks (Faniyi et al., 2014; Guang
et al., 2012)

ODA loop as agent control Use in autonomic computing to enable
appropriate Cyber-Physical System (CPS)
actions as well as to adapt to changes in
the environment (Parashar and Hariri,
2005; Dutt et al., 2016)

Agent tasks as self-awareness Inclusion of functionalities that enable a

functionalities comprehensive assessment of the system's
state and its surroundings in a
straightforward manner (TaheriNejad and
Jantsch, 2019; Dutt and TaheriNejad, 2016)

3.2 Early Warning Score System in RoOSA

Each development step of the Early Warning Score (EWS) system was done
within the RoSA framework. In a rst step, an agent-based system was mod-
eled in which the di erent self-awareness functionalities and the custom code
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can be integrated. This basic structure of the EWS system is shown in Fig-

ure 8. It consists of three hierarchical levels, whereby the lowest level consists
only of sensors and the two levels above only of agents. In the following, the
agent on the top level is called high-level agent and the agents on the level
below are called low-level agents.

Figure 8. Architecture of the EWS system; the agents are in gray boxes and the various sensors as
well as the output monitor are in blue boxes

The ve low-level agents are assigned to the corresponding vital sigrfs
heart rate, blood pressure, respiratory rate, oxygen saturation (SPQ), and
body temperature. In principle, a low-level agent has two tasks: (i) read the
raw values of the assigned vital sign sensotsand (ii) determine the appropri-
ate vital sign score (according to Table 3).

In contrast, the high-level agent is responsible for calculating and display-
ing the patient's EWS. The steps of abstraction and its methods are explained
in Chapter 4. In the course of this work, the EWS system was also equipped
with the concepts of data reliability and con dence to make the EWS more
robust and reliable. As described in Chapter 5, di erent data reliability meth-
ods require knowledge of di erent abstraction levels. Thus, in the hierarchy,
one part of the logic of data reliability is located on the low level and the other
on the high level. The same goes for con dence, described in Chapter 6, which
can also be found on both hierarchical levels of agents.

4The level of consciousness (Table 3) is excluded because it is not applicable in out-of-
hospital monitoring.

>The experimental measurements' vital signs were stored in Comma-Separated Values
(CSV) les, which are loaded one after the other by the virtual ROSA sensors. These virtual
sensors are modeled as agents in RoSA.
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3.3 Condition Monitoring System in RoSA

As described in Section 2.6, the second case study is a Condition Monitor-
ing System (CMS) that monitors a black-box system | the System under
Observation (SuO). The CMS is designed to monitor the SuQO's sensory data
and its changes to detect system states, state changes, normal behavior, and
anomalies.

There are two di erent systems or development stages of the CMS, which
di er in their decision-making process. The rst one, the Context-Aware
Health Monitoring (CAH) © system, has a threshold-based decision-making
process. Since it is essentially about abstracting system states from the
SuO signals, the speci c functional principle of CAH is explained in Chap-
ter 4, which covers the self-awareness property abstraction. In contrast, in
Con dence-based Context-Aware condition Monitoring (CCAM), the second
system (second development step), all decisions are based on di erent con -
dence values. Therefore, Chapter 6, which covers the self-awareness property
con dence, deals with the exact functional principle in more detail.

Nevertheless, the underlying agent-based model (the basic architecture) is
the same in both systems. Figure 9 also shows that it is very similar to the
EWS system architecture (Section 3.2). Agents are, again, located on two dif-
ferent hierarchical levels. While the low-level agents read the raw signal values
from their assigned sensorsand recognize signal states, the high-level agent
determines the system state and determines whether the SuO is functioning
or malfunctioning. However, in contrast to the EWS architecture (Figure 8),
it is noticeable that the low-level agents do not have exact names; they are
simply enumerated. This is because the CMS monitors a black box and lacks
e cient knowledge of its signals, which might either be pressures, voltages,
currents, or many other signals. In other words, neither physical properties of
the signals nor possible relations among them need to be known.

Moreover, Figure 9 does not show an exact number of low-level agents since
the CMS was tested on two di erent SuOs (in two di erent sub-case studies):
an Alternating Current (AC) motor used in a conveyor belt, and a water pipe
systenf driven by a Direct Current (DC) water pump. Both systems have
a di erent number of signals, which leads to a di erent number of low-level
agents. The AC motor of the rst sub-case study has the following signals:

®1t must be noted that, in this context, the term \health" describes the condition of a
machine or device; i.e., whether it is working properly or malfunctioning.

"The experimental data was obtained from simulations and real measurements. It was
stored in CSV les, which are loaded one after the other by virtual ROSA sensors. These
virtual sensors are modeled as agents in RoSA.

8More precisely, the water pipe system is a Heating, Ventilation, and Air Conditioning
(HVAC) system, described in more detail in Papers Il and V
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Figure 9. Architecture of the CMS, capable of monitoring a black box witm signals; the agents are
in gray boxes and the various sensors as well as the output monitor are in blue boxes

voltage (AC), current (AC), load torque, electrical torque, and rotating veloc-
ity. Whereas the water pipe system has the following signals: voltage (DC),
water temperature, and various water ow signals.

3.4 Evaluation of RoOSA

The self-awareness methods were rst developed with custom code and sub-
sequently became reusable components. This way, it was possible to identify
reusable components and separate the runtime system from the application
code. However, as mentioned in Section 3.1, RoSA does not only simplify the
implementation of a self-aware application because of its self-awareness func-
tionalities. It also enables a simple and straightforward implementation of a
hierarchical agent-based model whether self-aware or not.

To obtain a quantitative measure of how much development e ort is simpli-
ed by using RoSA, a comparison between the number of non-comment lines of
code of the original custom-written applications (implemented without RoSA)
and the RoSA-based implementation was made. If the custom-written appli-
cations represent 100%, the RoSA-based implementations make up only 3.46%
to 6.24%, depending on the application. On average, across all implemented
applications, this is about 5.15%. On the other hand, the framework comes
with a slight overhead. The framework code itself has, on average, 20.75%
more lines of code than a custom application. However, the framework code
needs to be implemented only once and can then be reused as often as desired.
In other words, the implementation of this framework pays o as it can be
used for multiple applications. This reusability is exactly the purpose of RoOSA
and was proved in this work.
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Another requirement of ROSA was to work also on ESs, which have limited
resources. To show the advantage of RoSA, the memory footprint of RoSA's
binaries was compared to that of the CAF framework. The binary size of the
ROSA libraries on an x86-64 Linux machine is 300kB, while that of the CAF
(Section 2.4) core library (version 0.17.5) is 7248kB. This signi cant (24 times)
di erence in favor of RoSA indicates that the framework is applicable to con-
siderably smaller systems than CAF. To prove this hypothesis, the applications
were also executed on an ODROID XU4 (Hardkernel, 2017) and Raspberry
Pi 3 (Raspberry Pi (Trading) Ltd., 2019). The ODROID board has an eight-
core big.LITTLE (ARM, 2013) con guration with Cortex-A7 and Cortex-A15
cores, and the Raspberry Pi 3 has a quad-core con guration with Cortex-A53
cores. Thus, three di erent con gurations could be tested. The applications
created a moderate memory footprint well below 4MB and, therefore, t the
typically limited memory of an ES. Moreover, depending on the application
and the ES on which it was running, samples were processed around 5 to 4500
times faster than required for real-time execution. For further details, the
author refers to Paper | (Getzinger et al., 2020).

However, despite all these achievements, there are still several improve-
ments that could be made to RoSA. While it can run on workstations and
ESs, conceptually, RoSA is also intended for running on distributed systems.
However, while the current architecture would not be an impediment, the cur-
rent implementation is rather limited, therefore, some implementation work
is still needed to enable this feature. Moreover, RoSA as a middleware still
lacks important capabilities (e.g., load balancing, resilience, message order-
ing) that would make the system dependable in a distributed setup. However,
these features could also be added to the existing codebase. These implemen-
tation details are beyond the scope of this thesis, which focuses on a reliable
self-aware monitoring ability.
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The self-awareness property abstraction is highly versatile and can be done
in many di erent ways, as described in this thesis. Some of the implemented
methods are closely related to the other two self-awareness properties (data
reliability and con dence) presented in Chapters 5 and 6.

This chapter starts with the formal de nition of abstraction (Section 4.1),
based on Paper | (Gatzinger et al., 2020}. Section 4.2 presents implemented
abstraction methods, followed by Section 4.3, which elaborates the usage of
abstraction in the Early Warning Score (EWS) case study, based on Papers VII
and VIII (Getzinger et al., 2016, 2017a)!. Finally, Section 4.4 deals with the
usage of abstraction in the eld of the Condition Monitoring System (CMS)
case study, based on Papers IV and V (Getzinger et al., 2017b, 2018})

4.1 Formal De nition of Abstraction

While Giunchiglia and Walsh (1992) de nes the property abstraction as \the
process of mapping a representation of a problem onto a new representation,”
TaheriNejad et al. (2016) formulates abstraction as \an appropriate selection
of the representation of the information in order to obtain compact knowledge
relevant to a particular purpose.” According to Dutt et al. (2016), abstrac-
tion is de ned as \the primary input data into a semantic domain which is
meaningful for the system at hand." As these de nitions are very broadly
formulated, abstraction can be summarized as a mapping between formal sys-
tems and shall make sense and be useful in the context of a system. This
mapping can be mathematically described as

foxX 1 Y, (1)

where elements of seiX are mapped onto elements of seY .

The range of abstraction possibilities is very large, and a wide variety
of approaches is possible. For instance, raw input data could be transferred
to a semantic domain that the self-aware system understands. While it is

1This dissertation is based on eight original publications, which are the results of collab-
orations. These publications can be found in the appendix. The author's contributions to
each publication are listed in Chapter 8.
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important that abstraction should be meaningful, e cient, and have a well-
de ned structure, it does not even matter where such an abstraction takes
place. It could be done at any hierarchical level of a system, and even whether
it is top-down or bottom-up is not speci ed (TaheriNejad et al., 2016).

4.2 Abstraction Methods

In the di erent development stages of the two case studies, a set of di erent
abstraction methods come into use. These are as follos

1. Lookup table: A lookup table assigns a symbol to given input data.
Such a symbol could be, for example, a number, a character, or a string.
Section 4.3 demonstrates the usage of this abstraction method.

2. Overlapping lookup table: While a standard lookup table maps input
data (e.g., an input value) to exactly one symbol, an overlapping lookup
table potentially assigns several symbols to such given input data. This
is necessary if the boundaries between the symbols cannot be sharply
de ned, e.g., due to insu cient knowledge about the environment. Both
the abstraction step itself and the subsequent processing step are char-
acterized by the self-awareness properties data reliability and con dence
and are, therefore, described in detail in Chapters 5 and 6, respectively.

3. Signal state detector:  The function of a signal state detector is to
abstract steady states from a signal course (i.e., a sequence of input
values). In other words, it detects stable phases in a potentially changing
signal. Stable states are characterized by a small distance between the
values of several sequential samples of an input signal. For each signal
state found, representative data is stored in the signal state detector.
Two di erent approaches are chosen to recognize such states:

~ Threshold-based detection: An average value of all input samples
belonging to a state is stored as a state's representative. Whether a
sample belongs to a state is decided with respect to a threshold for
the relative distance® between the sample's value and the average
value of the state. An application of this abstraction method is
shown in Section 4.4.

2|t should be noted that this list does not guarantee the completeness of all possible
abstraction methods. It only shows the abstraction methods used in the course of this
thesis.

3Distance here means a di erence in any dimension, e.g., performance- or success-rate
di erence, geometric distance, time di erence, or absolute values di erence.
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~

Con dence-based detection: Evaluation whether a sample belongs
to a state is based on con dence-based decisions (see Chapter 6). In
addition, states are not stored just as average values, but in a slid-

ing window history that also serves as a basis for above-mentioned
evaluation.

4. System state detector: A system state detector abstracts system
states out of the various signal states of a System under Observation
(Su0). In the current implementation, only stateless SuOs are consid-
ered. These are systems that express their states depending only on their
inputs and not on their internal state memory. Section 4.4 explains the
usage of this abstraction method.

5. General mathematical representations: The set of possible func-
tions is huge. Therefore, only the implemented functions are listed here,
for example, a function to abstract the amplitude from a sinusoidal sig-
nal. Additions or suchlike operations are other examples of such func-
tions. Besides, signal Iters will also be considered here because they
enable to abstract a clean signal from a noisy input stream. Implemen-
tations in Sections 4.3 and 4.4 make usage of such methods.

4.3 Abstraction in Early Warning Score System

The very nature of the application, in which vital signs are to provide infor-
mation about the health of a patient, makes it clear that abstraction must be
used. In fact, this process consists of two abstraction steps, one in the lower,
one in the upper hierarchical level of the EWS system's architecture (Sec-
tion 3.2). Figure 10 shows a simple schematic of the abstraction procedure
for one low-level agent. To simplify, the other low-level agents were faded out.
Firstly, each vital sign agent (located in the lower hierarchical level) receives
a raw vital sign value from its connected vital sign sensor. Then the rst
abstraction takes place. Each of these low-level agents abstracts the raw vital
sign to the corresponding vital sign score using a lookup table (Section 4.2).
The lookup table of a low-level agent equals the row assigned to the specic
vital sign in Table 3. Subsequently, all vital sign agents send the abstracted vi-
tal sign scores to the connected EWS agent (located in the higher hierarchical
level).

After the EWS agent has obtained all ve vital sign scores, it can abstract
them to the EWS. This is done by adding up all these scores. That a simple
addition is also considered to be an abstraction process may be a bit surprising
at rst. However, as already explained in Section 4.1, the property abstrac-
tion is very broadly formulated. The formation of the EWS is, after all, a
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Figure 10. The two abstraction processes transform the raw vital sign values to the abstracted vital
sign scores and subsequently to the abstracted EWS

mapping of one domain (the states of the di erent vital signs) onto another
(the patient's state of health).

This section shows that abstraction methods need not be very complex
or complicated. Moreover, an abstraction method does not necessarily bring
about improvements of every application. In some cases, abstraction methods
are just necessary for the execution of the application itself. Abstraction is
used to determine the EWS based on the patient's vital signs. This procedure
reproduces the normal EWS system used in hospitals (Morgan et al., 1997),
but it does not make it more reliable or robust. Therefore, no meaningful
results in the context of this thesis and its assumptions can be presented
here. Improvements of the EWS system are achieved with the self-awareness
properties data reliability and con dence. In Chapters 5 and 6, these two
properties will be discussed respectively and results presented.

4.4 Abstraction in Condition Monitoring System

The rst development stage of the CMS is called Context-Aware Health Mon-
itoring (CAH) 4, and its decisions are threshold-based. In the following, the
author gives an overview of this system, but refers for more details to Pa-
pers IV and V (Getzinger et al., 2017b, 2018).

The task of the CMS is to detect the SuQO's system states (normal working
states) as well as its health condition. For example, if the CMS observes a
motor, the di erent system states could be: switched o, running slow, running
fast. Similar to the fact that the CMS does not know what it monitors (in

41t must be noted that, in this context, the term \health" describes the condition of a
machine or device; i.e., whether it is working properly or malfunctioning.
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this case a motor), it also does not know what the recorded states mean.
The CMS only records the various signals (inputs and outputs) of a SuO and
recognizes changes in them; i.e., in this motor example, the CMS would not
know whether the di erent states mean that the motor is switched o, running
slow, or running fast. It would just know that the states di er from each other.
Thus, the CMS cannot store meaningful names of the recorded SuO states but
simply numbers them according to the time of occurrence (1, 2, 3, etc.). This
means that a system state has no physical relation to the number assigned to
it.

A system state detector detects system states which are described by the
individual signal states. In other words, it is the task of the system state
detector to abstract system states from the states of the di erent SuO signals.
In contrast, signal state detectors abstract these needed signal states from the
various SuO signals. Figure 11 shows a simple schematic of this abstraction
procedure for one low-level agent. The other low-level agents of this architec-
ture (Section 3.3) are faded out for the sake of simplicity. Because every signal
has to be abstracted separately, there is one signal state detector for each sig-
nal. Since a signal state detector needs direct (unabstracted) knowledge about
the signal assigned to it, it is placed in the lower hierarchical level. In contrast,
a system state detector needs already higher abstracted knowledge (the signal
states) and is, therefore, placed in the hierarchical top level.

Figure 11. The abstraction process is completed in two steps: abstracting signal states out of the
SuO signals and abstracting a system state out of the signal states

Figure 12 is a very simplied example to explain the function of both
the signal state detector (Section 4.4.1) and the system state detector (Sec-
tion 4.4.2). In this simpli ed example, the CMS monitors a SuO that has only
one input and one output.
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Figure 12. A simpli ed example in which a CMS monitors a SuO that has only one input and one
output

4.4.1 Threshold-based Signal State Detection

A signal state detector (located in a low-level agent, Figure 11) analyzes the
signal samples that its agent obtained from the corresponding sensor. If several
samples are in close proximity to each other, they belong to the same signal
state. If a signal state was found, a representative is stored in the signal state
detector. Each signal state detector has a seB = hs;;::i;sqi in which all n
signal states found,s; to sy, are stored. A stored signal state s, is represented
by its name (its state number, e.g., \1", \2", and so forth) and the average
value, vayg, of all samples belonging to this state.

When a new samplevnew, arrives, the signal state detector must nd out
to which existing signal state it belongs. Whether v,ey belongs to the state
s; 2 S is determined by the relative distance between it and the average value,
Vavg;i Of Si. This distance is calculated by

d= Ynew Vavgi . )

Vhew

and if it is smaller than a certain threshold, di,, the vpew belongs tos;. If
Vrew belongs tos; (d < dy), it is inserted in s;. The insertion is done by a
recalculation of vayg but now also including Vpew. If Vhew does not belong to
any of the existing states in S, the signal state detector creates a new state
and adds it to S so that the size ofS increases by 1.

In the example of Figure 12, the two SuO signals, which change over time,
can be seen on the left side. These changes indicate that the SuO has changed
its state (Section 4.4.2). The rst two columns of the table in Figure 12 show

48



Abstraction

the corresponding abstracted signal states (detected in the changing signals).
As mentioned before, for each signal, there exists one signal state detector.
This means each of these two columns contains the output of one signal state
detector. For better understanding, these outputs (in the table on the right
side of Figure 12) are shown in the same color as the corresponding graphs of
the signals (on the left side of Figure 12).

Usually, the measurement of a signal is not ideal but contains noise (illus-
trated in the orange frame in Figure 12). Therefore, the threshold,dy,, must
be seP so that this noise does not lead to the detection of a state change while
real (noticeable) signal changes are detected correctly.

One of the assumptions mentioned in Section 2.6 is that the SuO is in a
steady state, and therefore, transient states shall be ignored. Thus, the signal
state detector considers a new signal sample only if it is su ciently close to a
set of the most recent samples (stored in a sliding window history). In other
words, the input signal needs to be su ciently stable. This stability check
is also based on the relative distance calculation (Equation 2) and a corre-
sponding threshold, and prevents the inclusion of signal samples belonging to
transient states. For more details, the author refers to Paper IV (Getzinger
et al., 2017bf.

One of the two sub-case studies was an Alternating Current (AC) motor of
a conveyor belt, so two signals (electrical voltage and current) were sinusoidal.
Since transient states are to be ignored and a sinusoidal signal is, by de nition,
never steady, a further abstraction step is necessary ahead of the signal state
detection. In this additional abstraction process (Section 4.2), the amplitudes
are abstracted out of these sinusoidal signals. In further consequence, changes
in such a signal's amplitude are traceable and indicate signal state changes.

4.4.2 System State Detection

A system state mirrors the simultaneously occurring signal states of all signals
(input and output). The recognition of the SuQO's condition corresponds to

the assumption that the SuO behaves like a bijective function. Thus, a unique
input dataset leads to exactly one unique output dataset. Consequently, the
output dataset must change if there are changes in the input dataset and vice
versa. If only the input dataset changes while the output dataset remains
unchanged (or vice versa), the SuO is malfunctioning. Therefore, the CMS

5Since the SuO is a black box, the CMS has no knowledge about it, and all parameters
(such asdi, ) are set arbitrarily (Section 4.4.4).

®In this paper, the term injective instead of bijective was chosen. This is imprecise but
not wrong because a bijective function is also always injective. However, using bijective is
more precise and means both injective and surjective.
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must consider the input dataset (set of input signal states) and the output
dataset (set of output signal states) separately.

The table in Figure 12 shows not only the detected signal states but also
the system states abstracted out of this information as well as the determined
system condition (last two columns). In this example, the SuO only has one
input and one output. When both corresponding signal state detectors have
detected the rst signal state (state 1 in the two left columns), the rst system
state is detected. Since the numbering of system states is also based on the
rst occurrence, this rst state has the number 1 (shown in the third column).

In continuation of this example, the SuO signals change into other states and,
therefore, further system states are detected. With all state changes from
phase 1 to phase 4 in this example, there are changes in both the input and
output signal. Thus, according to the de nition of a bijective function, the
SuO works correctly, as shown in the last column. However, when changing
from phase 4 to phase 5, the input signal changes but not the output signal.
Since this behavior does not correspond to a bijective function, a malfunction
of the SuO is determined.

It should be noted that the system condition in the rst state is only an
assumption because the CMS is not aware of any changes when entering the
rst system state. So if the CMS is initialized while monitoring a malfunction-
ing SuO, it is possible that the condition monitoring does not work correctly
due to wrongly learned facts.

In all physical processes, certain inertia and delays are present. Thus, the
SuQ's output also needs a certain time until it reacts to a change in the input.
Therefore, the CMS allows for a delay between a change of the input and the
output. If the measured delay is higher or equal to a threshold, the SuO is
classi ed as defective. In contrast, if the delay is below this threshold, the
SuO works properly.

4.4.3 Drift Detection

The CMS is not only expected to recognize whether the SuO is already de-
fective, but also whether a deterioration of its condition has occurred. Such
deterioration could be indicated by drifting signals (Chammas et al., 2013).
For this reason, the CMS must also detect drifts. Since such a drift is about
a change in a signal, this detection is handled by the assigned signal state
detector (located in the low-level agent in Figure 11).

A drifting signal changes slowly but continuously. In other words, the
changing sample values of a drifting signal belong to the same state, but the
signal is gradually deviating from its normal expected range. Since the inser-
tion of samples of a drifting signal leads to a state's average value following the
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drift, a drift cannot be detected by comparing a new sample with the average
value. Therefore, not only the average value is stored as a representation of
a state, but also so-called Discrete Average Blocks (DABs). A DAB is an
average value of a certain number of consecutive samples. When this number
of samples is reached, a new DAB is created. Thus, future samples will not
change the completed DAB anymore. New samples are only inserted in the
latest (incomplete) DAB. All DABs are stored in a DAB history, and if a new
DAB is signi cantly di erent from a previous one, a drifting signal is detected.

In other words, if the relative distance between these two DABs is below a
certain threshold, no drift is detected. On the other hand, if this distance
is greater than or equal to the threshold, the CMS informs about a drift (a
possible deterioration).

4.4.4 Experiments Conducted

The CMS was tested on two di erent SuOs: on an AC motor used in a con-
veyor belt and on a water pipe system driven by a Direct Current (DC)
water pump. The AC motor in the rst sub-case study has the following sig-
nals: voltage (AC), current (AC), load torque, electrical torque, and rotating
velocity. The motor datasets were obtained through simulations as well as real
measurements. In contrast, the water pipe system datasets came solely from
real measurements and contained the following signals: voltage (DC), water
temperature, and various water ow signals.

In both sub-case studies, experiments were conducted in which the respec-
tive SuO (i) functioned normally and performed regular state changes, (ii)
showed malfunctions as well as (iii) drifting signals. For each of these cases,
one experiment is shown below. For further information and more experi-
ments, the author refers to Papers IV and V (Getzinger et al., 2017b, 2018).
In the upcoming Figures 13, 14, and 15, the SuO's input signals are dotted,
the SuO's output signals are dashed, and the CMS's output (SuQO's state and
condition) is represented through solid lines.

Figure 13 shows a test scenario of the AC motor at normal operation with
two regular state changes. In this scenario, the motor is started and stays in
its state for the rst 2s. Due to the power-on process, the SuO output signals
show strong oscillations at the very beginning, and after 1s, the CMS has
found the rst stable state (state 1). As already mentioned, in the beginning,
the CMS just assumes that the SuO operates correctly. After 2s, one input
signal, the load torque (M-torque), increases from ONm to 10Nm. While the
input voltage remains unchanged, all output signals react to the changed load.

"More precisely, the water pipe system is a Heating, Ventilation, and Air Conditioning
(HVAC) system, described in more detail in Papers Il and V
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Figure 13. The output of the threshold-based CMS when monitoring a normally operating AC motor
while two load changes happen

During their settlement process, the output signals again show oscillations, but
these are less distinct. Approximately 02s after the load change, the CMS
recognizes a new state (state 2), and since both the input as well as the output
datasets have changed, the CMS considers the SuQ's condition still to be OK.
At 4s, another load change (from 10Nm to 5Nm) is performed. Because of the
smaller lift of the load torque, the signal oscillations are slightly less distinct.
At 4:2s, the CMS found state 3 of the SuO. The SuO is still classi ed as
working correctly since its inputs and outputs have both changed.

In the second experiment (Figure 14), the CMS monitors the same AC mo-
tor. However, in this scenario, the motor does not run normally but shows a
drift that could indicate a wear-out. In other words, the motor is still working,
and input and output signals do not change states, but one or more signals are
slowly drifting away from their nominal value. At about 0 :9s, the CMS has
found the rst (and only) state in this scenario. However, the magni cation
(shown in the orange frame) shows that the rotational speed changes very
slowly (around 0:013RPM/s). The CMS detects this slight change at about
2:3s and shows this change through its SuO condition output. After about
one more second, the SuO condition output again changes and now displays a
malfunction. Such behavior occurred for all available experimental data. An
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Figure 14. The output of the threshold-based CMS when monitoring an AC motor showing a drift

adjustment of the CMS parameters (e.g., thresholds) could only cause a delay
of this phenomenon but not prevent it. There are setups with extreme thresh-
old values that prevent this phenomenon, but they also lead to non-detection
of a malfunctioning SuO in other experiments. Therefore, these setups are not
appropriable for the correct detection of a SuQO's condition. In summary, the
target has been achieved to a certain extent, but there is considerable poten-
tial for improvement. The follow-up system, Con dence-based Context-Aware
condition Monitoring (CCAM), makes all decisions based on con dence values,
which leads to much better results in this respect (presented in Section 6.4.2).

Figure 15 shows a scenario of the other sub-case study, where a water pipe
system is malfunctioning. The scenario begins with the start-up of the water
pump, which then runs at constant speed throughout the entire experiment.
Due to the water pipe system's inertia, it takes several seconds until the output
signals are more or less stable. After about 40s, the CMS nds a steady state
in this scenario, but at 310s, the abrupt opening of several valves simulated the
behavior of a burst pipe. Therefore, several output signals suddenly change
their state while the only input signal (voltage of the pump) remains constant.
According to the de nition of a bijective function, such behavior is not allowed.
Thus, at around 245s the CMS classi es the SuO as malfunctioning. While this
result is quite satisfying, there is still potential for improvement. Chapter 6
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Figure 15. The output of the threshold-based CMS when monitoring a malfunctioning water pipe
system

shows that con dence-based decision-making can signi cantly shorten the time
between the event's occurrence and the CMS's alert.

Besides the successful recognition of the states and conditions of the SuO,
other results and insights were also obtained. As already mentioned in Sec-
tion 3.4, it was possible to run the CMS on di erent Embedded Systems (ESSs),
which were able to process samples faster than required for real-time execu-
tion. This is possible especially since the CMS is able to read signal data with
a down-sampling factor. In the examples shown, only every 50th signal sam-
ple was evaluated. This behavior enables to save considerable computational
power. It should be noted that most likely such down-sampling also leads to
a delay in recognition. Moreover, in certain situations, it may obscure the
behavior of the monitored signals between sampling times. Therefore, it de-
pends on the application whether down-sampling should be used or how large
it should be at maximum.

For the sake of completeness, it should be mentioned that, despite thresh-
olds that need to be set, the CMS can be considered a black-box monitoring
system. This setup is exclusively about internal CMS thresholds, which do
not require any knowledge about the processes in a SuO. In the experiments,
these thresholds were set completely arbitrarily. Regarding this setup process,
in Paper V (Getzinger et al., 2018), the author presents also a sensitivity anal-
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ysis of the CMS. The CMS displays a certain robustness against alterations
of the CMS parameter (e.g., thresholds) setup. However, this analysis also
shows that the time allowed between a SuO's input change and output change
very much depends on the type of SuO. While several parameter sets of the
CMS exist, with which the scenarios of both SuOs (AC motor and water pipe
system) could be recognized correctly, the time parameter had to be di erent
because of these two systems' vastly di erent inertias. Delays are purely phe-
nomenological, and the respective setup was also done arbitrarily. However, a
worthwhile goal of future research would be an automatic adjustment during
the initial setup of the CMS to render all current manual settings completely
obsolete.

Besides the already mentioned problem of drift detection, another disad-
vantage of the threshold-based CMS was identi ed. Due to the partly strong
oscillations of the motor output signals, a low-pass lIter to smooth them out
had to be used as an additional abstraction step. For more details, the author
refers to Paper IV (Getzinger et al., 2017b). Such additional ltering step is
not necessary when using the con dence-based CMS (Section 6.4).
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5 Data Reliability

This chapter starts with the formal de nition of data reliability in Section 5.1.
Section 5.2 then presents the various concepts developed in the course of this
work, followed by Section 5.3 in which the causes of unreliable data are dis-
cussed. Finally, Section 5.4 shows the di erent ways of applying data relia-
bility in the various development stages of the Early Warning Score (EWS)
system as well as the results of the experiments performed. While the formal
de nitions of data reliability and the methods used in the latest development
step of the EWS system are originally derived from Paper Il (Getzinger et al.,
2019a), the enhancement of the EWS system by this self-awareness property
is based on Papers VII and VIII (Getzinger et al., 2016, 2017a}2. For more
details, the author refers to these three publications.

5.1 Formal De nition of Data Reliability

In contrast to the self-awareness property abstraction (Chapter 4), data relia-
bility is de ned much more precisely. According to TaheriNejad et al. (2016),
data reliability is \the extent to which a measuring procedure yields the same
results on repeated trials." Data reliability is metadata that describes the
trustworthiness of a given dataset. It consists of accuracy, precision, and
truthfulness. This relationship can be mathematically described as

Ri (X9 = f(AX9;P(XY; T(XY); 3)

wheref determines the role of each of the three parameters and, consequently,
how well R would tits purpose. X %= m$;:::;x%i is the input dataset at hand,
in contrast to its ground truth dataset, X = hxg;:::; Xni, which an ideal sen-
sor would provide. A(X 9 stands for accuracy which describes the systematic
deviation (systematic bias) of the measured data valuesX  compared to the
actual values of the observed quantityX . On the other hand, precision,P (X 9
is a stochastic variable that accounts for the random errors that would be dif-
ferent for each repetition of the same measurement under the same conditions.

1This dissertation is based on eight original publications, which are the results of collab-
orations.

2In Paper VIl (Getzinger et al., 2016), which constitutes the author's rst thesis-relevant
publication, data reliability was erroneously called con dence.
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Finally, T(X9 represents the truthfulness of the input dataset X ® A sensor
may be accurate and precise, but may be used outside its assumed working
conditions. In this case, a sensor may be entirely accurate and precise but
would still fail to provide truthful data.

(a) A correct water temperature measurement (b) An incorrect water temperature measurement
setup setup

Figure 16. A simpli ed illustration of two di erent water temperature measurement setups

To visually demonstrate these relationships, Figure 16 serves as a simpli ed
illustration of a theoretical experiment where the water temperature in an ice-
cooled glass of water is measured. The blue data points (square line markers)
indicate the ground truth of the water temperature, which may be measured
by an ideal sensor. Since in reality ideal sensors do not exist, the actual
measurement would never be absolutely correct.

In Figure 16a, the green data points (triangle line markers) indicate mea-
surement results that would occur if the sensor was entirely precise and inside
its assumed working conditions but had a limited accuracy,A(X 9. This would
mean that there was only a systematic bias. In contrast, an entirely accurate
sensor that is inside its assumed working conditions but has limited precision,
P (X9, may provide the red data points (circle line markers). It would only
produce random errors during the measurements. However, actually measured
data points would include both systematic and random errors (Equation 3).

Because this theoretical experiment aims to measure the water tempera-
ture, Figure 16a shows a correct measurement setdp The water tempera-
ture is the assumed measurement output. Therefore, to use the sensor in its
assumed working condition, it has to be located in the water glass In con-
trast, Figure 16b shows the sensor outside the water during the measurements.
Hence it is outside its assumed working conditions since it measures the air
temperature. If the air temperature is unequal to the water temperature, the
result cannot be truthful | no matter how accurate and precise the sensor.

3valid on the assumption of a homogeneous temperature distribution throughout the
water.

“Valid on the assumption of a water temperature that does not exceed the sensor's tem-
perature range.
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All graphs in Figure 16b mean the same as in Figure 16a, but are from a

sensor outside its assumed working condition. They show a possible result of

the experiment if the air temperature is higher than the water temperature.
While Equation 3 de nes the relationship between A(X9, P(X9, and

T(X 9 based on a set of data, the data reliability of one single datumx?2 X ¢

is calculated by

re (X9 = ctA(X9 + cop(xf) + cat(x); (4)

whereA(X 9 is the systematic bias of the measured data valueX © p(x9 is the
random error of a single datum at hand,x?, and t(x?) = jx° xij is the truthful-
ness of a single datum, i.e., the distance of one value at hana?, to the corre-
sponding ground truth value Xx;. Moreover, ¢, ¢z, and cz are relative weights
for the three components of data reliability. Naturally, the data reliability
mapping range should be between zero and one, i.eR;r: X°! [0;1]2 R.

5.2 Principal Concepts of Data Reliability

For Cyber-Physical Systems (CPSs), a sensor manufacturer usually provides
information about a sensor's accuracy and precisionA(X 9 and P (X 9 respec-
tively. The system using the sensor must calculate or estimate the truthfulness,
T(X9, as well as the relationship, f, between these parameters.

Although accuracy and precision provide general measures of a sensor's
overall quality, they do not o er explicit metadata for each data point. How-
ever, it may be that a self-aware system will have to make decisions based on
just a few | or even only a single | data points. Under such circumstances,
information such as accuracy and precision is not su cient to make a state-
ment about the data's reliability. If this is the case or the values of A(X 9,
P(X9, or T(X9 are unknown, the designer of a system must estimate the
overall reliability of these data points so that the system can make the right
decisions. In other words, custom methods are necessary in order to estimate
r and R by r®and R respectively.

The following subsections show three measures that can give an insight into
the reliability of a given dataset: consistency, plausibility, and cross-validity of
the data (Cao et al., 1999). The three following measures are the basis for the
methods the author has developed to determine the input data's reliability.
These measures can be applied to both low-level data (e.g., directly obtained
from sensors) and higher-level data (e.g., gained from processes and algorithms
within a system).

Another possible measure would be a redundant veri cation, but this re-
quires redundant hardware (TaheriNejad et al., 2016). Such additional hard-
ware would possibly mean higher costs, higher energy consumption, and less
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compactness of a system equipped with it. All these are signi cant disad-
vantages, especially for mobile devices such as an autonomous EWS system.
Moreover, a vast amount of research results on redundant veri cation (Osaki
and Nakagawa, 1971; Marquet et al., 2002; Jie Han et al., 2005; Yu et al.,
2007) already exists. Therefore, redundant veri cation is not considered here.

Again, a simpli ed example shall serve as a theoretical experiment to ex-
plain and describe the other three measures. Figure 17 shows a water tank
from which water can be drained to drive a small turbine. The turbine's ro-
tational speed and the volume of water contained in the tank are measured
Simple assumptions have been made for the experiment so that further expla-
nations are not only understandable but also valid: (i) the exact capacity of
the water tank and the maximum possible ow of its valve are known, (ii) the
only way for the water leads through the turbine (no other water loss is pos-
sible), (iii) there is no other power driving the turbine except the water from
the tank, (iv) water pressure and the turbine's rotational speed are related,
(v) the mechanical properties (e.g., mass inertia) of the turbine are known,
(vi) at the beginning of the experiment, the tank is full of water, and (vii) no
water is re lled during the experiment.

Figure 17. A simpli ed illustration of a setup for measuring a turbine's rotational speed and the
volume of the water

5The theoretical experimental setup shown in this example does not claim to be the most
sophisticated solution. This example is only intended to provide a better understanding of
the data reliability concepts discussed here.
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5.2.1 Plausibility

Plausibility is the rst measure to evaluate the input data's reliability by
determining if it is in its expected domain, eg., whether an input datum's
absolute value is within a plausible range (Cao et al., 1999).

In the thought experiment (Figure 17), two di erent quantities are mea-
sured: the amount of water and the rotational speed. A plausible amount
of water measured must be between O liters and the water tank's maximum
capacity. The tank can neither be lled negatively nor with more water than
it can hold. Accordingly, a measured value outside this range must be an in-
correct measurement. For the second measured quantity, the rotational speed,
there is a plausible range from 0 Revolution per Minute (RPM) to the max-
imum rotational speed limited by the maximum possible water pressure and
the turbine mechanics. Because of the example's setup, the turbine can neither
rotate in the opposite direction nor is it driven by a second force besides the
water. Therefore, a measured value outside this range would be implausible.

5.2.2 Consistency

Consistency is the second measure in data reliability. In a set of data points, a
certain consistency can often be observed, especially when representing natural
phenomena, i.e., data collected by a sensor in the real world. Such signals are
limited in the speed of their changes from one sample to the next. In other
words, a signal (i.e., several consecutive data points) has a maximum possible
slope. A measured signal with a physically impossibly steep slope indicates an
incorrect measurement (Cao et al., 1999). Since more than just one measuring
point is needed to determine the signal's slope, historical data are required.

For the measured amount of water stored in the tank (Figure 17), the
maximum rate of change is equal to the water tank valve's maximum ow
rate. If the measurement shows that more water disappears than the valve
can let through in a speci c time, the measurement must be wrong.

The rate of change of turbine speed depends on its physical properties.
Due to its mass inertia, it cannot start or stop in nitely fast. Only if the
rate of change of the measured rotational speed is within these limits, the
measurement is reliable.

5.2.3 Cross-Validity

Cross-validity (or co-existence plausibility) is another aspect of data reliabil-
ity. Often, a correlation between the values of two di erent datasets can be
identi ed. This can then be used to evaluate whether a dataset matches other
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datasets as expected. If two dependent variables do not match, possibly the
data (at least one of the two variables) is not reliable (Cao et al., 1999; Liu
et al., 2008).

With regard to the thought experiment (Figure 17), a clear correlation
between the rotational speed of the turbine and the rate of change of the water
volume is evident. When water ows out of the tank, the turbine rotates |
slowly with small and fast with large quantities of water passing. Conversely,
this means that measurements must not indicate a rotating turbine when the
water volume is not changing. On the other hand, a measurement indicating a
still-standing turbine while the water volume is decreasing is also impossible.
Furthermore, measurements in which the turbine rotates very fast although
the water volume decreases only slightly, or vice versa, are also incorrect.
However, for the sake of completeness, it must be mentioned that in this
example certain delay e ects would need to be considered. The turbine itself
is inert and will not start or stop at the exact same moment in which the water
starts or stops running.

Furthermore, it should be mentioned that in this example it would proba-
bly be di cult to establish which of the two measured values is wrong if they
do not match. Besides, measurement errors could remain undetected if both
measured variables are faulty and compensate each other.

5.3 Causes of Unreliable Data

Data reliability indicates the trustworthiness of a measured gquantity and has
some similarities with the work on dependability® as de ned by Avizienis et al.
(2001) and Laprie (1992), which is brie y summarized in the following. Ac-
cording to Avizienis et al. (2001), dependability is a system's \ability to deliver
service that can justi ably be trusted." A system failure describes the fact
that a system's delivered service is incorrect; e.g., when the system outputs
incorrect results. For example, regarding the EWS system, such incorrect
output would be a miscalculated EWS. Such a miscalculation is called aalue
failure, in contrast to a timing failure , which is about the timing of the sys-
tem's service and beyond the scope of this thesis. A system failure is caused
by an error, which is an incorrect system state. For example, regarding the
EWS system, this could be erroneous vital sign data. An error, in turn, is
caused by afault; i.e., a broken sensor. However, the sequence that a fault
leads to an error and an error to a failure can be a long repeating chain. A
broken sensor (a physical fault), for example, could be caused by a physical

61t must be noted that the work in this thesis only touches on the eld of dependability.
Elements, such as fault removal, fault forecasting, etc. (Laprie, 1992; Avizienis et al., 2001),
are beyond the scope of this thesis.
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failure (e.g., a short circuit occurring in the sensor) which, in turn, could be
caused by an error of one of the sensor's components, and so on.

As the de nition of data reliability and the three measures elaborated
above show, the use of a measurand is unreliable (e.g., because of a sensor
defect) if the measured value fails to meet speci c criteria. However, from a
di erent perspective, data considered as unreliable could indicate a malfunc-
tioning of the System under Observation (SuO) instead of faulty measuring.

The theoretical experiment from Section 5.2, respectively, the reason for
making these assumptions around this experiment already shows what is
meant by this statement. For example, in terms of data reliability, mea-
surements of a changing water volume while the turbine stands still implies
that either the water level or the rotational speed is not measured correctly.
However, such measurements could also be caused by a leak in the water tank
or a blocked turbine where the water runs o via some kind of bypass.

Since fault diagnosis to determine the potential cause of the observed error
is beyond the scope of this thesis, there remains a contradiction between the
implemented data reliability methods and the Condition Monitoring System
(CMS). As described in Section 2.6, this application assumes correct measure-
ments in order to detect a defect in the SuO. However, this does not de nitively
exclude the possibility of the coexistence of a data reliability assessment with
the CMS. Yet, this requires a separate study and many further development
steps. For example, an exciting research question that was excluded from this
research (see Section 5.2) would be whether this is possible without any redun-
dant hardware. Since this thesis is about improving monitoring applications
through Computational Self-Awareness (CSA), such questions are beyond its
scope.

Because of the contradiction between the CMS and data reliability, the lat-
ter was applied in this thesis exclusively in the EWS case study (Section 2.5).
Nevertheless, this is a worthwhile topic for future research on monitoring ap-
plications.

5.4 Data Reliability in Early Warning Score System

Data reliability provides an understanding of the validity of the data that goes
beyond that of the sensors. In the context of EWS calculation, for example,
a sensor could simply become detached from the test person's body. Data
supplied by such a sensor may be accurate and precise but still invalid in
the application's context (as explained in Section 5.1). Therefore, the EWS
system should not consider data obtained in such a manner, even if it has been
measured accurately and precisely.
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Figure 18 shows a simple schematic of the data reliability assessment for
one low-level agent. The other agents (Section 3.2) are faded out for the sake of
simplicity. Because plausibility and consistency are measures of a single vital
sign and can be calculated independently of other vital signs, this assessment
takes place in the low-level agent assigned to this vital sign. This means that
plausibility and consistency assessments are done in the same place as the
abstracting of the vital sign score (Section 4.3). In contrast to plausibility and
consistency, the cross-validity check requires already abstracted knowledge of
the di erent vital signs (explained in Sections 5.4.1 and 5.4.2). Therefore, this
evaluation takes place on the higher hierarchical level of the EWS system's
architecture (Section 3.2), where the EWS agent also abstracts the EWS out
of the various vital sign scores (Section 4.3).

Figure 18. The three reliability measures (plausibility, consistency, and cross-validity) assessing the
overall reliability of the calculated EWS

After applying the self-awareness property abstraction to the EWS sys-
tem, the author implemented three more development steps, all including a
data reliability assessment. The rst two steps di er in their procedure of as-
sessing the measured vital signs' data reliability: Boolean logic (Section 5.4.1)
and fuzzy logic (Section 5.4.2). The third step also includes a con dence-based
decision-making process besides the data reliability assessment and will, there-
fore, be dealt with in Chapter 6.

5.4.1 Binary Data Reliability Assessment

Section 3.2 describes the design of the EWS system's basic architecture. The
rst development step of the data reliability assessment continues the work
described there and is binary, which means that the reliability of an input
signal can only have two di erent states (either reliable or unreliable). This
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rst development step here is comparable to a proof of concept, and thus, the
guantitative statements about results are less important than nding possi-
ble methods for the data reliability concepts (Section 5.2) and testing their
functionality. Hence, the experiments and the input data are rather limited
in contrast to the development stages that follow (Sections 5.4.2 and 6.3).

Since vital signs can react di erently from person to person, it is impos-
sible to clearly indicate each vital sign regarding the three measures to be
determined (plausibility, consistency, and cross-validity). Results from other
scienti ¢ elds determine body temperature behavior very precisely compared
to other vital signs, therefore, it is the perfect candidate for these initial im-
plementation tests.

Plausibility of the Body Temperature

According to Omics International (2016), Europe's temperature extremes are
-58:1 C and 480 C. Therefore, these boundaries were used to de ne the lower
and upper limits of temperature. The measured body temperature is consid-
ered valid if it lies within this range and invalid if it lies outside this range.
Table 6 shows a simple lookup table (as described in Section 4.2) with three
di erent ranges used for this purpose, which means that the vital signs' plau-
sibility classi cation is similar to an abstraction process.

Table 6. A simple lookup table to classify body temperature in terms of plausibility

Temperature range Classi cation

< -581C Invalid measurement
-581 C{48:0C Valid measurement
> 480 C Invalid measurement

The selected values in Table 6 may initially appear too extreme, considering
that the body temperature, despite open bounds, is de ned in Table 3 within
a much smaller range. However, the person being monitored may have already
died and is lying unprotected in an extremely cold or hot place. Whether EWS
calculations make sense in such a case is debatable. However, the fact that the
person's body temperature would be either extremely low or high is beyond
doubt. Such a measurement result would, therefore, be reliable in terms of
the application.

It is important to note that while these chosen limits allow testing this
plausibility check's behavior, it may not be safe to use these values for moni-
toring the health condition of a patient in real life.
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Consistency of the Body Temperature

In the studies of Oberhammer et al. (2008), Putzer et al. (2010), and Pasquier
et al. (2015), cooling rates of persons wholly buried under an avalanche are
reported. These rates range from 6C to 9:4 C per hour, depending on the
study considered. Assuming that a person's body temperature cannot increase
faster than it can decrease, the maximum possible rate of change is®C/h.
This parameter's time base must be the same as that of the data obtained by
the EWS system. Since the measured data's sampling frequency is 1Hz, the
maximum rate of change had to be converted to a time base of one second.
Table 7 shows a simple lookup table (as described in Section 4.2) with values
to classify the measured body temperature's consistency. This means that,
as with plausibility, the vital signs' consistency classi cation is similar to an
abstraction process.

Table 7. A simple lookup table to classify the body temperature in terms of consistency

Temperature's rate of change Classi cation

< -0:003 C/s Invalid measurement
-0:003 C/s { 0:003 C/s Valid measurement
> 0:003 C/s Invalid measurement

The measurement of body temperature is valid if the rate of change is
within the de ned boundaries. If the perceived signal's slope is outside this
range, the measured body temperature is not trustworthy and will, therefore,
not be considered.

Cross-validity and Body Temperature

The studies of Fauci et al. (2008) and Brown et al. (2012) show that hu-
mans' heart rate, blood pressure, and respiratory rate change with their body
temperature, i.e., if it is too high or too low. Mild hypothermia can lead to

tachycardia and tachypnea, while moderate hypothermia can already show
signs of hypotonia and bradycardia. As the body temperature continues to
drop, the vital signs become weaker and weaker until they nally cease en-
tirely (McCullough and Arora, 2004). While hyperthermia does not trigger

completely identical changes in the other vital signs, it does show similar
behavior, namely, a general deterioration (Fauci et al., 2008). Therefore, a
measurement showing a critical body temperature cannot be correct if, at the
same time, the other vital signs are in good condition. If the body tempera-
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ture score deviates from the other vital sign scores, the EWS system classi es
the body temperature measurement as unreliablé

It is important to note that while this con guration allows testing of the
cross-validity check's behavior, it may not be safe to use it for monitoring the
health condition of a patient in real life.

Experimental Setup

The vital sign datasets used for the experiments are the same as those recorded
by Azimi et al. (2016). In their experiments, they also used these vital sign
datasets, obtained from a 35-year-old healthy male subject. The datasets
include all necessary vital signs (Table 3§, sampled once a secorfd namely,
heart rate, systolic blood pressure, respiratory rate, body temperature, and
oxygen saturation. However, to test the implemented data reliability checks,
the measured body temperature was replaced with incorrect temperature data.
This approach then led to various experiments with a body temperature that
was too high or too low, or increasing too fast, or not correlating with the
other vital signs. As mentioned above, these initial experiments were only a
proof of concept and do not replace a more extensive study of an autonomous
EWS system.

Results of the Binary Data Reliability Assessment

The results of this proof-of-concept work showed that such a solution could
be further pursued. The EWS system always detected the erroneous tem-
perature data. Despite the limited complexity of these experiments, the re-
sults nevertheless con rmed that the basic concept of the three measures for
data reliability calculation is reasonable and useful. Additionally, the EWS
system's hierarchical architecture proved to be very bene cial as it allows
well-structured processing of the individual steps necessary for the EWS cal-
culation. In other words, the EWS system can house the di erent modules
exactly on the appropriate levels of abstraction where they optimally t.

All experiments were conducted with all three data reliability modules
running simultaneously and with only single modules (the others were dis-
abled). The cross-validity check { at least for the tested datasets { revealed
all incorrect temperature data. The other two only worked on the data they

Since Table 3 shows only one possible score (score 2) for hypothermia, the author sup-
plemented it with the di erent stages of accidental hypothermia from the work of Brown
et al. (2012).

8The level of consciousness (Table 3) is excluded because it is not applicable in out-of-
hospital monitoring.

%The blood pressure was not measured each second, but approximately every two minutes.
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were designed for (too extreme absolute value or too steep signal slope). Con-
sequently, cross-validity was the most universally working module. This fact
can be explained easily because, in contrast to body temperature, all other
vital signs were in very good condition. So if the body temperature is faulty,

it is easily noticeable since its condition does not match the other vital signs,
regardless of whether the body temperature is highly abnormal or has changed
too fast. More complex data, in which the vital signs do not match each other
so perfectly (all in the same good condition), do not achieve this e ect as
clearly.

Somewhat apart from this topic, it is noticeable that abstraction is not
only an enabler for the actual (not self-aware) EWS system (Section 4.3) but
also for parts of the data reliability assessments. This way, plausibility and
consistency are implemented with the help of lookup tables, which are part of
the abstraction methods (Section 4.2). Thus, strictly speaking, these parts of
the data reliability assessment could also be called abstraction as the reliability
of the input data is abstracted from the input data.

Besides all these ndings, a signi cant disadvantage of a binary data reli-
ability assessment became visible. Such natural measurement data often have
no sharp limits. It can be de ned that the oxygen saturation of a person's
blood must be between 0% and 100%, but it is not exactly de ned how high
the person's maximum blood pressure can be. However, if the ranges for the
various data reliability measures are too large, they could theoretically ob-
scure faulty measurement data. For example, this might occur in cases when
measurements are rather unrealistic yet still within the rather wide range set
for a vital sign (e.g., body temperatures just within Europe's extreme temper-
atures). The next section deals with a solution to this problem.

5.4.2 Fuzzi ed Data Reliability Assessment

As described above, binary decision-making in combination with natural phe-
nomena has a blatant disadvantage. An input data's reliability is a much
more continuous value and should, therefore, not be treated in a binary way.
Although binary decision making simpli es the analysis of data reliability, it
can cause a loss of information.

A solution to this problem lies in the fuzzi cation of the data reliability
assessment (Bowles and Pelaez, 1995). The use of fuzzy logic instead of binary
logic covers these fuzzy areas in which vital signs could actually be reliable or
unreliable (Maimon et al., 2001). This means that a fuzzi ed reliability vali-
dation can also work in the absence of complete knowledge about the various
vital signs and their interactions. A fuzzy evaluation does not clearly de ne
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whether a datum is reliable or not but indicates the degree of its reliability
within a range of [0; 1] (Maimon et al., 2001).

Fuzzi ed Plausibility and Consistency

Similar to the binary reliability assessment, there are the measures plausibility
and consistency. However, they no longer tell precisely whether a measured vi-
tal sign is reliable or not; rather, they show the vital sign's degree of reliability
(a value between 0 and 1).

Figure 19. A possible fuzzy membership function to assess a vital sign's plausibility and consistency
(Getzinger et al., 2019a)

The estimates of both plausibility, r3,;, and consistency,rg;, for one

vital sign, i, are calculated by a fuzzy membership function appropriately
con gured (as shown in Figure 19). Thus, the plausibility for the vital sign

(the reliability of its absolute value) is calculated by

0 —
abs;i —

7de Vp if pc<Vai <Ppd

0 otherwise,

8

% 7\/;; pr:a if pa<Vai <pb
r
2

where v, is the actual value of the vital signi. Points pa, pp, Pc, and pq (i.e.,
the intervals between them) are con gured to match the assigned vital sign's
characteristics. Hence, if a vital sign's value lies in the interval py; pc], it is
seen as absolutely plausible. If the value is lying in one of the intervals,@; pn)
or (pc; pq), it is | depending on the absolute value | more or less plausible.
Absolute values lying outside of these intervals are considered as absolutely
unreliable.

Analogously, a vital sign's consistency (the reliability of its slope) is cal-
culated by

0 —
rslo;i -

8
3 b if Pa<gi <po
1 ifpp o Pc
. 6
3 pp T Pe<gi<pg ©
: 0 otherwise,
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where g is the gradient of the signal of the vital signi, and calculated by

g = P W)

where v,;i is again the vital sign's actual value, vp; is the previous value of
the same vital sign, andt is the time passed between these two samples.

The counterparts of Equation 5 and 6 are the fuzzy membership functions
of the estimated implausibility, ud.;, and inconstancy, u;, respectively.
These serve to indicate how much a signal is implausible or inconsistent and
are calculated by

ugbs;i =1 rgbs;i (8)
and
uglo;i =1 I’glo;i; (9)

which leads to an overlapping of these two functions (Figure 19) with their
counterparts, plausibility and consistency. In contrast to the normal lookup
table used in the binary data reliability assessment (Section 5.4.1), Equations 8
and 9 show an overlapping lookup table (Section 4.2), which can lead to more
than one abstracted symbol. In this particular case, a vital sign can be to
some extent plausible and implausible at the same time, instead of just being
either plausible or implausible.

Fuzzi ed Cross-Validity

The studies of Davies and Maconochie (2009), Zila and Calkovska (2011) as
well as Reule and Drawz (2012) show that like the body temperature also
the other vital signs show correlations with each other. The Cross-validity
reliability is calculated (based on these correlations) for each possible pair of
vital signs by (
0 1 if si = s
crojiyj — 1

Peroiij  ISi S
where pero;ij 2 (0;1 ) denotes a coe cient of the strength of the correlation
between two di erent vital signs of which s; and s; are their abstracted scores.
Because cross-validity reliability, rgro;i;j , must be in the interval of [0; 1], it has
to be limited to these maximum values; even ifpero;i;j is less than 1, which

could lead to a higherrd,;; than 1.

r (10)

ifsi6 s,

Reliability of the Early Warning Score

Plausibility (Equation 5) and consistency (Equation 6) are exclusively dealing
with the data reliability of one single input signal (vital sign) i. They do this
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without considering any interaction with other vital signs. Thus, a combina-
tion of the two can be called input data reliability, ri?,;i , of signali, and is
given by
Mo = Tobsi ™ oo (11)
where the conjunction means that an input signal is reliable if both its absolute
value as well as its slope are reliable. In this context, it must be considered
that conjunction in fuzzy logic is equivalent to a minimum function (Ross,
2009), which then would berQ; = min(rd.;r3.;). However, the crucial
statement is that a vital sign must be plausible and consistent, and, therefore,
the conjunction (the logical and) operator is used here.

The input data reliability of all vital signs together is a conjunction of all

those and calculated by

M= s (12)
i=1
according to the principle that the entire input data is reliable if each vital
sign's data is reliable. Similarly, the cross-validity reliability of all vital signs
is a conjunction of all cross-validities (Equation 10) and calculated by

»B 15
rgo = ( ré)ro;i;j ); (13)

i=1 j=1
where rgm;i;j =1 for i = j (Equation 10). These equations nally lead to the

reliability, r° of the EWS (the overall reliability), which is calculated by

0—

rO=rd ~r2.: (14)

Experimental Setup

In contrast to the experimental data used in the binary data reliability assess-
ment development step (proof-of-concept experiments in Section 5.4.1), real
sensor errors were emulated for the experiments here. The goal was to deter-
mine whether the EWS system can correctly classify the EWS's reliability; i.e.,
whether the EWS outputs a reliability value that correlates with the truthful-
ness of the input data. For this purpose, several 15-minute vital signs datasets
(containing heart rate, systolic blood pressure, respiratory rate, body temper-
ature, and oxygen saturation)!® were recorded with a sampling frequency of
1HZ!. The vital signs were recorded from a 36-year-old man with diastolic

The level of consciousness (Table 3) is excluded because it is not applicable in out-of-
hospital monitoring.

" The blood pressure was not measured every second, but approximately every two min-
utes.
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hypertension, and di erent errors were introduced at some points during the
various experiments, namely:

1. The test subject contracted his biceps during blood pressure measure-
ment.

2. The sensor measuring heart and respiratory rate (a chest strap) was
loosened so that it had only partial contact with the body.

3. The body temperature sensor was detached from the body and attached
to an object that was either cold, at room temperature, or hot.

The author con gured the various fuzzy membership functions and the dif-
ferent correlation coe cients based on the works of Song and Lehrer (2003),
Fauci et al. (2008) Davies and Maconochie (2009), Zila and Calkovska (2011),
Brown et al. (2012), Reule and Drawz (2012), and Pasquier et al. (2015). In
addition, expert opinions of various physicians, information on the accuracy
of the sensors used, and the test subject's medical condition in the system's
con guration were also taken into account.

Paper VIII (Getzinger et al., 2017a) lists the exact sensor types used for
these experiments and provides more detailed information on the experiments'
parameter setup.

Results of the Fuzzy ed Data Reliability Assessment

The experiments conducted here show that fuzzi ed data reliability assessment
works. The reliability of the EWS matches the condition of the measurement
environment | faulty data lead to reduced data reliability. Figures 20 and 21
show two representative results from the experiments performed.

In the rst experiment (Figure 20), the body temperature sensor was de-
tached from the test subject after about 350s. The body temperature sensor
started to decrease from this time on because the room temperature was mea-
sured instead of the body temperature. After the signal had stabilized around
room temperature, the sensor was reattached to the body after about 680s.
As a result, the measured temperature rose again. At the beginning and the
end of the faulty measurement phase, data reliability was reduced due to the
consistency evaluation. In the intervening period, the cross-validity evalua-
tion caused the low data reliability value because the low body temperature
did not correlate with the other vital signs. In addition to these intentionally
induced errors, there is also a small decrease in reliability at 710s. This can be
explained by the fact that the body temperature sensor shifted slightly during
loosening and refastening of the chest strap. Due to the sensor's decreased
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Figure 20. The monitored vital signs, the resulting EWS and its reliability when the temperature
signal is temporarily incorrect due to a detached sensor

contact with the test subject, the measured temperature failed to measure the
correct temperature (it was slightly too low).

Figure 21 shows an experiment in which the chest strap (housing a heart-
and respiratory sensor) was loosened from the test subject after 330s. Since
from then on the chest strap was no longer appropriately fastened, the sensor
had only partial contact with the subject. After about 700s, the chest belt was
properly refastened. Between these points in time, an unstable measurement
with unreliable readings from this sensor can be observed. The measured heart
rate signal sporadically shows errors (drops to 0 beats per minute). As can
be seen, the EWS system detected these wrong measurements and indicated
this faulty sensor setup by showing a very low reliability value (drop to 0) in
instances of erroneous sensor readings.

These two experiment results show that reliability assessment works well.
However, the EWS is still calculated according to standard rules independent
of reliability values and would, therefore, lead to false alarms because of a
wrong (too high) EWS in instances of corrupted sensory data (Table 4). Cor-
recting the EWS based solely on reliability would be unsafe because of the
uncertainty of reasonably de ning a minimum reliability value (e.g., 0:5 or 1)
at which the calculated EWS could be trusted. Such a decision cannot be made
easily because, despite the fuzzi cation of the data reliability assessment, no
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Figure 21. The monitored vital signs, the resulting EWS and its reliability in case of frequent
breakdowns of the heart rate signal due to a loosened chest strap sensor

complete knowledge about the vital signs and their interaction are available.
EWS corrective decisions have to be based on a number of considerations.
Chapter 6 deals with a possible approach and shows how con dence-based
decisions can be made.

Moreover, the implementation of the reliability assessment showed that
the property abstraction (Section 4) also plays a signi cant role in assessing
the (fuzzy ed) data reliability (overlapping lookup table).
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6 Con dence

Con dence is the self-awareness property that was part of the systems' nal
development stage in both case studies. Like data reliability (Chapter 5),
con dence is metadata and has signi cant similarities with the former. The

di erence is that data reliability describes the trustworthiness of the available
data, while con dence describes the trustworthiness of an algorithm, analy-
sis, function, or (sub-)system. Because of these similarities, the methods of
con dence assessment presented in this chapter are inspired by those of data
reliability presented in Section 5.4.2.

According to TaheriNejad and Jantsch (2019), the signi cance of con -
dence lies in its ability to enable a self-aware system to make decisions based
on the reliability of its sub-processes and sub-algorithms. Kholerdi et al. (2018)
show a possible application of this concept, a system that switches between
di erent algorithms based on their con dences.

This chapter starts starts with the formal de nition of con dence in Sec-
tion 6.1, followed by Section 6.2 showing the intertwining of con dence and
data reliability. Sections 6.3 and 6.4 show how con dence was applied in
the systems of the two case studies. There, experiment results show that a
con dence-based decision-making process improves their robustness and relia-
bility. The formal de nition of con dence and its usage in the two case studies
is based on Papers Il and Il (Getzinger et al., 2019a,b}

6.1 Formal De nition of Con dence

According to TaheriNejad et al. (2016), con dence is \the extent to which a
procedure may yield the same results on repeated trials." It describes the
trustworthiness of an algorithm, analysis, function, or (sub-)system, while the
input data is assumed to be entirely trustworthy. This means, con dence
provides a measure of how much the results of a system's data manipulation
can be trusted or, in other words, how close the obtained output is to an
ideal output (re ecting the ground truth). However, knowing the ground

1This dissertation is based on eight original publications, which are the results of collab-
orations. These publications can be found in the appendix. The author's contributions to
each publication are listed in Chapter 8.
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truth (gaining such complete knowledge) is mostly impossible because many
properties and correlations (e.g., physical dependencies) of the environment
are usually unknown. The property con dence is a measure that can deal
with uncertainties arising from a lack of precise knowledge about the variables
or processes of a system or the environment (Apostolakis, 1990). This is in
line with the work on uncertainty as de ned by Taylor et al. (1994). For
example, in the case of the Early Warning Score (EWS) system, uncertainties
could be caused by a lack of knowledge about physical di erences in di erent
people. Con dence is often described in the relevant literature as a probability
measure (Mozelli et al., 2021). However, according to Baudrit et al. (2008),
the probabilistic approach to uncertainties tends to make assumptions that
are not necessarily justi ed in the case of incomplete knowledge. Therefore, in
the course of this work, an approach was pursued in which con dence can be
understood as distance. Namely, as the distanéebetween an ideal function

I (X) and an unideal function G(X) at hand, which are both de ned over

the dataset X = hxy;:::;Xpi. The function (%i);9(xi) represents the

distance between (x;) and g(x;), the ideal- and unideal functions respectively,
for one member ofX . Consequently, the con dencec g(x;) , for the function
g(x;), is calculated by

co(xi) =1 (xi); 9(xi) ; (15)

where is based on an application-speci ¢ metric for distance, which is nor-
malized such that O 1.

The overall con dence, C(G(X)), is the average con dence of allg(x;) over
the whole setX, calculated by

X0
CEXN= - dglx); (16)
i=1

where it must be noted that O c(g(xi)); C(G(X)) 1 and c( (xj)) =
C( (X)) = 1 applies. Furthermore, the methods for calculating ¢ and C
are case-specic, i.e., they depend on the application. However, the ground
truth of and | is often unknown, which leads to the situation that the dis-
tance function cannot be calculated. Thus, the function  °must be used
to estimate . In the further course of this work, the heuristics c®and C%are
con dence estimates based on ° The implemented methods for calculating
the respective con dences with respect to the two case studies' systems are
presented in Sections 6.3 and 6.4.

2Distance denotes a di erence that can be of any dimension: performance or success rate
di erence, geometric distance, time di erence, di erence in absolute values, and so forth.
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6.2 Relation between Con dence and Data Reliability

As set out, con dence describes the trustworthiness of an unideal function used
for data manipulation. Such a function is unideal because having complete
knowledge about all properties and correlations (e.g., physical dependencies)
of the environment is rather unlikely. Besides this lack of knowledge, the input
data are not likely to be entirely trustworthy either.

Up to this point, data reliability (Chapter 5) and con dence have been
considered separately and discussed independently. However, in the real world,
these two terms are often closely intertwined with each other. Assuming an
ideal process that consumes unideal (not entirely correct) data, the process's
output data cannot be entirely reliable. Hence, reduced output reliability is
exclusively caused by input data with reduced reliability. In other words, the
degree of output data reliability is exclusively determined by the degree of
input data reliability. On the other hand, a process's output data reliability
would be solely a ected by this process's con dence if it is unideal but fed
with absolutely correct input data. However, most likely, both input data and
processes are not ideal. Therefore, the output data reliability,r 4(x%, depends
on both and is calculated by the function as follows’

rgx) = re(xdicoxi) (17)

where ¢ g(xj) (Equation 15) is the con dence for the unideal function g(x;)
processing one single datumy;, and r¢ (x9 (Equation 4) is the data reliability
of one single datum,x?. Here, x? belongs to the setX %= $;:::;x3i, which
is the dataset at hand (i.e., the unideal values), corresponding to the ground
truth values X = hXg;::;;Xpi. Since the relationsc g(x;) c (xj) and
rs (xio) r¢ (xj) hold for all x; 2 X, we can conclude that

rgxd)  rxd o x); (18)

wherer (x9) is the output reliability if the data manipulation process is ideal
but its input data is not. In contrast, r (X;) is the output reliability if both
are ideal.

Calculating the output data reliability of a system's process is much more
di cult when data reliability or con dence are obtained by estimation func-
tions since the ground truth is unknown. Besides, a system usually consists
of many di erent processes which consume and produce data. So it should be
noted that the output data reliability of a process could be, in turn, the input
data reliability of another process.

SFunction  depends on the application but must meet monotonicity criteria.
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6.3 Condence in Early Warning Score System

Con dence is intended to help making well-considered decisions. This is espe-
cially necessary when a choice is uncertain. Such uncertainty may be caused
by incomplete knowledge of the environment or by a slightly distorted image
(Taylor et al., 1994; Baraldi et al., 2014); e.g., slight measurement errors that
still result in reliable values. In the EWS system, the author detected two

of these uncertainties that can benet from a con dence-based decision. Fig-
ure 22 shows the locations of the con dence-based decision-making processes,
which are explained in Sections 6.3.1 and 6.3.2. For the sake of simplicity,
this gure shows only one low-level agent, the other agents (Section 3.2) were
faded out.

Figure 22. The con dence-based vital sign score abstraction and the cross-validity con dence
assessment

6.3.1 Con dence-Based Vital Sign Score Abstraction

The rst uncertainty relates to the abstraction of a vital sign score and has
two di erent origins. On the one hand, each person's body has di erent char-
acteristics. The boundaries between the di erent scores of a vital sign could
vary from person to person. In this case, a value close to a boundary (de ned
in Table 3) would lead to a wrong score should the certain boundary of the
monitored patient be drawn di erently. However, a simple lookup table (Sec-
tion 4.2) has sharp boundaries, leading to the same vital sign score abstracted
for each patient. The other reason for this uncertainty could be caused by a
measurement that is not entirely correct. Since the ground truth is usually
unknown, a measured value that deviates only very slightly from the truth
can still be evaluated as reliable (Section 5.2). Thus, if a vital sign value is
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close to the boundary between two scores, a slightly deviating measurement
can lead to the wrong vital sign score while still considered reliable.

Figure 23. A con dence-based abstraction of an input datum into symbolé and B

To counteract these two causes of abstraction uncertainties, the lookup
table was replaced by an overlapping lookup table (Section 4.2). In such an
overlapping lookup table, an input datum can be abstracted into more than
one symbol (score). For each symbol resulting from the abstraction process,
one con dence value exists. For example, con dencel; indicates how likely
it is that a sample value of signali should be abstracted to symbol (scorek.
In other words, c2; represents the trustworthiness of the abstraction method
to deliver the right output when abstracting the actual sample value of i to
scores.

Figure 23 shall serve as a simpli ed example of such an overlapping lookup
table (a con dence-based abstraction). While a conventional EWS system
abstracts a vital sign into one of four di erent symbols (vital sign scores: 0, 1,
2, and 3), in this simpli ed example, only two di erent symbols exist, A andB.
As can be seen, there are no clear boundaries, only a fuzzy transition between
A and B. An input value in the range (1 ;pl] is abstracted to symbol A,
and if it is the range [p2;1 ), it is abstracted to symbol B. However, if it is
in the range (pl; p2), it is abstracted into both symbols simultaneously. Each
symbol available to the abstraction process is assigned a con dence value,
which indicates how much this abstraction can be trusted. For symbolA, the
con dence, c3, is calculated by

8
< 1 if va  p1
Q= Pete if pr<va<p: (19)

where v, is the actual value which is abstracted into a symbol. On the other
hand, the con dence, cg, whether the abstraction to symbol B can be trusted,
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is calculated by

8
< 0 if va  p1

= 2B ifpi<va<ps (20)
1 ifva po,

whereby this function is the exact counterpart to Equation 19.

As information about the raw vital signs is needed for this procedure,
it is located in the low-level agent (Figure 22). The low-level agent sends
the vital sign score with the highest score reliability to the high-level agent.
As explained in Section 6.2, this reliability (output reliability) combines a
process's input data reliability and con dence. However, information sent by
the high-level agent shall also be considered in this application. Thus, the
calculation of reliability of score s, for vital sign i, consists of three terms, and

is calculated by

0 - 0 0 o .

rout;s;i - rin;i n Cs;i A rsug;s;i’ (21)
whererf. is given by Equation 11, c2; is the con dence of the vital sign i
being correctly abstracted to scores, and rgug;s;i constitutes the opinion of the
high-level agent (Figure 22) how much this scores, can be trusted from a top
view. How rd ., is determined also depends on the cross-validity con dence
and is explained in the next section.

6.3.2 Cross-Validity Con dence

Besides the uncertainty of the boundaries between the individual vital sign
scores, the correlations between the vital signs are also di erent from person
to person. As in Equation 10, cgm;i;j indicates how well the scores,s; and
sj, of two di erent vital signs, i andj, ttogether. However, the dierence

is that this is not a generally formulated reliability assessment but person-
speci ¢ knowledge. In other words, it re ects more or less a partial aspect of a
process taking place in a specic person. Figure 24 shows a possible example

of a cgro;i;j function that gives information on how well the scores ofi and
j ttogether. In other words, cgro;i;j represents the trustworthiness that the

di erence between the abstracted scores of and j is valid. In this example,
the patient has most likely a dierence of 1 between the scoress; and s,
followed by a di erence of 0.

The overall reliability of the calculated EWS is still calculated using Equa-
tion 14, whereas the calculation ofrgro, in contrast to Equation 13, is now

calculated by
B 5

rc(:)ro = ( (r((:)ro;i;j — Cgro;i;j ))- (22)
i=1 j=1
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Figure 24. An example for a cross-validity con dence function, which uses available knowledge to
indicate how con dent the cooccurrence of the scores of two vital signs is

where the disjunction means that the values of two dierent vital signs (i
and j) t together if their simultaneous occurrence is appropriate (rf:’ro;i;j )
or known (cgm;i;j , knowledge about the specic person). In this context, it
must be considered that disjunction in fuzzy logic is equivalent to a maximum

function (Ross, 2009).

Because this process requires already higher abstracted knowledge, it is
located in the high-level agent (Figure 22). However, this agent does not only
output the EWS and its reliability but also sends a score suggestion needed
for Equation 21 to the low-level agent. This suggestion,rgug;s;i, is calculated
by

0 — 0 0 .
rsug;s;i - (rcro;i;j — Ccro;i;j ), (23)
j=1

and indicates how much the scores of a vital sign ts the scores of all other
vital signs (based onrg,.. and cd,;; ). Reliability rd,,.; is calculated for
each possible scors 2 [0; 1; 2; 3] to which signal i could be abstracted.

6.3.3 Experimental Setup

This section gives an overview of the experiments conducted. The author
refers to Paper Il (Getzinger et al., 2019a) for more details about the sensors
used and detailed descriptions of the di erent scenarios in which the various
test subjects were monitored.

The vital signs data were collected from eight di erent participants, four
women and four men. The test subjects were 23 to 37 years old, with an
average age of 225 years. As in the experiments described in Section 5.4, the
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same ve vital signs* were collected once a secoRgnamely, heart rate, systolic
blood pressure, respiratory rate, body temperature, and oxygen saturation.

Figure 25. The measurement setup includes multiple data sources for each required vital sign
(Getzinger et al., 2019a)

Figure 25 shows that each participant was monitored with a variety of
di erent sensors. To be precise, each of these ve parameters was abstracted
from di erent vital sign signals: (i) three di erent signals for heart rate, (ii)
three for respiratory rate, (iii) two for oxygen saturation, (iv) two for body
temperature, and (v) two for blood pressure.

The procedure of having more than just one signal for each vital sign
provides datasets of di erent quality for the same measurement. In other
words, one set of signals represents high-quality sources for each vital sign,
and the other signals constitute a low-quality source. For reasons described
in Section 5.1, it was not possible to obtain the ground truth of the vital sign
signals. However, for each vital sign, the signal with the highest quality will
be called in the following ground truth signal since this is the closest possible
approximation®. This means that the datasets contain a ground truth signal
for each measured vital sign and one or two additional signals, some of which
contain errors. Resulting from all these di erent signals, are a total of 72

“The level of consciousness (Table 3) is excluded because it is not applicable in out-of-
hospital monitoring.

5The test subjects' blood pressure was not measured each second, but approximately
every two minutes.

To have the ground truth signals as error-free as possible, they were additionally Itered
to remove any possible noise.
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di erent signal setups, of which one single setup contains ve ground truth
signals. All other setups contain at least one signal that might contain errors.

Four di erent test scenarios were used. In all of these scenarios, the test
subjects were sitting quietly (without performing any physical activities). In
one of these scenarios, no additional error was introduced. In the other three
scenarios: (i) the temperature sensor was detached, (ii) the biceps were tensed
during blood pressure measurements, and (iii) the temperature sensor was
detached and the biceps tensed. The additional (intentional) errors were only
applied to signals that do not serve as ground truth since the latter is necessary
as reference for comparison purposes.

Six of the eight participants were monitored twice; the other two persons
were monitored four times. Thus, 20 di erent measurements with 72 signal
setups each were performed. Unfortunately, in two of the measurements, the
ground truth setup was erroneous and, therefore, these measurements had
to be excluded from further experiments. Hence, 18 measurements with 72
signal setups each, which means 1296 di erent record datasets, were available.
18 of them are ground truth datasets (one for each measurement), and the
remaining 1278 may contain one or more faulty signals.

6.3.4 EWS Systems Validation

The experiments aimed to prove that Computational Self-Awareness (CSA)
enables more robust and reliable monitoring, in this case applied in an EWS
system. Therefore, a conventional (non-self-aware) EWS system (described
in Section 4.3) was compared with a Self-Aware Early Warning Score (SA-
EWS) system (equipped with abstraction, data reliability, and con dence).
To compare the EWS and SA-EWS systems' performances with each other,
their outputs (EWS signals) were compared with a ground truth EWS signal.
This ground truth EWS signal was generated by the conventional EWS system
processing the ground truth vital sign signals. The conventional system was
used here because, in contrast to the SA-EWS system, it does not manipulate
the EWS calculation with self-awareness methods. Since no errors are expected
in the ground truth vital sign signals, the conventional EWS system should
produce an absolutely correct output signal (the ground truth EWS signal).
It should be mentioned that this procedure can lead to an advantage of the
conventional EWS system over the SA-EWS system if the ground truth vital
signals still contain small errors, which could lead to a slightly distorted ground
truth EWS.

Three di erent metrics are used to compare the outputs of the two EWS
systems with the ground truth. The rst one is the calculation of the Root-
Mean-Square Deviation (RMSD), which indicates how close two di erent sig-
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nals are to each other. However, the RMSD is not the best way to compare the
two EWS systems. A signal that deviates slightly over a long period of time
(e.g., a deviation of only one value) may have a worse RMSD than a signal
with a much larger deviation but only for a short time. Most likely, however,
the former will not lead to negative consequences, while the latter will lead to
false or missing alarms due to its temporarily high deviation (Table 4).

The second metric is based on the absolute error,, between the EWS
calculated by the EWS system or the SA-EWS system and its ground truth.
For samplei it is calculated by

"= EY Ei; (24)
between the output EWS sample,EiOZ [0;15] Z, and its ground truth, E; 2
[0;15] Z. Because of the range within which the output of an EWS system
and the ground truth can be, "; can only be between 0 (no deviation) and 15
(largest deviation). The maximum absolute error, "max, Of one measurement
is calculated by

"max = max("i:i2[L,n] 2Z); (25)

where"; is the absolute error of thei'™ of n samples of one measurement.

The third metric is about the number of false and missing alarms (based on
the "). As shown in Table 4, the calculated EWS of a patient can be divided
into three di erent risk classes: low risk, medium risk, and high risk. If " of
an EWS signal's sample (output of an EWS system) is so high that it does not
belong to the same risk class as its ground truth, a false or missing alarm is
the result. If several consecutive samples meet this criterion, the false/missed
alarm is counted only once as this is a continuous state of false classi cation.
In principle, this corresponds to the way it is handled by medical personnel.
They raise one alarm at the beginning of a medical emergency and not every
second, i.e., a large number of alarms.

6.3.5 Experimental Results

This section gives an overview of the experiment results and the comparison
of the conventional (non-self-aware) EWS with the SA-EWS. For more details
and further results, the author refers to Paper Il (Getzinger et al., 2019a).
Figure 26 illustrates one of the experiments conducted (Section 6.3.3).
Figure 26a shows the ground truth vital sign signals (in the upper diagram)
and the low-quality signals (in the lower diagram) of the same measurement.
Up to three low-quality signals simultaneously show errors. These include the
respiratory rate, which can be recognized by the many spikes in the signal.
Besides, two additional (intentional) errors were introduced in the middle of
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(a) The ground truth vital signs and the corrupted vital signs

(b) The ground truth EWS, as well as the EWS and SA-EWS systems' output

Figure 26. An experiment in which up to three vital sign errors simultaneously occur §@&inger
et al., 2019a)
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the measurement: the temperature sensor was detached from the test subject's
body, and the subject tensed the biceps. In comparison, Figure 26b shows the
corresponding EWS outputs; from top to bottom: (i) the ground truth EWS
(based on the ground truth vital signs), (ii) the output of the conventional
EWS system, and (iii) the output of the SA-EWS system. The outputs of
the EWS and the SA-EWS system were both based on the same corrupted
vital signs. These results show that the di erence between the EWS of the
conventional system and the ground truth is sometimes huge (absolute errors
up to 7 points), while the SA-EWS shows only absolute errors of 1 or 2 in the
worst case.

Similar to this experiment (Figure 26), all 1278 datasets (containing low-
guality signals) were processed with the conventional EWS system as well as
with the SA-EWS system. The results were then compared with the respective
ground truth. Figure 27 shows for all experiments the frequency of absolute
errors of the EWS calculated by these two systems. While the abscissa shows
all absolute errors that occurred (from" = 0 to " = 7), the ordinate shows
the number of EWS samples deviating from the ground truth by ". As can be
seen, the SA-EWS produced slightly more samples without errors"(= 0) but
also slightly more where" = 1. However, in both cases, the results (number of
samples) of the two EWS systems are very similar. A larger gap can already
be seen at" = 2 and " = 3, where the SA-EWS system apparently performs
better. Overall, the SA-EWS system produces signi cantly fewer errors than
the EWS system, especially when it comes to larger error sizes. The SA-EWS
system never produces absolute errors greater than 5, whereas the conventional
EWS system is responsible for more than 1000 of these errors. Even with error
sizes of" =4 and " =5, the SA-EWS system produces signi cantly (about
1000) fewer errors than its counterpart. The errors with a high" are especially
crucial because larger errors imply a deviation from the ground truth risk class,
which leads to false or missing alarms.

Overall, Figure 27 shows that the SA-EWS system is more reliable and
robust against false vital sign measurements than its conventional counter-
part. Moreover, the di erence in the occurrence of false alarms is consider-
able. While none of the experiments resulted in a missed alarm in any of the
systems, there were several false alarms. While the conventional EWS sys-
tem caused a total of 5034 false alarms, the SA-EWS system caused only 64
| about 80 times less. This outperformance of the SA-EWS system clearly
shows that CSA is capable of making an EWS system more robust and its
output more reliable.
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Figure 27. Occurrence frequency of absolute errors of di erent sizes §&inger et al., 2019a)

6.4 Con dence in Condition Monitoring System

Like the EWS system (Section 6.3), also the Condition Monitoring System
(CMS) has to cope with uncertainties as de ned by Taylor et al. (1994). Itis
usually unknown how noisy the signals of a System under Observation (SuO)
are or how big the average di erence between two signal states is. The dif-
ference between two signal states equals the di erence between their sample
values and will be called signal delta in the following. The sensitivity analysis
(in Paper V) has shown that the threshold-based CMS (Section 4.4.4) output
was quite robust against changes in the CMS parameters (e.g., thresholds).
However, as discussed, there were problems with drift detection, where the
CMS classi ed the SuO as malfunctioning after a short time. Besides, more
complex motor data were simulated in the later stage of this work. Motor data
with a set of di erent gradients of a drifting signal were simulated. Other mo-
tor datasets show signi cantly more state changes and much bigger ranges
of signal delta sizes. With such complex data, it was impossible to select a
suitable CMS parameter set with which the di erent states and conditions of
the SuO could be correctly detected.

Since these are only uncertainties of the signal state detector, the basic
CMS architecture does not need to be adapted (Section 4.4). Also the system
state detector (located in the high-level agent) is more or less the same. How-
ever, the threshold-based signal state detector was replaced by a con dence-
based signal state detector.
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6.4.1 Con dence-Based Signal State Detection

This section is intended to give an overview of the con dence-based signal state
detection used in the system called Con dence-based Context-Aware condition
Monitoring (CCAM). For more details about this system, the author refers to
Paper Il (Getzinger et al., 2019b).

In the threshold-based signal state detector used previously (Section 4.4.1),
a state is represented by the average value of all its signal samples. Simultane-
ously, there is one sliding window history in which the last signal samples are
stored. A newly read sample is compared with the average values to determine
to which state it belongs, but only if it is part of a stable signal phase. This
stability is given if it matches a certain number of the sliding window history
samples.

In the case of the con dence-based signal state detector presented here,
this extra stability check is unnecessary because each state is represented by a
sliding window history (containing the most recently added samples) instead of
just an average value. When a new signal sample arrives, it is compared with
this historical data to nd out whether it belongs to a state or not. If the new
sample is similar enough to a great enough set of history samples, it belongs
to that state. However, it is not easy to determine which distance between
two samples is close enough or how big the number of matching samples must
be. Since it was already established in Section 5.4.2 that fuzzy logic can help
counteract such uncertainties, four di erent fuzzy functions were designed to
overcome these uncertainties (Figure 28).

(a) Con dences of a new sample being similar or (b) Con dences of a new sample being similar
di erent to an existing datum, based on the relative or di erent to an existing dataset, based on
distance between them the number of similar samples

Figure 28. Fuzzy functions showing the con dences of a new sample tting an already existing
dataset

Figure 28a shows the two functions that determine whether a new sample
value, vinew , Of a variable of interest, i, matches or mismatches thg th sample,

Vh, , Of the i state's history. The con dence, cgv;i;j , of these two samples
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matching each other is calculated by

do da
1 if dp di; dec

© & ifdo<dy <dg
0 otherwise,

0
Coviij =

(26)

8
% dij da if dy < di;j < db
2

whered;; is the the relative distance between these two samples and calculated

by
dij = Yinew  Vhy_ ; (27)

Vinew
which is also the base for determining the con dence,cgv;i;j , of these two
samples mismatching each other, calculated by

db a
Y ifdo<dy <dg
1 otherwise.

0 —

Cdv;i;j - (28)

8
3 b & if gy <djy <dp
3

Figure 28b shows the two functions that determine whethervi.ne,, matches
or mismatches a set of samples of a state’s history. The con denc&l ;, , for
a new sample belonging to an existing dataset is calculated by

CO _ |f k Sh

ss;itk T sl:lh- if O k<s hs (29)

where k is the number of matching samples ands;, is the size of the slid-
ing window history (maximum number of stored samples). In contrast, the

con dence, gy, for a new sample not belonging to an existing dataset is
calculated by

0 if K sh

0 —
Chceile — .
ds;izk =k if0  k<sp,

(30)

whereby it is not speci ed how high these con dences (Equations 26, 28, 29,
and 30) must be to decide whether a sample matches a state or not. Sum-
marized, the two key questions are (i) how many history samples must match
Vinew , and (ii) how well must they match. Since answers to these questions
would require a priori knowledge, which would not be consistent with black-
box monitoring, these questions are simply left unanswered. Instead, a proce-
dure is applied, in which only two con dences (belonging or not belonging to
a state) remain at the end, and a decision is made on the basis of the higher
one. However, the number of possible answers to one of the two questions
can be narrowed down more easily, namely, to the number of history samples
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that must match Vinew . This sample set's sizek, can only be between 1 and
sh. Thus, instead of determining which is the right number, all possible cases,
that is, s, are calculated for the con dence,cg;i;k, for vinew belonging to a

set of k history samples, by

&
L0 0 o .
case ki = ( Cyij ) " Csiiks (31)
j=1

where the

svij 1S sorted by descending con dencedsv;ij  Coviik ;8] K) to
select a set with the best tting samples. In further consequence, the case with
the highest con dence cg;i = max( cg;i;k);i 2 [1;sp] is selected, indicating how
well Vinew ts the state. Similarly, the con dence c); =min( c);, )i 2 [1;sh]
is selected, which indicates to what extentv;new does not belong to a state.
For this purpose, s, cases forcg;i;k (the con dence for vinew NOt belonging to

a set ofk history samples) are calculated by

k
case k: Cg;i;k = ( Bl C3v;i;j ) — Cgs;i;k; (32)
j=1
where the cgv;i;j is sorted by descending con dence dqyi;j Cavik ; 8 K)
to select a set with the worst tting samples.
Finally, vinew matches a signal state ifcg;i > ¢% and mismatches it if

0 0 i
Cb;i Cn;i '

6.4.2 Experiments Conducted

Like the threshold-based CMS (Section 4.4), also the con dence-based CMS
was tested on the two dierent SuOs: an Alternating Current (AC) motor
used in a conveyor belt, and a water pipe systerhdriven by a Direct Current
(DC) water pump. The AC motor of the rst subcase study has the follow-
ing signals: voltage (AC), current (AC), load torque, electrical torque, and
rotating velocity. In contrast, the water pipe system datasets contained the
following signals: voltage (DC), water temperature, and various water ow
signals.

In both subcase studies, experiments were performed in which the respec-
tive SuO (i) functioned normally and performed regular state changes, (ii)
showed malfunctions, and (iii) drifting signals. For each of these cases, one
experiment is shown below (Figures 29, 30, and 31). The experiments shown
here were selected so that the con dence-based CMS's outputs can be ef-
fectively compared with those of the threshold-based CMS (Section 4.4.4).

"More precisely, the water pipe system is a Heating, Ventilation, and Air Conditioning
(HVAC) system, described in more detail in Papers Il and V
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Figure 29. Output of the con dence-based CMS when monitoring a normally operating AC motor
while 21 load changes take place (&zinger et al., 2019b)

For further information and more experiments, the author refers to Paper Il
(Getzinger et al., 2019b). In the three upcoming gures, the graphs of the
SuO's input signals are dotted, the graph of its output signals are dashed, and
the output of the CMS (SuO's state and condition) is represented through
solid lines.

Figure 29 shows one of the more complex motor scenarios mentioned,
namely, an AC motor working normally while 21 external load changes hap-
pen. These load changes are of dierent sizes (load changes from 5Nm to
20Nm), leading to output signals with di erent signal delta sizes and signal
oscillations directly after a load change. As can be seen, all states were de-
tected correctly. The CMS could recognize states when they appeared for the
rst time and when the SuO changed back to an already known state.

When using the threshold-based signal state detector (Section 4.4.1), it
was not possible to detect the motor's states and its condition in such com-
plex scenarios. Another di erence to the results of Section 4.4.4 is that the
con dence-based CMS provides the overall con dence in addition to the SuO's
states and its condition. This output indicates how con dent the CMS is about
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the correctness of its decisions (the classi cation of the SuO). It can be ob-
served that the con dence at the beginning of each state is always around
the value 0 and increases in the course of the same state until it is eventually
around 1. This uncertainty at the beginning of a state comes from the SuO's
output signals that are still unstable after the load changes. It can also be
seen that the con dence value takes the longest time to reach 1 after switching
on the motor and during signi cant load changes (e.g., 20Nm at 16s and 48s).
The reason for this is that the output signals of the SuO show longer and more
signi cant oscillations after such big load changes.

Figure 30. Output of the con dence-based CMS when monitoring an AC motor showing a drift

Figure 30 shows the same drifting motor scenario that was used in the
experiment conducted with the threshold-based CMS (Figure 14). While the
SuO signals are exactly identical, the CMS's output is di erent because the
CMS is now making all decisions based on con dence. Comparing these two
gures, the con dence-based CMS detects the drift approximately Q2s ear-
lier (at around 2:1s). However, the most crucial dierence is that the SuO
condition classi ed by the con dence-based CMS does not change from drift
to malfunctioning; it remains with its decision. This decision of classifying
the SuO as drifting also re ects the truth since the SuO obviously does not
perform a state change.
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As in this experiment (Figure 30), another 12 dierent drift scenarios
were simulated, in which the rotational speed showed rates of change from
0:0025RPM/s to 0:022RPM/s. Besides the already discussed problem of chang-
ing the classi cation from drift to malfunction, the threshold-based CMS could
only detect 4 out of 12 drifts (33% success rate). In contrast, the con dence-
based CMS could detect all drifts and maintained its decision all along.

Figure 31. Output of the con dence-based CMS when monitoring a malfunctioning water pipe
system (tzinger et al., 2019b)

Figure 31 shows the malfunctioning water pipe scenario which was also
processed by the threshold-based CMS (Figure 15). As before, the SuO signals
are precisely the same, but the CMS output is a di erent one since it is now
generated by decisions based on con dence. It can be seen that the con dence-
based CMS can also recognize a malfunctioning SuO. The con dence-based
CMS even classi es the SUO as malfunctioning about 25s earlier (at about
320s). It should be noted that the delay between the occurrence of an event
and its detection by the CMS (threshold- as well as con dence-based) depends
on the CMS's setup (e.g., thresholds, fuzzy functions). It has turned out that,
if appropriate setups are chosef, the con dence-based CMS usually detects

8The CMS source code including parameter setup les can be found on the Research on
Self-Awareness (RoSA) repository, available at https://phabricator.ict.tuwien.ac.at/source/
SoC_Rosarepo.git. Besides, Paper Il provides a sensitivity analysis that shows all possible
parameter setups.
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such events earlier. This results from the threshold-based CMS's stability
check (Section 4.4.1) which leads to delays in the decision-making process.

A total of 26 experiments (14 with dierent drifts, 12 functioning and
malfunctioning) were conducted, whereby the con dence-based CMS correctly
classi ed the SuO in all of them. In contrast, the threshold-based CMS cor-
rectly classi ed only 15 scenarios.

Another advantage of the con dence-based CMS is that the AC motor data
could be used un ltered. No extra preprocessing step of ltering was needed.
As described in Section 4.4.4, this was necessary for the threshold-based CMS
to correctly classify the AC motor's states and its condition.

In summary, con dence (i) increased the performance of the CMS (fast
detection), (ii) made it more reliable (better detection), and (iii) made it more
robust against noise (no Iter needed). With all these enhancements through
a con dence-based decision process, the CMS was still able to process all input
samples faster than required for real-time execution (Section 3.4).

Additionally, a sensitivity analysis was performed (for details see Paper IlI
(Getzinger et al., 2019b)) that shows that the results are reasonably robust
against changes in the CMS parameters (e.g., fuzzy functions). However, for
the future it would be desirable if the CMS learned these parameters by itself.
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7 Discussion and Conclusion

Cyber-Physical Systems (CPSs) can be found in almost any technological eld
and are used in a wide range of applications needing autonomous solutions
(Denker et al., 2012; Kim et al., 2017; Da on et al., 2021; Seshia et al., 2015;
Zhao et al., 2017; Zhang et al., 2017; Oyewumi et al., 2019). To meet the
requirement of being autonomous, adaptive, reliable, robust, e cient, and
performant, a CPS needs comprehensive knowledge about itself and its envi-
ronment (Denker et al., 2012; Kephart and Chess, 2003; Lewis et al., 2011).
Without this knowledge, it is impossible for a CPS to make well-informed
decisions, manage its objectives in a sophisticated way, and adapt to a possi-
bly changing environment (Jantsch et al., 2018; Ho mann et al., 2010; Rinner
et al., 2015). To gain such comprehensive knowledge, a CPS must monitor
itself and its environment. Data obtained during this process come from phys-
ical properties measured by sensors (Alexopoulos et al., 2016). However, the
obtained data may not re ect the truth since sensors are neither completely
accurate nor precise (TaheriNejad et al., 2016). Moreover, they could still be
used incorrectly or break while operating. Besides, not all physical proper-
ties and environmental correlations may be well known. Additionally, in some
cases, input data may be meaningless as long as they are not transferred to
a domain understandable to the CPS (Jantsch et al., 2017). Regardless of
the reason, such circumstances can result in a CPS that has an incomplete
or inaccurate picture of itself and its environment, which can lead to wrong
decisions with possible negative consequences (Azimi et al., 2016).

The work presented in this thesis is motivated by the need for a reliable
and robust monitoring capability for CPSs that works correctly even in the
presence of erroneous data (Berk et al., 2019). Besides the various research
objectives and contributions, the central question of this work is whether Com-
putational Self-Awareness (CSA), particularly its properties abstraction, data
reliability, and con dence, enables monitoring to be more reliable and robust.

To answer this main question as well as to test various self-awareness meth-
ods, two suitable case studies from di erent areas were chosen. The rst case
study is related to the health sector. It describes a mobile system that monitors
a patient's vital signs and alerts when the patient's condition is deteriorating.
This so-called Early Warning Score (EWS) system calculates a value (the
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EWS) that indicates the patient's condition. The EWS system is an optimal
candidate for this thesis since it is highly dependent on reliable monitoring.
As already mentioned, sensors have limited accuracy and precision. Besides,
the system's user might use them incorrectly or they could break while in
operation. Erroneous data may lead to a wrong classi cation of a patient's
health condition and, in further consequence, to a false or | even worse |
missing alarm.

The second case study is about a Condition Monitoring System (CMS)
that monitors another unknown system (black box) to determine its condi-
tion, i.e., whether it is properly functioning or not. The CMS should be able
to monitor various machines or devices in order to detect malfunctions so that
maintenance work can be carried out before the condition of the System un-
der Observation (SuO) deteriorates. Maintenance work as well as defective
machines with associated repairs or long downtimes are usually highly cost-
intensive. The goal is to carry out maintenance work as seldom as possible
but as often as necessary. For this purpose, reliable monitoring that can also
cope with a high level of noise is essential.

Among these three self-awareness properties, abstraction has the least pre-
cise de nition and the broadest range of complexity among the methods de-
veloped here. While assigning a symbol to an input value is a very uncomplex
task, nding signal states in a changing signal is already a complex task. Fur-
thermore, it turned out that the use of abstraction does not necessarily make
applications more reliable or robust. In both case studies, usage of abstrac-
tion was mandatory to enable the execution of the application itself. How-
ever, while the CMS equipped with abstraction already shows some robustness
against di erent parameter settings, the EWS system could only reproduce
the normal EWS system used in hospitals but was not more reliable or robust.
Nevertheless, abstraction was fundamental in both applications, which clearly
would not work without it. However, some abstraction methods were even en-
ablers for the other self-awareness properties described in this thesis. Several
data reliability and con dence methods were based on abstraction methods.

Because of the contradiction between erroneous data and a possible sys-
tem failure, data reliability was applied exclusively in the EWS system. Due
to resource and energy constraints in portable devices, three measures were
used to assess the reliability of input data without requiring redundant hard-
ware: consistency, plausibility, and cross-validity of the data. Those measures
indicate whether data is within a plausible range, its observed changes ap-
pear reasonable, and di erent correlating variables match each other. Initial
tests with a binary decision-making process, whether input data is reliable or
unreliable, showed promising results but also revealed problems. The lack of
complete knowledge of the human body and its processes render the drawing
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of clear boundaries regarding vital signs' reliability impossible. A decision-
making process based on fuzzy logic overcomes this shortcoming and makes it
possible to cover these fuzzy areas in which vital signs can be to some extent
plausible and implausible at the same time instead of just being either plau-
sible or implausible. In all experiments conducted, the EWS system equipped
with abstraction and data reliability could correctly indicate to which degree
the calculated EWS can be trusted. The reliability value was signi cantly
reduced in all situations where erroneous data were present and led to a false
EWS.

To autonomously correct the calculated EWS solely based on the data
reliability assessment is unsafe since it is not feasible to reasonably de ne a
minimum reliability value at which the calculated EWS can be trusted. In a
next development step, the self-awareness property con dence is used to make
well-considered decisions regarding the EWS calculation and the assessed reli-
ability. Extensive experiments were conducted, in which various participants'
vital sighs were recorded with di erent sensors of di erent quality. In this way,
the output of the EWS system processing erroneous data could be compared
with the output expected in the absence of faulty sensory data. These ex-
periments proved that a self-aware EWS system (equipped with abstraction,
data-reliability, and con dence) provides a more reliable EWS that is more
robust against erroneous vital sign measurements than a conventional (non-
self-aware) EWS system. The conventional EWS system caused a total of 5034
false alarms, while the self-aware EWS system raised only 64 false alarms |
about 80 times less.

A similar situation was also evident in the CMS after it was enhanced with
a con dence-based decision-making process. Con dence enables the system to
correctly process even more complex scenarios of the SuO, which was impos-
sible without con dence. While the CMS without con dence falsely classi ed
the SuQ's condition, the con dence-based CMS no longer showed these errors.
Furthermore, the additional preprocessing step of ltering signals of the SuO
became obsolete through the usage of con dence. In other words, con dence
made the CMS's output more reliable and its detection process more robust
against noise.

In summary, this means that the results derived from the extensive ex-
periments conducted based on both case studies prove the hypothesis of this
research work, namely that CSA, especially the properties abstraction, data
reliability, and con dence, can improve a system's monitoring capabilities re-
garding its robustness and reliability | even in the presence of erroneous
data.

To arrive at these results, other steps besides conducting the experiments
were necessary. Due to the lack of a common framework, research on di erent
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self-awareness properties and methods as well as development of self-aware
applications used to be rather slow. After an extensive review of existing lit-
erature, it became evident that no existing framework met the desired require-
ments. Applications implemented with the help of such a framework must be
deployable and executable on Embedded Systems (ESs) with limited resources
in order to be applicable in the two chosen case studies. Therefore, the Re-
search on Self-Awareness (RoSA) framework was developed in the course of
this work. With this framework, self-aware hierarchical agent-based appli-
cations can be implemented in a simple and straightforward manner. RoSA
o ers both ready-to-use self-awareness functionalities (methods) as well as the
possibility to integrate custom code.

To obtain a quantitative measure of the reduced development e ort re-
sulting from the usage of ROSA, a comparison between the number of lines of
code of the original custom-written applications and the RoSA-based imple-
mentation was made. The RoSA-based implementations make up only:836%
to 6:24% (on average about 8.5%) non-comment lines of code of the origi-
nal custom-written applications. Moreover, RoSA was also tested on di erent
ESs, where it could process input samples, depending on the application and
the hardware platform on which it was running, around 5 to 4500 times faster
than required for real-time execution. Furthermore, RoSA could easily cope
with memory constraints since the implemented applications posed a moder-
ate memory footprint well below 4MB, which ts typical ESs. Itis to be hoped
that thanks to its good usability, ROSA will serve as a common framework for
the research community to explore uncharted aspects of CSA and speed up
development in the eld.

Besides the reusability of small software modules, RoSA's hierarchical
agent-based architecture was a clear advantage for the implemented systems.
The application of all three self-awareness properties investigated in this thesis
bene ted from this well-structured approach. Tasks can be divided into di er-
ent less-complex subtasks located on di erent levels of abstracted knowledge.

All self-awareness functionalities and development steps of the two self-
aware applications (EWS system and CMS) were implemented in RoSA. The
documentation® of ROSA shows how to set up the framework. The source
code of all applications including parameter setup les can be found on the
ROSA repository?. In addition, the various publications included in this thesis
describe the implementations of the two systems and also provide information
about all possible parameter setups to sensitivity analyses (Papers Ill and V).

1A documentation that shows how to set up RoSA is available at https://www.rosa.ict.
tuwien.ac.at/docs/html/.

2R0SA is an open-source implementation that is available at https:/phabricator.ict.
tuwien.ac.at/source/SoC _Rosa. repo.git.
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7.1 Open Directions

Future research can take several directions. They can be divided into two
parts: further research on CSA and further development of the case studies’
systems, whereby both parts are interconnected.

There is still a set of mostly unexplored self-awareness properties that could
be investigated. Besides investigating other properties, methods proposed in
this work could be improved. As this thesis did not have the goal to nd the
best possible solution, it could be a motivation to nd better solutions.

In the author's opinion, one of the self-awareness properties not covered
in this work could enhance both case studies' systems, namely, learning. For
example, the EWS system could learn over time from the monitored patient
about their body functions. Thus, it would be possible to have a highly per-
sonalized EWS system that recognizes the patient's condition based on their
speci ¢ needs.

The CMS would also benet from the self-awareness property learning.
Currently, the CMS's parameters have to be set during an initial setup process.
Although this setup does not need to be particularly accurate, overcoming it
would be a considerable advantage. With the ability to learn, this setup could
be done autonomously by the CMS itself.

However, the CMS could also bene t from other enhancements. It would
be an advantage if the CMS could also monitor black boxes that do not behave
like bijective functions. Furthermore, unsteady states should also be detected,
for example, transient phases of a signal. It would also be useful to nd a way
for the CMS to simultaneously verify the SuO's working condition as well as
the reliability of observed input data.
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8 Publications Overview and Author's
Contributions

This chapter presents a summarized overview of all original publications in-
cluded in this thesis and states the author's contributions to each of them.

8.1 Paper | {RoSA: A Framework for Modeling Self-Aware-
ness in Cyber-Physical Systems

Paper | proposes the Research on Self-Awareness (RoSA) framework that sup-
ports modeling and evaluating various Computational Self-Awareness (CSA)
concepts in hierarchical agent systems where agents are made up of self-
awareness functionalities. The paper also presents the framework's design
principles and discusses the use cases of RoSA-based modeling for di erent
scenarios. Additionally, its capabilities are demonstrated by showing the pro-
cess of implementation in the case studies from the health- and industrial
sectors. Hereby, also the usage of the currently provided self-awareness func-
tionalities (abstraction, data reliability, and con dence) is shown. The paper
also describes the implementation process of these applications in RoSA to
show the framework's modeling power and applicability. RoSA is meant as
a vehicle for researchers to study various concepts related to CSA and the
relations among them. It also aims to assist engineers in prototyping and eval-
uating self-awareness features. The helpfulness of RoSA is manifested in the
fact that the non-comment lines of code of the RoSA-based implementations
make up only 346% to 624% of the equivalent custom-written applications.
Besides, RoSA-based applications generate a moderate memory footprint well
below 4MB. These applications were also tested on di erent Embedded Sys-
tems (ESs). Depending on the application and the ES on which they were
running, they could process input samples around 5 to 4500 times faster than
required for real-time execution.

Author's contributions: The author shares the rst authorship with the
second-listed author (David Jukasz). The author had a signi cant role in the
predevelopment phase, in planning requirements, and in prototyping RoSA.
Furthermore, he was responsible for designing and developing the various self-
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awareness functionalities. Besides, he was one of the main contributors in
writing the manuscript, on a par with David Julasz.

8.2 Paper Il { Con dence-Enhanced Early Warning Score
Based on Fuzzy Logic

In Paper Il, an Early Warning Score (EWS) system enhanced with the self-
awareness properties abstraction, data-reliability, and con dence is proposed.
Additionally, the properties data reliability, con dence, and history are for-
malized and implementations of corresponding methods are shown. A con -
dence metric based on fuzzy logic provides information about the input data's
correctness and, in further consequence, about the reliability of the system's
output (the EWS). Because the output reliability is a combination of the input
data's reliability and the system's con dence, a method for combining these
two measures is proposed. Extensive experiments prove that the proposed sys-
tem provides equally good or better results than a similar system that does not
use reliability and con dence metrics. These experiments demonstrate that the
proposed system provides | under adverse monitoring circumstances (such as
noisy signals, detached sensors, and non-nominal monitoring conditions) | a
more reliable EWS than a conventional EWS system (without self-awareness
properties).

Author's contributions: The author developed and implemented the
self-aware EWS system with all its self-awareness methods. Furthermore,
he designed the participants' measurement setup. With the measurement
datasets (recorded and abstracted by the coauthors), he processed all exper-
iments with a conventional as well as with the self-aware EWS system. He
then compared the performances of both systems by using appropriate metrics.
Besides, he was the main contributor in writing the manuscript.

8.3 Paper Il { Model-Free Condition Monitoring with Con-
dence

Paper Ill proposes the model-free Con dence-based Context-Aware condition
Monitoring (CCAM) system which uses only contextual information to recog-
nize the condition (working state and health status') of a black-box system
that behaves like a bijective function. A fuzzy logic-based con dence metric
for the quality assessment of observation is introduced and leveraged to im-
prove the correct identi cation of an observed system's states. CCAM requires
neither in-depth knowledge of the eld nor any cumbersome e ort to adjust its

LIt must be noted that, in this context, the term \health" describes the condition of a
machine or device; i.e., whether it is working properly or malfunctioning.
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parameters to the given application. Various experiments show that CCAM
can properly monitor and assess working conditions of two diverse systems (an
industrial motor and a waterpipe system) without the need for model build-
ing or any other customization. These experiments also show that con dence
not only improves the quality of system performance but also enhances its
robustness. It is shown that CCAM is better at identifying the correct system
condition compared to a similar system without con dence. Additionally, a
sensitivity analysis shows that CCAM is robust against small variations of
parameter settings.

Author's contributions: The author developed and implemented CCAM
with all its self-awareness methods. Furthermore, he designed the measure-
ment and simulation setup for both systems (industrial motor and waterpipe
system) and simulated some additional motor measurement datasets. With
the obtained datasets, he processed all experiments with CCAM and a compa-
rable system without con dence. He then compared the performances of both
systems and performed a sensitivity analysis regarding CCAM's parameters.
Besides, he was the main contributor in writing the manuscript.

8.4 Paper IV { On the Design of Context-Aware Health
Monitoring without A Priori Knowledge; an AC-Motor
Case-Study

Paper IV proposes a monitoring system, which uses context-awareness to as-
sess the condition of a black-box system that behaves like a bijectidefunction.
The proposed system, Context-Aware Health Monitoring (CAH)3, can iden-
tify normal modes of operation, change of states (operation modes), deviation
from a state, and abnormal functional operation. Compared to other meth-
ods, such as deep learning and data mining, the proposed system is designed
to have a small footprint. It is intended for use under resource constraints to
be also suitable for implementation in smaller gadgets with limited computing
power. To verify the validity of the proposed approach, CAH was tested on
Alternating Current (AC) motor datasets, where it could successfully identify
di erent operation modes of the AC motor and whether the motor worked
correctly or was malfunctioning.

Author's contributions: The author developed and implemented CAH
with all its methods. Furthermore, he designed the measurement and sim-

2In this paper, the term injective instead of bijective was chosen. This is imprecise but
not wrong because a bijective function is also always injective. However, using bijective is
more precise and means both injective and surjective.

31t must be noted that, in this context, the term \health" describes the condition of a
machine or device; i.e., whether it is working properly or malfunctioning.
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ulation setup for the AC motor experiments. With the obtained datasets
(recorded and simulated by the coauthors), he processed all experiments with
CAH. Besides, he was the main contributor in writing the manuscript.

8.5 Paper V { Applicability of Context-Aware Health Mon-
itoring to Hydraulic Circuits

In Paper V, the scope of Context-Aware Health Monitoring (CAH) 4, intro-
duced in an earlier publication, was extended to Heating, Ventilation, and Air
Conditioning (HVAC) applications. In other words, in contrast to the earlier
work, CAH was now used in a hydraulic circuit (a waterpipe system) | an
entirely di erent industrial application. While the CAH algorithm remained
unchanged, the only necessary adaptation concerned the time parameter be-
cause of the signi cant inertia di erences between the application of the earlier
work (an Alternating Current (AC) motor) and the waterpipe system. The
results show the potential for considerable bene ts in monitoring HVAC sys-
tems. Like in the AC-motor case study, CAH could identify normal modes
of operation, change of states (operation modes), deviation from a state, and
abnormal functional operation. Moreover, since CAH would be used in di er-
ent applications that may need a di erent setup of parameters, a sensitivity
analysis of the values of di erent CAH parameters was performed. The results
of this sensitivity analysis show the robustness of CAH concerning the values
of these parameters.

Author's contributions: The author designed the measurement setup
for the waterpipe system experiments. With the obtained datasets (recorded
by the coauthors), he processed all experiments with CAH. Furthermore, he
conducted a sensitivity analysis of the values of di erent parameters of CAH
regarding both applications: the waterpipe system and the AC motor (using
the datasets of the earlier publication). Besides, he was the main contributor
in writing the manuscript.

8.6 Paper VI { Self-Awareness in Remote Health Monitoring
Systems Using Wearable Electronics

Paper VI proposes a self-aware Early Warning Score (EWS) system that pro-
vides personalization (re ecting parameters such as age, body mass index,
and gender), self-organization, and autonomy for remote monitoring scenar-
ios. Moreover, it 0 ers an intelligent decision-making process for patients in
di erent situations (sleeping, walking, running, and resting). Furthermore,

41t must be noted that, in this context, the term \health" describes the condition of a
machine or device; i.e., whether it is working properly or malfunctioning.
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self-awareness properties are used to improve the system's energy e ciency
and the reliability of the calculated EWS. Additionally, a proof of concept
implementation of an EWS system, from cloud services development to hard-
and software demonstration, is proposed in the paper.

Author's contributions: The author developed and implemented the
algorithms which improve the EWS system's reliability when erroneous sen-
sory data are present. Besides, he contributed to writing and reviewing the
manuscript.

8.7 Paper VIl { Enhancing the Early Warning Score System
Using Data Con dence

Paper VII proposes an Early Warning Score (EWS) system that has a hierar-
chical agent-based architecture and is equipped with a binary data reliability
assessment. The data reliability assessment's goal is to detect erroneous vital
signal measurement. This is done by analyzing the sensory data concerning
its plausibility, consistency, and cross-validity. This work is comparable to a
proof of concept, and the experiments demonstrate that the proposed system
correctly identi es erroneous data. They also showed that the system's hier-
archical agent-based architecture perfectly matches the data processing ow
from lower to higher abstraction levels.

Author's contributions: The author developed and implemented the
EWS system with all its self-awareness methods. Furthermore, he processed
the obtained datasets (recorded by the coauthors) with the proposed EWS
system. Besides, he was the main contributor in writing the manuscript.

8.8 Paper VIII { Enhancing the Self-Aware Early Warning
Score System through Fuzzi ed Data Reliability Assess-
ment

Paper VIII presents an enhancement of the hierarchical agent-based Early
Warning Score (EWS) system proposed in an earlier publication. This en-
hanced EWS system contains a data reliability validation technique based on
plausibility, consistency, and cross-validity. However, while the earlier work's
system used a binary decision-making process, the data reliability assessment
proposed here is based on fuzzy logic. Boolean logic cannot cover all natural
measurement data, which usually lack sharp limits. In contrast, fuzzy logic en-
ables the EWS to cover also the fuzzy ranges in which vital signs can be to some
extent plausible and implausible at the same time instead of just being either
plausible or implausible. The experiments showed that the proposed system

5In this publication, data reliability was falsely called con dence.
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successfully detected erroneous vital-sign data caused by incorrect measure-
ments due to loose sensors, detached sensors, or the test subject's abnormal
behavior (e.g., biceps contraction during a blood pressure measurement). To
indicate this, the EWS system decreased the output data's reliability during
such events. The experiments' outcomes show that self-awareness techniques
such as the proposed data reliability assessment can provide a more robust
EWS system with a more reliable EWS output.

Author's contributions: The author developed and implemented the
EWS system with all its self-awareness methods. Furthermore, he designed the
test subject's measurement setup. With the measurement datasets (recorded
and abstracted by the coauthors), he processed all experiments with the pro-
posed EWS system. Besides, he was the main contributor in writing the
manuscript.
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AC Alternating Current 10, 31, 40, 41, 49, 51{53, 55, 90{92, 94, 103, 104

AFDD Automated Fault Detection and Diagnostic 27
Al Arti cial Intelligence 18, 19
ANN Arti cial Neural Network 28, 29
ART Adaptive Resonance Theory 28
CAH Context-Aware Health Monitoring 31, 40, 46, 103, 104

CCAM Con dence-based Context-Aware condition Monitoring 31, 40, 53,

88, 102, 103

CMS Condition Monitoring System 7, 8, 10, 11, 30, 31, 40, 41, 43, 46{55,
63, 87, 90{94, 96{99

CPS Cyber-Physical System v, vii, ix, 1{7, 13{16, 18{20, 38, 59, 95

CSA Computational Self-Awareness v, ix, 5{11, 13, 15{19, 21, 25, 33, 38,
63, 83, 86, 95, 97{99, 101

CSV Comma-Separated Values 39, 40
DAB Discrete Average Block 51
DARPA Defense Advanced Research Projects Agency 14
DC Direct Current 40, 41, 51, 90
DT Digital Twin 17, 18
ECG Electrocardiogram 24, 25
ES Embedded System 19{21, 29, 33, 34, 42, 54, 98, 101

EWS Early Warning Score 7, 8, 10, 11, 21{26, 31, 38{40, 43, 45, 46, 57, 60,
62{68, 71{74, 76, 78{81, 83{87, 95{99, 102, 104{106

FDA U.S. Food and Drug Administration 23

HMM Hidden Markov Model 29
HVAC Heating, Ventilation, and Air Conditioning 10, 28, 29, 31, 40, 51, 90,
104

IBM International Business Machines Corporation 14, 15, 19
0T Internet of Things 1,23, 24
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IT Information Technology 14
MAS Multi-Agent System 19
MPC Model Predictive Control 17
MPSoC Multi-Processor System-on-Chip 17
NASA National Aeronautics and Space Administration 14
NN Neural Network 28
ODA Observe-Decide-Act 18, 35{38
PID Proportional{Integral{Derivative 17
PPG Photoplethysmogram 24
RMSD Root-Mean-Square Deviation 83, 84
RoSA Research on Self-Awareness 7, 8, 20, 21, 33{42, 93, 98, 101
RPM Revolution per Minute 61
SA-EWS Self-Aware Early Warning Score 8, 83{86
SHW Solar Hot Water 28
SoC System on Chip 16, 17
SoS System of Systems 1

SuO System under Observation 26{31, 40, 45{55, 63, 87, 90{94, 96, 97, 99
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